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DOCUMENTS RELEVANT TO ROAD INFRASTRACTURE AND 

TRANSPORTATION SECURITY 
A PIARC LITERATURE REVIEW 

This document contains a review of literature on road infrastructure and transport security. The 

review focuses on the following topics: 

• Legislations and policies; 

• Standards; 

• Studies and researches; 

• PIARC reports; 

• Other reports; 

• Manuals and books; 

• Case studies and best practices; 

• Events and situations. 

This document is completed with conclusions and recommendations, a glossary and appendices. 

This Literature Review is the first step in the development of a full technical Report on road 

infrastructure and transport security as it is in the goal of PIARC Task Force 3.1. 
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1. INTRODUCTION 

1.1  PURPOSE 

The Literature Review (LR) is the preparatory work of TF 3.1 Road Infrastructure and Transport 

Security for the accomplishment of its final Report, according to the provisions of the Term of 

References (ToR) of the Task Force (TF) 3.1 "Road Infrastructure and Transport Security", as 

included in the PIARC Strategic Plan 2020-20231. The work of TF 3.1 is the continuation of the last 

cycle 2016-2019 in which PIARC TF C .1 focused on security of road infrastructure, publishing its 

final Report2. Meanwhile, the awareness for physical and cyber security issues in logistics chains, 

personal and public transport and vulnerable infrastructure in general has grown. In its Strategic 

Plan 2020-2023, PIARC decided to broaden the security view in the infrastructure component and 

in transport and mobility. Later, the pandemic Covid-19 that has flared up in last years has 

reinforced this need. The TF 3.1 has carried out the task to collect literature sources dealing with 

road infrastructure and transport security. The documents examined are aimed at providing 

contributions on security issues to PIARC TCs and TFs included in the Strategic Plan 2020-2023. 

1.2  SCOPE 

The scope of this LR is to collect the documents useful to provide recommendations on security 

matters within the mentioned PIARC Strategic Plan 2020-23. As indicated in the following chapter 

1.3, the overall framework of the 4 Strategic Themes, the 17 TCs and the 4 TFs included the 

Terminology Committee which constitute the Strategic Plan, were considered. Some (the 

majority) TCs and TFs were selected in relation to the possible impact of security on them, both 

physical and cyber, for a total initially of 15 in all. 

1.3 APPLICATION AREAS 

According to the scope of this LR, related with the ToR of TF 3.1 in the PIARC Strategic Plan 2020-

2023, TF 3.1 has carried out the objective of producing security recommendations for the 

following active PIARC TCs and TFs. 

In the Strategic Theme 1 “Road Administration”, it was considered that security issues have an 

impact on the performance of transport administrations in all stages of infrastructure planning, 

design, building, operating and maintaining. 

Climate change poses urgently new challenges in terms of security linked to environmental 

disasters that can destabilize the social and economic life of an area and create serious problems 

in a population. Therefore, in Strategic Theme 1 the following TCs were selected: 

• TC 1.1 Performance of Transport Administrations 

• TC 1.4 Climate Change and Resilience of Road Network 

 

1 PIARC – The World Road Association, “Strategic Plan 2020-2023”, Update October 2020, 

http://www.piarc.org  

2 “Security of Road Infrastructure”, Final report of the Task Force C.1., PIARC 2019, Paris, France. 

ISBN: 978-2-84060-524-9. Available in English, French and Spanish. 

https://www.piarc.org/en/order-library/30826-en-Security%20of%20Road%20Infrastructure 

http://www.piarc.org/
https://www.piarc.org/en/order-library/30826-en-Security%20of%20Road%20Infrastructure
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• TC 1.5 Disaster Management  

In the Strategic Theme 2 “Mobility”, it was considered that security has an impact on the transport 

services and the infrastructure included in the urban mobility and the rural areas are also 

threatened: this is mainly because, being larger territories, they are subject to fewer controls.  

Since secure and reliable transport of people and goods are essential for a healthy economy and 

a safe social life, it is quite obvious to protect these activities from critical conditions caused by 

security risks that can destabilize a civil society. Transport security covers also physical and cyber 

security in every logistic chain. For the security of service, the physical security of all personnel 

involved within transport and logistic operations becomes vital. 

In relation to new technological developments, a particular attention must be paid to security 

considerations in the domain of automated vehicles, smart roads and ITS applied to road network 

operation. Therefore, in Strategic Theme 2 the following TCs and TF were selected: 

• TC 2.1 Mobility in Urban Areas 

• TC 2.2 Accessibility and Mobility in Rural Areas 

• TC 2.3 Freight 

• TC 2.4 Road Network Operation/ITS  

• TF 2.1 New Mobility and its Impact on Road Infrastructure and Transport 

In the Strategic Theme 3 “Safety and Sustainability”, it is well known that safety and security3 are 

strongly linked in relation to road issues and both contribute to the resilience of a system and of 

an organization. This involves a vision to the overall aspect of asset management and the overall 

resilience of a road network. Therefore, in Strategic Theme 3 the following TCs were selected: 

• TC 3.1 Road Safety 

• TC 3.3 Asset Management  

In the Strategic Theme 4 “Resilient Infrastructure”, it was considered that historically bridges and 

tunnels, due to their relevance as nodes of transport networks and also for their visual impact, 

are the main infrastructure exposed to attacks and sabotage. Therefore, in Strategic Theme 4 the 

following TCs were selected: 

• TC 4.2 Bridges  

• TC 4.4 Tunnels  

In consideration of the various application fields, this has led to semantic problems. As we will see 

later, there are a many references and definitions concerning the term of security4 (and also 

safety) in the ISO glossary and also other terms. The terminological aspects are therefore very 

relevant because they contribute to spreading a very specialized vocabulary, sometimes new and 

 

3 See chapter 2.2 “Safety vs. Security” in “Security of Road Infrastructure”, Final Report of Task 

Force C.1., PIARC 2019.  

4 In “Security of Road Infrastructure”, Final report of the Task Force C.1., PIARC 2019, security was 

defined as the state of relative freedom from threat or harm caused by intentional, unwanted, 

hostile or malicious acts, including sabotage and espionage. But, as highlighted in the present 

Literature Review, many other expressions are available. 
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unknown. Therefore, the Terminology Committee was selected to provide its contribution in the 

field of security. 

Finally, it was recognized that other TCs and TFs could also benefit from TF 3.1 work. 

Consequently, three other TC and TFs were considered eligible to receive a contribution in terms 

of security: 

• T.C 1.3 Finance and Procurement 

• TF 1.1 Well-Prepared Project 

• TF 4.1 Road Design Standards 

1.4 ESSENTIAL TERMS AND DEFINITIONS 

As previously introduced, a preliminary relevant step is a review of the essential terms and 

definitions. They are basics for the purpose of the work of the TF 3.1. The following selection 

significantly broadens the horizon of terminology in consideration of the new application areas, 

exploring ISO standards, the previous Report5 and other sources:  

• ISO 28000:2007 

• ISO 31000:2018 

• ISO 27000:2018 

• PIARC TF C.1 2019 

• Other sources 

1.4.1 International standard ISO 28000:2007 

1. Facility - Plant, machinery, property, buildings, vehicles, ships, port facilities and other items of 

infrastructure or plant and related systems that have a distinct and quantifiable business 

function or service. 

2. Security - Resistance to intentional, unauthorized act(s) designed to cause harm or damage. 

3. Security management - Systematic and coordinated activities and practices through which an 

organization optimally manages its risks, and the associated potential threats and impacts 

therefrom. 

4. Security management objective - Specific outcome or achievement required for security in 

order to meet  the security management policy. 

5. Security management policy - Overall intentions and direction of an organization, related to 

the security and the framework for the control of security-related processes and activities 

that are derived from, and consistent with, the organization's policy and regulatory 

requirements. 

6. Stakeholder - Person or entity having a vested interest in the organization's performance, 

success or the impact of its activities. 

Note: 

Examples include customers, shareholders, financiers, insurers, regulators, statutory bodies, 

employees, contractors, suppliers, labour organizations, or society. 

7. Top management - Person or group of people who directs and controls an organization at the 

highest  level. 

 

5 See chapter 10 “Glossary and Acronyms” in the same Report, for convenience also reported here 

in Appendix C. 
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8. Continual improvement - Recurring process of enhancing the security management system in 

order to achieve improvements in overall security performance consistent with the 

organization's security policy. 
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1.4.2  International standard ISO 31000:2018 

1. Risk - Effect of uncertainty on objectives. 

Notes: 

1. An effect is a deviation from the expected. It can be positive, negative or both, and can 

address, create or result in opportunities and threats. 

2. Objectives can have different aspects and categories, and can be applied at different 

levels. 

3. Risk is usually expressed in terms of risk sources, potential events, their consequences and 

their likelihood. 

2. Risk management - Coordinated activities to direct and control an organization with regard to 

risk. 

3. Stakeholder - Person or organization that can affect, be affected by, or perceive themselves to 

be affected by a decision or activity. 

 Note: 

 The term “interested party” can be used as an alternative to “stakeholder”. 

4. Risk source - Element which alone or in combination has the potential to give rise to risk. 

5. Event - Occurrence or change of a particular set of circumstances. 

Note: 

1. An event can have one or more occurrences, and can have several causes and 

consequences. 

2. An event can also be something that is expected which does not happen, or something 

that is not expected which does happen. 

3. An event can be a risk source. 

6. Consequence - Outcome of an event affecting objectives. 

Notes: 

1. A consequence can be certain or uncertain and can have positive or negative direct or 

indirect effects on objectives. 

2. Consequences can be expressed qualitatively or quantitatively. 

3. Any consequence can escalate through cascading and cumulative effects. 

7. Likelihood - Chance of something happening. 

Notes: 

1. In risk management terminology, the word “likelihood” is used to refer to the chance of 

something happening, whether defined, measured or determined objectively or 

subjectively, qualitatively or quantitatively, and described using general terms or 

mathematically (such as a probability or a frequency over a given time period). 

2. The English term “likelihood” does not have a direct equivalent in some languages; 

instead, the equivalent of the term “probability” is often used. However, in English, 

“probability” is often narrowly interpreted as a mathematical term. Therefore, in risk 

management terminology, “likelihood” is used with the intent that it should have the 

same broad interpretation as the term “probability” has in many languages other than 

English. 

8. Control - Measure that maintains and/or modifies risk. 

Notes:  

1. Controls include, but are not limited to, any process, policy, device, practice, or other 

conditions and/or actions which maintain and/or modify risk. 
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2. Controls may not always exert the intended or assumed modifying effect. 

1.4.3 International standard ISO 27000:2018 

1. Access control - Means to ensure that access to assets is authorized and restricted based on 

business and  security requirements. 

2. Attack - Attempt to destroy, expose, alter, disable, steal or gain unauthorized access to or make 

unauthorized use of an asset. 

3. Competence - Ability to apply knowledge and skills to achieve intended results. 

4. Confidentiality - Property that information is not made available or disclosed to unauthorized 

individuals, entities, or processes. 

5. Consequence - Outcome of an event affecting objectives. 

Notes: 

1. An event can lead to a range of consequences. 

2. A consequence can be certain or uncertain and, in the context of information security, is 

usually negative. 

3. Consequences can be expressed qualitatively or quantitatively. 

4. Initial consequences can escalate through knock-on effects. 

6. Continual improvement - Recurring activity to enhance performance. 

7. Control - Measure that is modifying risk. 

Notes: 

1. Controls include any process, policy, device, practice, or other actions which modify risk. 

2. It is possible that controls not always exert the intended or assumed modifying effect. 

8. Event - Occurrence or change of a particular set of circumstances 

Notes: 

1. An event can be one or more occurrences, and can have several causes. 

2. An event can consist of something not happening. 

3. An event can sometimes be referred to as an “incident” or “accident”. 

9. External context - External environment in which the organization seeks to achieve its 

objectives. 

Note: 

External context can include the following: 

— the cultural, social, political, legal, regulatory, financial, technological, economic, natural 

and competitive environment, be it international, national, regional or local; 

— key drivers and trends having impact on the objectives of the organization; 

— relationships with, and perceptions and values of, external stakeholders. 

10. Governance of information security - System by which an organization’s information security 

activities are directed and controlled. 

11. Information security - Preservation of confidentiality, integrity and availability of information. 

Note: 

In addition, other properties, such as authenticity, accountability, non-repudiation, and 

reliability can also be involved. 

12. Information system - Set of applications, services, information technology assets, or other 

information-handling components. 

13. Integrity - Property of accuracy and completeness. 
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14. Interested party (preferred term), stakeholder (admitted term) - Person or organization that 

can affect, be affected by, or perceive itself to be affected by a decision or activity. 

15. Internal context - Internal environment in which the organization seeks to achieve its 

objectives. 

Note: 

Internal context can include: 

— governance, organizational structure, roles and accountabilities; 

— policies, objectives, and the strategies that are in place to achieve them; 

— the capabilities, understood in terms of resources and knowledge (e.g. capital, time, 

people,    processes, systems and technologies); 

— information systems, information flows and decision-making processes (both formal and 

informal); 

— relationships with, and perceptions and values of, internal stakeholders; 

— the organization's culture; 

— standards, guidelines and models adopted by the organization; 

— form and extent of contractual relationships. 

16. Level of risk - Magnitude of a risk expressed in terms of the combination of consequences and 

their likelihood. 

17. Likelihood - Chance of something happening. 

18. Management system - Set of interrelated or interacting elements of an organization to 

establish policies and objectives and processes to achieve those objectives. 

Notes: 

1. A management system can address a single discipline or several disciplines. 

2. The system elements include the organization’s structure, roles and responsibilities, 

planning and operation. 

3. The scope of a management system may include the whole of the organization, specific 

and identified functions of the organization, specific and identified sections of the 

organization, or one or more functions across a group of organizations. 

19. Monitoring - Determining the status of a system, a process or an activity. 

Note: 

To determine the status, there may be a need to check, supervise or critically observe. 

20. Objective - Result to be achieved. 

Notes: 

1. An objective can be strategic, tactical, or operational. 

2. Objectives can relate to different disciplines (such as financial, health and safety, and 

environmental goals) and can apply at different levels [such as strategic, organization-

wide, project, product and process]. 

3. An objective can be expressed in other ways, e.g. as an intended outcome, a purpose, an 

operational criterion, as an information security objective or by the use of other words 

with similar meaning (e.g. aim, goal, or target). 

4. In the context of information security management systems, information security 

objectives are set by the organization, consistent with the information security policy, 

to achieve specific results. 

21. Organization - Person or group of people that has its own functions with responsibilities, 

authorities and relationships to achieve its objectives. 
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Note: 

The concept of organization includes but is not limited to sole-trader, company, corporation, 

firm, enterprise, authority, partnership, charity or institution, or part or combination 

thereof, whether incorporated or not, public or private. 

22. Performance - Measurable result. 

Notes: 

1. Performance can relate either to quantitative or qualitative findings. 

2. Performance can relate to the management of activities, processes, products (including 

services), systems or organizations. 

23. Policy - Intentions and direction of an organization, as formally expressed by its top 

management. 

24. Process - Set of interrelated or interacting activities which transforms inputs into outputs. 

25. Reliability - Property of consistent intended behavior and results. 

26. Requirement - Need or expectation that is stated, generally implied or obligatory. 

Notes: 

1. “Generally implied” means that it is custom or common practice for the organization and 

interested parties that the need or expectation under consideration is implied. 

2. A specified requirement is one that is stated, for example in documented information.  

27. Residual risk 

Notes: 

1. Residual risk can contain unidentified risk. 

2. Residual risk can also be referred to as “retained risk”. 

28. Review - Activity undertaken to determine the suitability, adequacy and effectiveness of the 

subject matter to achieve established objectives. 

29. Risk - Effect of uncertainty on objectives. 

Notes: 

1. An effect is a deviation from the expected — positive or negative. 

2. Uncertainty is the state, even partial, of deficiency of information related to, 

understanding or knowledge of, an event, its consequence, or likelihood. 

3. Risk is often characterized by reference to potential “events” and “consequences” or a 

combination of these. 

4. Risk is often expressed in terms of a combination of the consequences of an event 

(including changes in circumstances) and the associated “likelihood” of occurrence. 

5. In the context of information security management systems, information security risks 

can be expressed as effect of uncertainty on information security objectives. 

6. Information security risk is associated with the potential that threats will exploit 

vulnerabilities of an information asset or group of information assets and thereby 

cause harm to an organization. 

30. Risk acceptance - Informed decision to take a particular risk. 

Notes: 

1. Risk acceptance can occur without risk treatment or during the process of risk treatment. 

2. Accepted risks are subject to monitoring and review. 

31. Risk analysis - Process to comprehend the nature of risk and to determine the level of risk. 

Notes: 

1. Risk analysis provides the basis for risk evaluation and decisions about risk treatment. 
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2. Risk analysis includes risk estimation. 

32. Risk assessment - Overall process of risk identification, risk analysis and risk evaluation. 

33. Risk communication and consultation - Set of continual and iterative processes that an 

organization conducts to provide, share or obtain information, and to engage in dialogue 

with stakeholders regarding the management of risk. 

Notes: 

1. The information can relate to the existence, nature, form, likelihood, significance, 

evaluation, acceptability and treatment of risk. 

2. Consultation is a two-way process of informed communication between an organization 

and its stakeholders on an issue prior to making a decision or determining a direction 

on that issue. Consultation is: 

— a process which impacts on a decision through influence rather than power; and 

— an input to decision making, not joint decision making. 

34. Risk criteria - Terms of reference against which the significance of risk is evaluated. 

Notes: 

1. Risk criteria are based on organizational objectives, and external context and internal 

context. 

2. Risk criteria can be derived from standards, laws, policies and other requirements. 

35. Risk evaluation - Process of comparing the results of risk analysis with risk criteria to 

determine whether  the risk and/or its magnitude is acceptable or tolerable. 

Note: 

Risk evaluation assists in the decision about risk treatment. 

36. Risk identification - Process of finding, recognizing and describing risks. 

Notes: 

1. Risk identification involves the identification of risk sources, event, their causes and their 

potential consequences. 

2. Risk identification can involve historical data, theoretical analysis, informed and expert 

opinions, and stakeholders’ needs. 

37. Risk management - Coordinated activities to direct and control an organization with regard 

to risk. 

38. Risk management process - Systematic application of management policies, procedures and 

practices to the activities of communicating, consulting, establishing the context and 

identifying, analyzing, evaluating, treating, monitoring and reviewing risk. 

Note: 

ISO/IEC 27005 uses the term “process” to describe risk management overall. The elements 

within the risk management process are referred to as “activities”. 

39. Risk owner - Person or entity with the accountability and authority to manage a risk. 

40. Risk treatment - Process to modify risk. 

Notes: 

1. Risk treatment can involve: 

— avoiding the risk by deciding not to start or continue with the activity that gives rise to 

the risk; 

— taking or increasing risk in order to pursue an opportunity; 

— removing the risk source; 

— changing the likelihood; 
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— changing the consequences; 

— sharing the risk with another party or parties (including contracts and risk financing); 

— retaining the risk by informed choice. 

2. Risk treatments that deal with negative consequences are sometimes referred to as “risk 

mitigation”, “risk elimination”, “risk prevention” and “risk reduction”. 

3. Risk treatment can create new risks or modify existing risks. 

41. Threat - Potential cause of an unwanted incident, which can result in harm to a system or 

organization. 

42. Top management - Person or group of people who directs and controls an organization at the 

highest  level. 

Notes: 

 1. Top management has the power to delegate authority and provide resources within the 

organization. 

 2. If the scope of the management system covers only part of an organization, then top 

management refers to those who direct and control that part of the organization. Top 

management is sometimes called executive management and can include Chief 

Executive Officers, Chief Financial Officers, Chief Information Officers, and similar roles. 

43. Vulnerability - Weakness of an asset or control that can be exploited by one or more threats. 

1.4.4 PIARC TF C.1 2019 

1. Threat - any circumstance or event with the potential to cause the loss or damage to an asset 

2. Vulnerability - the characteristics and circumstances of a community or a system or asset that 

make it susceptible to the damaging effects of an hazard (threat or event). in the context 

of road network security, it is a weakness in the road infrastructure or operating systems 

that can be exploited by one or more threats. 

3. Consequence (or impact) - Outcome of an event affecting objectives. An event can lead to a 

range of consequences: a consequence can be certain or uncertain and can have positive 

or negative effects on objectives. They could be direct and indirect. 

4. Probability (or likelihood) - The chance of something happening. 

5. Risk - The product of the probability (that a threat occurs) and the impact/consequences 

(expected/calculated) if the threat occurs.  

1.4.5 Other sources 

Accidents – an unexpected event which results in serious injury or illness of an employee and 

may also result in property damage. […] 

Incidents – an instance of something happening, an unexpected event or occurrence that doesn't 

result in serious injury or illness but may result in property damage. […] 

Risk - A potential loss, disaster, or other undesirable event measured with assigned probabilities 

to losses of various magnitudes. […] 

Risk management - The identification, analysis and prioritization of risks followed by coordinated 

and economics application of resources to reduce, monitor, and control the probability 

and/or impact of unfortunate events. […] 
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1.5 ACRONYMS AND GLOSSARIES 

1.5.1 Acronyms 

Term Definition 

ADR European Agreement concerning the International Carriage of 

Dangerous Goods by Road 

ANSI American National Standards Institute 

EC  European Commission 

EU European Union 

GDPR General Data Protection Regulation 

ISO International Standard Organization 

IMS Integrated Management System  

ICT Information and Communication Technology 

IoT Internet of Things 

IT(S) Information Technology (System) 

LR Literature Review 

MS Management System 

PIARC World Road Association 

RA(s) Road Administration(s) 

SCADA Supervisory Control and Data Acquisition 

TC(s) Technical Committee(s) 

TF(s) Task Force(s) 

1.5.2 Glossaries 

The Glossary and Acronyms from “Security of Road Infrastructure”, Final Report of the Task Force 

C.1., PIARC 2019 is shown in Appendix C.1 

The Glossary of Intelligence and Cyber Security is shown in Appendix C.2 
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1.6 WORKING METHOD 

This document highlights significantly that road infrastructure and transport security matters 

which have to be organized top down: 

 Political aims have legislation or guidelines as an outcome; 

 Legal rules are transformed into standards by technicians; 

 Standards are the basics for company strategies and processes; 

 Operators of infrastructure, transport and logistics must rely on safe and secure 

procedures in a continual improvement. 

Therefore, in this LR, legislation, policies, standards, studies and researches, reports, manuals and 

books, case studies, best practices, events and situations were taken into consideration, examined 

and compiled. Those being considered important for the work of other PIARC TCs and TFs were 

transferred into sheets based on the template of Appendix A subsequently developed in the 

numerous contributions shown in the Appendix B. 

Based on what has been said above, a broad variety of literature sources were taken into 

consideration and this LR contains the most important sources for security in road infrastructure 

and transport selected for the purposes of TF 3.1. 

TF 3.1 standardized the LR starting from the sheet template (Appendix A) for all different sources 

of literature. Each sheet contains different information, and between them the author(s), the title, 

and a description of the content in relation to the goals of the TF 3.1. 

As shown in the sheet template, in the field “Infrastructure and Transport Security Topics covered 

by Literature Source”, the literature was categorized into (Figure 1): 

1. Legislations and policies; 

2. Standards; 

3. Studies and researches; 

4. PIARC reports; 

5. Other reports; 

6. Manuals and books; 

7. Case studies and best practices; 

8. Events and situations. 
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The review of different legislations and policies represents in this document only a very small part 

of the literature review due to the fact that security aspects are not regulated by law by 

governments and administrations of different countries or are considered confidential as well as 

the policies in this regard. Some supranational organizations such as the European Union have 

published some documents on the matter. On the contrary, many references have been found, in 

particular, in international standards and large families of ISO standards are considered. This is 

also because the state of technical knowledge is reflecting the growing security awareness. Some 

studies and researches were reviewed as well. Continuing the work of TF C.1 from the last PIARC 

cycle, all relevant PIARC documents being produced during that cycle and earlier were considered. 

Some manuals and books on infrastructure and transport security were also mentioned. Events 

and situations are mainly related to interesting newspaper articles and published news. 

In the template, the field “Domain of the Literature Sources” is described by the categories 

“Security in general“ or by a specific domain corresponding to a specific aspect of security. 

For the field “Nature of the Content of the Literature Source”, the following descriptive terms are 

used: guidelines, analysis, framework, overview, vocabulary, terminology, requirements, report, 

study, or a combination of these. 

Each review sheet offers a short general description of the contents of the literature source to 

provide a decision aid to the reader whether to study the full text of the source or not. 

Furthermore, the sheet offers an extract from the source with the main lessons learned, relevant 

messages, beneficiaries and possible recommendations formulated by the reviewing TF 3.1. At 

the end of the description, chapters, sections, annexes or pages for further reading by interested 

members of the target group are pointed out. With the help of the review sheets, TF 3.1 offers 

and contributes to the dissemination and integration of security issues in the target TCs and TFs. 

1.7 CONTENTS 

This document is composed of five chapters and thirteen appendices: 

Chapter 1, “Introduction”, describes purpose and scope of this publication and informs about the 

method applied to compile this LR, defines the application areas and delivers a brief summary of 

essential terms and definitions includings glossaries and acronyms. 

Chapter 2, “Road infrastructure and transport security”, introduces into the topic of security 

aspect and emphasizes the numerous implications of security issues to be considered in this LR. 

Chapter 3, “Relevant literature”, is a list of the sheets in Appendix B, subdivided into the main 

topics of this review. 

Chapter 4, “Other literature”, is a general list of literature sources for which no sheets have been 

made as in chapter 3 and in Appendix B. 

Chapter 5, “Conclusions”, summarizes the most important statements from the relevant 

literature and sets out key action for the editing of the final Report of TF 3.1. 

Appendix A, “Sheet used for the review of the literature sources”, is the template used for all 

sheets in the following Appendices. 

Appendix B, “Summaries of relevant reviewed literature sources” is the collection of all the sheets 

according to the different literature sources: 
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• -Appendix B.1, “Legislation and polices” 

• Appendix B.2, “Standards” 

• Appendix B.3, “Studies and researches” 

• Appendix B.4, “PIARC reports” 

• Appendix B.5, “Other reports” 

• Appendix B.6, “Manuals” 

• Appendix B.7, “Case studies and best practices” 

Appendix C, “Glossaries and Acronyms” 

• Appendix C.1, “Glossary and Acronyms from “Security of Road Infrastructure” Final 

Report PIARC TF C1 2019. 

• Appendix C.2, “Glossary of Intelligence and Cyber Security” 

Appendix D, ”Fight against vandalism” 

Appendix E, ”Illegal Freight Transport” 

Appendix F, ”Terrorism in Sahel and West Africa” 

Appendix G, ”Extracts from PIARC report “COVID-19: initial impacts and responses to the 

pandemic from road and transport agencies”, Chapter 6.8 and 7.7 security 
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2. ROAD INFRASTRUCTURE AND TRANSPORT SECURITY 

2.1 BACKGROUND  

In the PIARC cycle 2016-2019, the previous TF C.1 finalized his work by proposing some 

recommendations for Road Administrations (RAs) 6, for preventing threats and for measures 

related to the protection of infrastructure, in the following areas: 

• awareness in security; 

• resilience; 

• cyber security; 

• security by design; 

• security in maintenance; 

• cooperation with other services for security; 

• security advisor. 

It was recognized that the topic of security is transversal, holistic and requires a no-silo approach.  

In the 2020-2023 cycle, PIARC acknowledged the interdisciplinary aspect of security threats and 

that a RA must see them all together in relation to its business lines. The target of TF3.1 is 

therefore embedding security issues in different areas. 

According to the above considerations, now TF 3.1 has to face the problem of determining a 

common methodological approach to all the activities of a RA as assets, infrastructure, transport, 

organizations, commercial and production businesses, personnel. All this have to be translated 

into contributions to be provided to other PIARC TCs and TFs, for which security is part of the 

issues dealt with, even though often in a hidden and unconscious way. The concrete output of 

this transversal collaboration is to propose explicit correlations to security in their final Reports or 

possibly full chapters concerning security. 

One relevant question at the beginning of this process was where an effective “super-guidance” 

could be found to overcome the severe obstacle of the lack of awareness and interest of the RA 

and the road world in general to integrate security. A mental metabolization must be promoted 

that can make the issue of security considered critical, when for many, at present, it is not even 

perceived as normal. 

One answer was researched by looking in some very authoritative international sources. As is well 

known, there are no international regulations on the subject of security and national regulations 

are often lacking either due to attention to the problem or due to true or presumed confidentiality 

problems. In fact, security directly affects any organization and does not only pass through the 

public authorities responsible for the defence of the Country. 

Therefore, the answer was found effectively in the international standards, as the ones produced 

by ISO, who in the last decade has developed a large number of recommendations and guidelines 

in the issue of security risk management. The resulting enormous work is consequence to the 

 

6 See chapter 8 “Recommendations for Road Administrations” in “Security of Road Infrastructure”, 

Final Report of the Task Force C.1., PIARC 2019. 
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issue of security which has grown a lot in recent years in the most enlightened organizations, 

especially due to growing physical and cyber terrorism and crime. 

International standards are first of all, international, therefore concern all countries, not 

confidential, and they are not compulsory, every organization can implement them. International 

standards are already de facto incorporated into the life of an organization by means of the very 

widespread and well-known ISO 9000 (Quality) and ISO 14000 (Environment) not strictly related 

to security. In the last few decades these standards have become part of company policies where 

a leap in terms of certificated performance has been planned and very appreciated from 

customers. They are recognized as a reference as the sensibility about quality in the processes 

increases and as the technology and complexity progresses. Their implementation, even if not 

well known to all and often forgotten, also include security issues together with the evaluation of 

risks associated with deliberate malicious or criminal acts (including terrorists). The perpetrators 

can be various: the extortionist, the opportunist, the irrational attacker, the employee seeking 

revenge, cybercriminals and hackers, organized crime, kidnapping of corporate officers for 

terrorist or ransom purposes. They all interest the RAs. Current IT developments within an 

organization have multiplied the possibility of these attacks, making perpetrators anonymous and 

within everyone's reach. Therefore, one cannot help but make an assessment of the 

vulnerabilities and consequences and to assign a degree to the risk. This evaluation can be done 

in a qualitative or quantitative way, affecting the cost of the operation and also its effectiveness. 

Finally, recognizing an ISO standard and referring to it, means also to integrate the fundamental 

concept of continual improvement of the performance of an organization7 in a harmonized 

approach between its four essential internal aspects: physical, cyber, personnel, and procedures 

(named “the cloverleaf of the defences” (Figure 2). The decreasing gap between the physical and 

technological aspects of the environment, assets and services means that security issues can no 

longer be siloed as personnel, physical or cyber. This fulfills to the concept of security-minded 

approach8 highlighted in the previous Report of TF C.1. 

 

Figure 2: The cloverleaf of the defences 

 

7 See above, the definition n.8 in 1.4.1 “International standard ISO 28000:2007. 

8 See chapter 3 “Security Minded Approach” in “Security of Road Infrastructure”, Final  Report of 

the Task Force C.1., PIARC 2019. 
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The following sources of international standards related to security of road infrastructure and 

transport are considered: 

• ISO (International Standards Organization), considered as a priority for the worldwide 

diffusion; 

• CEN (European Committee for Standardization) for some standards involving urban 

planning and perimeter defense; 

• CWA (CEN Workshop Agreement) and IWA (ISO Workshop Agreement) for the open 

system of development; 

• UN Model Regulations (United Nations Recommendations on the Transport of 

Dangerous Goods) derivatives: 

• ADR (Agreement Concerning the International Carriage of Dangerous Goods by Road), 

is the road derivative of UN Model Regulations, 

• ADN (European Agreement concerning the International Carriage of Dangerous Goods 

by Inland Waterways), 

• RID (Regulations Concerning the International Carriage of Dangerous Goods by Rail), 

• ICAO TI (International Civil Aviation Organization’s Technical Instructions for the Safe 

Transport of Dangerous Goods by Air), 

• IMDG (International Maritime Dangerous Goods Code). 

2.2 ISO STANDARDS AND SECURITY 

The sources of international standards have been taken into consideration and their impacts on 

security (from 1 - low to 5 - high) have been placed in relation with the selected PIARC TCs and 

TFs (Figure 3). 

 

Figure 3: International Standards and impact on the security to the selected PIARC TCs-TFs 

As shown in Figure 3, some standards are strictly related to security: 

• ISO 9000 family on quality management 

• ISO 31000 family on risk management 

• ISO 14000 family on environmental management 

• ISO 28000 on security management systems for the supply chain 
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• ISO 22300 on societal security and resilience 

• ISO 27000 family on information technology 

• ISO 28000 family on security of supply chain 

• ISO 39000 family on driving 

• ISO 45000 on personnel and labor 

• IWA 14 family on vehicle security barriers 

• CEN family on security 

It is important to note, in the ISO context, that some relevant standards are also conceived in term 

of internal integration between management systems, defined as an Integrated Management 

System (IMS) which comprises the following standards (Figure 4): 

• Quality MS (ISO 9001) 

• Environmental MS (ISO 14001) 

• Information SMS (ISO 27001) 

• Supply Chain SMS (ISO 28000) 

• Occupational Health & Safety MS (ISO 45000) 

• Energy MS (ISO 50001) 

 

Figure 4: Integrated Management System (IMS) as the high-level structure 

It should also be noted that the integration among ISO standards means sharing similar structures 

(Figure 5). 

 

Figure 5: Similar structures of ISO Standards  
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3. RELEVANT LITERATURE 

Below. the list of sheets related to the 8 sources considered (see Figure 1). 

3.1 LEGISLATIONS AND POLICIES 

The documents related to legislation and policies are reported in the following sheets (Appendix 

B.1). 

1. Essentials n°38 orientation law on mobility 

2. Essentials n°33 multimodal information 

3. Essentials n°32 senior citizens 

4. The EU’s Cybersecurity Strategy for the Digital decade 

3.2 STANDARDS 

A relevant part of LR is the collection and analysis of international standards related to security 

risk treatment and management. In Appendix B.2, we have the following sheets related to 

standards. 

3.2.1 ISO standards not groupable in families in this document 

1. ISO 9001:2015: “Quality management systems — Requirements” 

2. ISO 14050:2020: “Environmental management — Vocabulary” 

3. ISO 14055-1:2017: “Environmental management — Guidelines for establishing good 

practices for combatting land degradation and desertification — Part 1: Good practices 

framework” 

4. ISO 16678:2014: “Guidelines for interoperable object identification and related 

authentication systems to deter counterfeiting and illicit trade” 

5.  ISO/IEC 17021-1:2015: “Conformity assessment — Requirements for bodies providing 

audit and certification of management systems — Part 1: Requirements” 

6. ISO 18788:2015: “Management system for private security operations -- Requirements 

with guidance for use” 

7. 19011: 2018: “Guidelines for auditing management systems” 

8. ISO 20858:2007: “Ships and marine technology — Maritime port facility security 

assessments and security plan development” 

9. ISO 17261:2012 Intelligent transport systems — Automatic vehicle and equipment 

identification — Intermodal goods transport architecture and terminology 

10. ISO/TR 25100:2012 Intelligent transport systems — Systems architecture — 

Harmonization of ITS data concepts 

11. UNI EN ISO 22000:2018: “Food safety management systems — Requirements for any 

organization in the food chain” 

3.2.2 ISO 22300 family published standards 

12. ISO 22300:2021: “Security and resilience – Vocabulary 

13. ISO 22301:2019: “Security and resilience -- Business continuity management systems – 

Requirements” 

14. ISO 22311:2012: “Societal security -- Video-surveillance -- Export interoperability” 

15. ISO 22313:2020: “Security and resilience -- Business continuity management systems -- 

Guidance on the use of ISO 22301” 
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16. ISO 22315:2014: “Societal security -- Mass evacuation -- Guidelines for planning” 

17. ISO 22316:2017: “Security and resilience -- Organizational resilience -- Principles and 

attributes” 

18. ISO/TS 22317:2015: “Societal security -- Business continuity management systems -- 

Guidelines for business impact analysis (BIA)” 

19. ISO/TS 22318:2015: “Societal security -- Business continuity management systems -- 

Guidelines for supply chain continuity” 

20. ISO 22319:2017: “Security and resilience -- Community resilience -- Guidelines for 

planning the involvement of spontaneous volunteers” 

21. ISO 22320:2018: “Security and resilience -- Emergency management -- Guidelines for 

incident management” 

22. ISO 22322:2015: “Societal security -- Emergency management -- Guidelines for public 

warning” 

23. ISO 22324:2015: “Societal security -- Emergency management -- Guidelines for colour-

coded alerts” 

24. ISO 22325:2016: “Security and resilience -- Emergency management -- Guidelines for 

capability assessment” 

25. ISO 22326:2018: “Security and resilience -- Emergency management -- Guidelines for 

monitoring facilities with identified hazards” 

26. ISO 22327:2018: “Security and resilience -- Emergency management -- Guidelines for 

implementation of a community-based landslide early warning system” 

27. ISO 22328-1:2020: “Security and resilience -- Emergency management General guidelines 

for the implementation of a community-based disaster early warning system” 

28. ISO/CD 22328-3: “Security and resilience — Emergency management — Part 3: Guidelines 

for the implementation of a community-based tsunami early warning system” 

29. ISO/TS 22330:2018: “Security and resilience -- Business continuity management systems 

-- Guidelines for people aspects of business continuity” 

30. ISO/TS 22331:2018: “Security and resilience -- Business continuity management systems 

-- Guidelines for business continuity strategy” 

31. ISO/TS 22332:2021: “Security and resilience -- Business continuity management systems 

-- Guidelines for developing business continuity plans and procedures” 

32. ISO 22341:2021: “Security and resilience -- Protective security -- Guidelines for crime 

prevention through environmental design” 

33. ISO/TR 22351:2015: “Societal security -- Emergency management -- Message structure 

for exchange of information” 

34. ISO/TR 22370:2020: “Security and resilience -- Urban resilience -- Framework and 

principles” 

35. ISO/TS 22375:2018: “Security and resilience -- Guidelines for complexity assessment 

process” 

36. ISO 22380:2018: “Security and resilience -- Authenticity, integrity and trust for products 

and documents -- General principles for product fraud risk and countermeasures” 

37. ISO 22381:2018: “Security and resilience -- Authenticity, integrity and trust for products 

and documents -- Guidelines for establishing interoperability among object identification 

systems to deter counterfeiting and illicit trade” 



 

 

ROAD INFRASTRUCTURE AND TRANSPORT SECURITY - LITERATURE REVIEW 

 

2022R07EN 

29 

 

38. ISO 22382:2018: “Security and resilience -- Authenticity, integrity and trust for products 

and documents -- Guidelines for the content, security, issuance and examination of excise 

tax stamps” 

39. ISO 22383:2020: “Security and resilience -- Authenticity, integrity and trust for products 

and documents -- Guidelines for the selection and performance evaluation of 

authentication solutions for material goods” 

40. ISO 22384:2020: “Security and resilience -- Authenticity, integrity and trust for products 

and documents -- Guidelines to establish and monitor a protection plan and its 

implementation” 

41. ISO 22392:2020: “Security and resilience -- Community resilience -- Guidelines for 

conducting peer reviews” 

42. ISO 22395:2018: “Security and resilience -- Community resilience -- Guidelines for 

supporting vulnerable persons in an emergency” 

43. ISO 22396:2020: “Security and resilience -- Community resilience -- Guidelines for 

information exchange between organizations” 

44. ISO 22397:2014: “Societal security -- Guidelines for establishing partnering 

arrangements” 

45. ISO 22398:2013: “Societal security -- Guidelines for exercises” 

3.2.3 ISO 27000 family published standards 

46. ISO/IEC 27000: Information technology — Security techniques — Information security 

management systems — Overview and vocabulary 

3.2.4 ISO 27000 family: standards specifying requirements 

47. ISO/IEC 27001:2017 Information technology — Security techniques — Information 

security management systems — Requirements 

48.  ISO/IEC 27006: Information technology — Security techniques — Requirements for 

bodies providing audit and certification of information security management systems 

49. ISO/IEC 27009: Information technology — Security techniques — Sector-specific 

application of ISO/IEC 27001 — Requirements 

3.2.5 ISO 27000 family: standards describing general guidelines 

50. ISO/IEC 27002: Information technology — Security techniques — Code of practice for 

information security controls 

51. ISO/IEC 27003: Information technology — Security techniques — Information security 

management —Guidance 

52. ISO/ IEC 27004: Information technology — Security techniques — Information security 

management — Monitoring, measurement, analysis and evaluation 

53. ISO/IEC 27005 Information technology — Security techniques — Information security risk 

management 

54. ISO/IEC 27007 Information technology — Security techniques — Guidelines for 

information security management systems auditing 

55. ISO/IEC TR 27008 Information technology — Security techniques — Guidelines for 

auditors on information security controls 

56. ISO/IEC 27013 Information technology — Security techniques — Guidance on the 

integrated implementation of ISO/IEC 27001 and ISO/IEC 20000-1 
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57. ISO/IEC 27014 Information technology — Security techniques — Governance of 

information security 

58. 55 ISO/IEC TR 27016 Information technology — Security techniques — Information 

security management — Organizational economics 

59. ISO/IEC 27021 Information technology — Security techniques — Information security 

management — Competence requirements for information security management 

systems professionals 

3.2.6 SO 27000 family: standards describing sector-specific guidelines 

60. ISO/IEC 27010 Information technology — Security techniques — Information security 

management for inter-sector and inter-organizational communications 

61. ISO/IEC 27011 Information technology — Security techniques — Code of practice for 

information security controls based on ISO/IEC 27002 for telecommunications 

organizations 

62. ISO/IEC 27017 Information technology — Security techniques — Code of practice for 

information security controls based on ISO/IEC 27002 for cloud services 

63. ISO/IEC 27018 Information technology — Security techniques — Code of practice for 

protection of personally identifiable information (PII) in public clouds acting as PII 

processors 

64. ISO/IEC 27019 Information technology — Security techniques — Information security 

controls for the energy utility industry 

65. ISO 27799 Health informatics — Information security management in health using ISO/IEC 

27002 

3.2.7 ISO 28000 family published standards 

66. ISO 28000:2007: “Specification for security management systems for the supply chain” 

67. ISO 28001:2007: “Security management systems for the supply chain — Best practices for 

implementing supply chain security, assessments and plans — Requirements and 

guidance” 

68. ISO 28002:2011: “Security management systems for the supply chain — Development of 

resilience in the supply chain — Requirements with guidance for use” 

69. ISO 28003:2007: “Security management systems for the supply chain — Requirements for 

bodies providing audit and certification of supply chain security management systems” 

70. ISO 28004-1:2007: “Security management systems for the supply chain — Guidelines for 

the implementation of ISO 28000 — Part 1: General principles” 

71. ISO 28004-2:2014: “Security management systems for the supply chain — Guidelines for 

the implementation of ISO 28000 — Part 2: Guidelines for adopting ISO 28000 for use in 

medium and small seaport operations” 

72. ISO 28004-3:2012: “Security management systems for the supply chain — Guidelines for 

the implementation of ISO 28000 — Part 3: Additional specific guidance for adopting ISO 

28000 for use by medium and small businesses (other than marine ports)” 

73. ISO 28004-4:2014: “Security management systems for the supply chain — Guidelines for 

the implementation of ISO 28000 — Part 4: Additional specific guidance on implementing 

ISO 28000 if compliance with ISO 28001 is a management objective” 
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74. ISO 28005-1:2013: “Security management systems for the supply chain — Electronic port 

clearance (EPC) — Part 1: Message structures” 

75. ISO 28005-2:2021: “Ships and marine technology — Electronic port clearance (EPC) — 

Part 2: Core data elements” 

3.2.8 ISO 31000 family published standards 

76. ISO 31000: 2018 “Risk management – Guidelines” 

77. ISO/TR 31004:2013: “Risk management — Guidance for the implementation of ISO 

31000” 

78. IEC 31010:2019: “Risk management — Risk assessment techniques” 

79. ISO 31022:2020: “Risk management — Guidelines for the management of legal risk” 

80. ISO/Guide 73: 2009 “Risk management – Vocabulary” 

3.2.9 ISO 39000 family published standards 

81. ISO 39001:2021 “Road traffic safety (RTS) management systems — Requirements with 

guidance for use” 

82. ISO /CD 39003:2022 “Guidance on the principles governing the decision-making processes 

with regards to road traffic safety of autonomous vehicles” 

83. ISO/TR 4804:2020 “Road vehicles - Safety and cybersecurity for automated driving 

Systems - Design, verification and validation” 

3.2.10 ISO 45000 family published standards 

84. ISO 45001:2018 “Occupational health and safety management systems — Requirements 

with guidance for use” 

85. ISO 45003:2021 “Requirements and guidance on planning, implementing, reviewing, 

evaluating and improving an OH&S management system” 

86. ISO:PAS 45005:2021 “Occupational health and safety management — General guidelines 

for safe working during the COVID-19 pandemic” 

3.2.11  IWA 14 family published standards 

87. IWA 31:2020: “Risk management — Guidelines on using ISO 31000 in management 

systems” 

88. IWA 14-1:2013: “Vehicle security barriers — Part 1: Performance requirement, vehicle 

impact test method and performance rating” 

89. IWA 14-2:2013: “Vehicle security barriers — Part 2: Application” 

3.2.12 CEN/TR 14383 family published standards 

90. EN 14383-1:2006: “Prevention of crime - Urban planning and building design - Part 1: 

Definition of specific terms” 

91. CEN/TR 14383-2:2007: “Prevention of crime - Urban planning and building design - Part 

2: Urban planning” 

92. CEN/TS 14383-3:2005: “Prevention of crime - Urban planning and building design - Part 3: 

Dwellings” 

93. CEN/TS 14383-4:2006: “Prevention of crime - Urban planning and design - Part 4: Shops 

and offices” 
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94. CEN/TR 14383-5:2010: “Prevention of crime - Urban planning and building design - Part 

5: Petrol stations” 

95. CEN/TR 14383-7:2009: “Prevention of crime - Urban planning and building design - Part 

7: Design and management of public transport facilities” 

96. CEN/TR 14383-8 -Prevention of crime - Urban planning and building design - Part 8: 

Protection of buildings and sites against criminal attacks with vehicles 

97. CEN/TS 16595: 2013 CBRN - Vulnerability Assessment and Protection of People at Risk 

98. CEN/TR 16705:2014: “Perimeter protection - Performance classification methodology” 

99. CEN/TS 17091:2018 Crisis management - Guidance for developing a strategic capability 

3.2.13 CEN workshop agreement family 

100.CWA 16106, PPE for Chemical, Biological, Radiological and Nuclear (CBRN) Hazards 

Withdrawn 26 July 2016 

101.CWA 16107: 2010 Emergency Services Capability Framework Withdrawn 27 July 2016 

102.EN ISO 16106:2020: “Transport packages for dangerous goods - Dangerous goods 

packagings, intermediate bulk containers (IBCs) and large packagings - Guidelines for the 

application of ISO 9001” 

103.CEN/TC 391 - Societal and citizen security 

3.3 STUDIES AND RESEARCHES 

In Appendix B.3, we have the following sheets related to studies and researches. 

1. Promotion of “Bus Rapid Transit” projects 

2. Security vulnerabilities and threats related to the deployment of connected and 

autonomous vehicles 

3.4 PIARC REPORTS 

In Appendix B.4, we have the sheets related to PIARC Reports. 

3.4.1 PIARC Cycle 2016-2019 

TC A.3 RISK MANAGEMENT 

- 2019R16EN, Evaluation of organizational approaches to risk 

- 2019R17EN, Project risk catalogue (+ Risk categories) 

TC B.1 ROAD NETWORK OPERATION / INTELLIGENT TRANSPORT SYSTEMS 

- 2019R18EN, Big Data for Road Network Operations 

- 2019R07EN Low Cost ITS 

TC B.4 FREIGHT 

- 2019R24EN, National Policies for Multi-Modal Freight Transport and Logistics 

- 2019R23EN, Truck-Traffic on Highways for Sustainable, Safer and Higher Energy Efficient 

Freight Transport 

TF C.1 SECURITY OF ROAD INFRASTRUCTURE 

- 2019R12EN, Security of Road Infrastructure 

TC D.1 ASSET MANAGEMENT  

- 2019R19EN, Innovative Approaches to Asset Management 
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TC D.5 TUNNELS  

- 2019R42EN, Large Underground Interconnected Infrastructure 

TC E.1 ADAPTATION STRATEGIES AND RESILIENCY 

- 2019R25EN, Adaptation Methodologies and Strategies to Increase the Resilience of Roads 

to Climate Change – Case Study Approach 

3.4.2 PIARC Cycle 2020-2023 

- 2018SP03, The Use of Unmanned Aerial Systems for Road Infrastructure 

3.5 OTHER REPORTS 

In Appendix B.5 we have the following sheets related to other reports. 

1. The challenge of clean road mobility in Europe 2020 

2. Impact of emerging technologies on the transport system  

3. Managing Cyber Risks & Business Exposure in the Surface Transportation Ecosystem  

3.6 MANUALS AND BOOKS 

In Appendix B.6 we have the following sheets related to manuals and books. 

1. Cybersecurity living document 

2. The Internet in Everything - Freedom and Security in a World with No Off Switch 

3. From risk intelligence to the mission of protection (Volume I; Volume II) 

3.7 CASE STUDIES AND BEST PRACTICES 

In Appendix B.7 we have the following sheets related to case studies and best practices. 

1. Vandalism survey results 

2. Overview of Freight Transport Security-Interaction with today's and tomorrow's road 

infrastructure 

3. Security and Pandemic: Application of the Concepts of Resilience for Business Continuity. 

4. Backbone or Achilles Heel? Cyber Resilience of Future Road Systems 

5. Illegal Freight Transport – A contribution to TC 2.3 (see also complete text in Appendix E) 

6. Terrorism in Sahel and West Africa(see also complete text in Appendix F) 
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4. OTHER LITERATURE: LIST OF SELECTED TITLES 

Part of the literature review consists in the selection of titles of consulted documents of which the 

summary sheets were not at present made. 

4.1 LEGISLATIONS AND POLICIES 

- Strategy for Securing Control Systems: 

https://www.cisa.gov/uscert/sites/default/files/documents/Strategy%20for%20Securin

g%20Control%20Systems.pdf 

- Transportation Systems Sector Cybersecurity Framework Implementation Guidance: 

https://www.cisa.gov/sites/default/files/publications/tss-cybersecurity-framework-

implementation-guide-2016-508v2_0.pdf 

- Pipeline Security Guidelines: 

https://www.tsa.gov/sites/default/files/pipeline_security_guidelines.pdf 

- Cyber Resilience Review 

NIST Cybersecurity Framework Crosswalks: 

https://www.cisa.gov/uscert/sites/default/files/c3vp/csc-crr-nist-framework-

crosswalk.pdf 

Method Description and Self-Assessment User Guide: 

https://www.cisa.gov/uscert/sites/default/files/c3vp/csc-crr-method-description-and-

user-guide.pdf 

Question Set with Guidance: 

https://www.cisa.gov/uscert/sites/default/files/c3vp/csc-crr-question-set-and-

guidance.pdf 

Asset Management: 

https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resour

ce_Guide-AM.pdf 

Controls Management: 

https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resour

ce_Guide-CM.pdf 

Configuration and Change Management: 

https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resour

ce_Guide-CCM.pdf 

Vulnerability Management: 

https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resour

ce_Guide-VM.pdf 

Incident Management: 

https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resour

ce_Guide-IM.pdf 

  

https://www.cisa.gov/uscert/sites/default/files/documents/Strategy%20for%20Securing%20Control%20Systems.pdf
https://www.cisa.gov/uscert/sites/default/files/documents/Strategy%20for%20Securing%20Control%20Systems.pdf
https://www.cisa.gov/sites/default/files/publications/tss-cybersecurity-framework-implementation-guide-2016-508v2_0.pdf
https://www.cisa.gov/sites/default/files/publications/tss-cybersecurity-framework-implementation-guide-2016-508v2_0.pdf
https://www.tsa.gov/sites/default/files/pipeline_security_guidelines.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/csc-crr-nist-framework-crosswalk.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/csc-crr-nist-framework-crosswalk.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/csc-crr-method-description-and-user-guide.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/csc-crr-method-description-and-user-guide.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/csc-crr-question-set-and-guidance.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/csc-crr-question-set-and-guidance.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-AM.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-AM.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-CM.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-CM.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-CCM.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-CCM.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-VM.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-VM.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-IM.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-IM.pdf


 

 

ROAD INFRASTRUCTURE AND TRANSPORT SECURITY - LITERATURE REVIEW 

 

2022R07EN 

35 

 

Service Continuity Management: 

https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resour

ce_Guide-SC.pdf 

Risk Management: 

https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resour

ce_Guide-RM.pdf 

External Dependencies Management: 

https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resour

ce_Guide-EDM.pdf 

Training and Awareness: 

https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resour

ce_Guide-TA.pdf 

Situational Awareness: 

https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resour

ce_Guide-SA.pdf 

External Dependencies Management Assessment User's Guide: 

https://www.cisa.gov/uscert/sites/default/files/2020-

04/EDM_Assessment_User_Guide.pdf 

External Dependencies Management NIST Cybersecurity Framework Crosswalks: 

https://www.cisa.gov/uscert/sites/default/files/2020-

04/NIST_CSF_EDM_Crosswalk_0.pdf 

External Dependencies Management Question Set with Guidance: 

https://www.cisa.gov/uscert/sites/default/files/2020-

04/EDM_Assessment_Master_Guidance.pdf 

- Italian regulation for safety and security of public events: Ministry of the Interior’s Circular 

of June 7, 2017 and following Events Directive 2018. 

4.2 STANDARDS 

- Cybersecurity Considerations for Public Transit: https://www.apta.com/wp-

content/uploads/Standards_Documents/APTA-SS-ECS-RP-001-14-RP.pdf 

- Securing Control and Communications Systems in Transit Environments  

Part 1: Elements, Organization and Risk Assessment/Management: 

https://www.apta.com/wp-content/uploads/Standards_Documents/APTA-SS-CCS-RP-

001-10.pdf 

Part II: Defining a Security Zone Architecture for Rail Transit and Protecting Critical Zones: 

https://www.apta.com/wp-content/uploads/Standards_Documents/APTA-SS-CCS-RP-

002-13.pdf 

Part III: Attack Modeling Security Analysis White Paper: 

https://www.apta.com/wp-content/uploads/Standards_Documents/APTA-SS-CCS-003-

15.pdf 

https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-SC.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-SC.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-RM.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-RM.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-EDM.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-EDM.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-TA.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-TA.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-SA.pdf
https://www.cisa.gov/uscert/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-SA.pdf
https://www.cisa.gov/uscert/sites/default/files/2020-04/EDM_Assessment_User_Guide.pdf
https://www.cisa.gov/uscert/sites/default/files/2020-04/EDM_Assessment_User_Guide.pdf
https://www.cisa.gov/uscert/sites/default/files/2020-04/NIST_CSF_EDM_Crosswalk_0.pdf
https://www.cisa.gov/uscert/sites/default/files/2020-04/NIST_CSF_EDM_Crosswalk_0.pdf
https://www.cisa.gov/uscert/sites/default/files/2020-04/EDM_Assessment_Master_Guidance.pdf
https://www.cisa.gov/uscert/sites/default/files/2020-04/EDM_Assessment_Master_Guidance.pdf
https://www.apta.com/wp-content/uploads/Standards_Documents/APTA-SS-ECS-RP-001-14-RP.pdf
https://www.apta.com/wp-content/uploads/Standards_Documents/APTA-SS-ECS-RP-001-14-RP.pdf
https://www.apta.com/wp-content/uploads/Standards_Documents/APTA-SS-CCS-RP-001-10.pdf
https://www.apta.com/wp-content/uploads/Standards_Documents/APTA-SS-CCS-RP-001-10.pdf
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- ISO 20121:2012 -Event sustainability management systems — Requirements with 

guidance for use  

- ISO 22379:2022 - Security and resilience - Guidelines for hosting and organizing citywide 

or regional events (draft in progress) 

4.3 STUDIES AND RESEARCHES 

- Schroten, A., Van Grinsven, A., Tol, E., Leestemaker, L., Schackmann, P.P., Vonk-

Noordegraaf, D., Van Meijeren, J., Kalisvaart, S. (2020). Research for TRAN Committee – 

The impact of emerging technologies on the transport system, European Parliament, 

Policy Department for Structural and Cohesion Policies, Brussels. 

- COB (2019). Cibersecurity living document. Netherland knowledge centre for 

underground construction and underground space (Centrum Ondergronds Bouwen), 

november 2019. [Online]. Available: https://www.cob.nl/livingdocument/cybersecurity/ 

- Francoeur, Jacques (2019). Managing Cyber Risks & Business Exposure in the Surface 

Transportation Ecosystem. Mineta Transportation Institute. San José, CA ; United States 

of America.  

4.4 PIARC REPORT 

4.4.1 PIARC Cycle 2016-2019 

TC A.1 PERFORMANCE OF TRANSPORT ADMINISTRATIONS 

- 2019R22EN, Framework on Measuring Effectiveness and Efficiency of Transport 

Administrations, 2019 

- 2019R21EN, Evaluating the Transformation of Transport Administrations, 2019 

- 2019R15EN, Good Governance and Anti-Corruption and Response Measures Including the 

Development of a Culture of Transparency and Accountability 

TC A.3 RISK MANAGEMENT 

- 2019R17EN, Project risk catalogue (+ Risk categories) 

TC B.3 SUSTAINABLE MULTIMODALITY IN URBAN REGIONS 

- 2019R13EN, Sustainable Multimodality in Urban Regions 

- 2016R27EN, Key issues for improving mobility strategies in large urban areas 

- 2016R32EN, Land use and safety: an introduction to understanding how land use 

decisions impact safety of the transportation system 

TC B.4 FREIGHT 

- 2016R28EN, Framework for Citywide Road Freight Transport Management 

- 2018CS02EN Good Practices on Multi-Modal Freight Transport Policies and Truck 

Management on Highways 

TF B.1 CONNECTED VEHICLES 

- 2019R11EN, Connected Vehicles - Challenges and Opportunities for Road Operators 

- 2019R14EN, State of the Art in Monitoring Road Condition and Road / Vehicle Interaction 

TC C.1 NATIONAL ROAD RAFETY POLICIES AND PROGRAMS  

- 2019R39EN, Implementation of National Safe System Policies: A Challenge 

- 2019R47EN, Road Safety - Catalogue of Case Studies 

https://www.cob.nl/livingdocument/cybersecurity/
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- 2019R41EN, Review of Global Road Safety Audit Guidelines – With Specific Consideration 

for Low- and Middle-Income Countries 

TC C.2 DESIGN AND OPERATION OF SAFER ROAD INFRASTRUCTURE  

- 2019R27EN, Road Safety Evaluations Based on Human Factors Method 

- 2016R34EN, Vulnerable Road users: Diagnosis of design and operational safety problems 

and potential countermeasures 

TC D.1 ASSET MANAGEMENT  

- 2019R38EN, General Concept and Requirements for Asset Management Training Courses 

- 2017R05EN, Management of road assets: Balancing of environmental and engineering 

aspects in management of road networks 

TC D.3 BRIDGES  

- 2019R37EN, Bridge Design Toward Improved Inspection And Maintenance 

- 2019R28EN, Damage and Deterioration Assessment Decision-Making for Highway Bridge 

Safety 

- 2018CS01EN, Inspections and Damage Assessment Techniques - Case Studies 

- 2019R29EN, Technical and Economic Considerations of Bridge Rehabilitation Methods 

TC D.5 TUNNELS  

- 2019R05EN, Introduction to the RAMS Concept for Road Tunnel Operation 

- 2019R03EN, Prevention and Mitigation of Tunnel-Related Collisions 

- 2016R06EN, Improving safety in road tunnels through real-time communication with 

users 

- 2019R20EN, General Principles to Improve Accessibility for Persons with Reduced  

- 2017R02EN, Road tunnel operations: First steps towards a sustainable approach 

TC E.1 ADAPTATION STRATEGIES AND RESILIENCY 

- 2019R30EN, Refinement of PIARC’s International Climate Change Adaptation Framework 

for Road Infrastructure (+Appendices) 

TC E.3 DISASTER MANAGEMENT 

- 2019R09EN, Disaster Information Management for Road Administrators 

4.4.2 PIARC Cycle 2020-2023 

- 2018SP04, Electric Road systems: a solution for the future? 

- 2021LR01EN Improving Road Tunnel Resilience, Considering Safety and Availability - 

PIARC Literature Review. 

- 2020BN03EN, COVID-19: initial impacts and responses to the pandemic from road and 

transport agencies. 

- 2021SP01EN-Smart-Roads-Classification-PIARC-Special-Project-EN. 

4.5 OTHER REPORTS 

- CPNI, Security Consideration Assessment, Centre for the Protection of National 

Infrastructure, UK, 2019. 

- SecMan (2013), Security Manual for European Road Infrastructure. EU project, Germany. 
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- GLOSSARY CBRN - EU COMMISSION – Glossary on chemical, bacteriological, radiation, 

nuclear risks management.  

- NWIP – guidelines for security and safety planning for small and middle size events in 

open air grounds 

- evaGUIDE PROJECT- evaGuide is a Safety and Security Management System to support 

the large facility owners and operators with Planning, Implementing, Simulating and 

Assessing complex evacuation scenarios 

- EU project LETSCROWD- How to communicate with multicultural crowds in mass 

gatherings- communication toolkit 

- prCEN/TR 14383-8 -Prevention of crime - Urban planning and building design - Part 8: 

Protection of buildings and sites against criminal attacks with vehicles 

- Dede, G., Hamon, R., Junklewitz, H., Naydenov, R., Malatras, A. e Sanchez, I., Cybersecurity 

challenges in the uptake of artificial intelligence in autonomous driving, EUR 30568 EN, , 

Luxembourg, 2021, ISBN 978-92-76-28646-2. 

- Digitalisation of road transport in Europe - Highlights from benefits of the ITS programme 

co-funded by CEF, European ITS Platform, 2021.  

- Dalton Hahn, Arslan Munir and Vahid Behzadan (2021). Security and Privacy Issues in 

Intelligent Transportation Systems: Classification and Challenges. IEEE Intelligent 

Transportation Systems Magazine.  

- CHARIOT (2020). Cognitive Heterogeneous Architecture for Industrial IoT, EU project 

H2020. https://www.chariotproject.eu/ 

- Compton, Christian(2020). Autonomous vehicles – the pace of change versus the need for 

cyber security. In Magazine: Secure by Design. Cyber Resilience in the Age of 

Interconnectivity. ATKINS member of the SNC-Lavalin Group. 

- Connell, Jean-Sebastien (2020). UK border resilience in the age of connectivity. In 

Magazine: Secure by Design. Cyber Resilience in the Age of Interconnectivity. ATKINS 

member of the SNC-Lavalin Group. 

- Richmond, Martin (2020). Navigating the threat landscape of a 5G enabled world. In 

Magazine: Secure by Design. Cyber Resilience in the Age of Interconnectivity. ATKINS 

member of the SNC-Lavalin Group. 

- Council of European Union, PRADO, Glossary of Technical terms related to security 

features and to security documents in general, 2017. 

4.6 MANUALS AND BOOKS 

- F. Garzia, Handbook of Communications Security, WIT Press, ISBN: 978-1-84564-768-1, 

2013. 

-  Counterintelligence Glossary, Terms & Definitions of Interest, Private Intelligence 

Corporation, 2011. 

4.7 CASE STUDIES AND BEST PRACTISES 

- The Motherlist Glossary Of Cybersecurity And Cybercrime Definitions, Hacking Lingo For 

Newbies, Students, Teachers, IT Pros And The Media – Steve Morgan, Editor-in-Chief, 

2020. 

  

https://www.chariotproject.eu/
http://www.cybersecurityventures.com/our-team
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5. CONCLUSIONS 

The final Report “Security of Road Infrastructure” of PIARC TF C.1 published in 2019, set out the 

general principles of a security-minded approach as well as the technical and operational 

recommendations to protect against a range of physical and cyber threats. It also served the 

purpose of sharing knowledge to improve the awareness of RAs to security issues as well as to 

facilitate their development and successful implementation of tailored approaches to the 

management of the key security challenges. Other than terrorism and cyber-attacks, it was 

pointed out that damage or disruption to the construction, operation or maintenance of the road 

infrastructure and transport may originate, among others, from malicious attacks, theft of 

equipment, hazardous materials, fall-out disruption to other transport modes, human errors and 

civil protest, strikes and more recently by a pandemic. 

Now, what does a RA or organization expect and what should be the purpose of a new Report 

that wants to provide recommendations to the world of road operators and transport? The 

answer is that an extensive identification of the risks associated with its mission must be provided. 

This is an essential basis from which can follow other logical steps such as their management, 

setting up physical, electronic, procedural defenses, the evaluation of costs and times, the 

evaluation of residual risks and the constant updating of internal evaluation documents. 

Therefore, in the current cycle 2020-2023, the task of the TF 3.1. “Road Infrastructure and 

Transport Security” is to provide a general picture of the security risks to the various subjects with 

their prioritization and qualitative evaluation. To do this, TF 3.1 considers it more effective if such 

recommendations are referred to international standards. 

It is well known that some errors can be made such as imprudence, negligence, incompetence. 

Imprudence means to have analyzed risks of which we are not sufficiently aware or having 

planned measures to control which you are not sufficiently aware of or having neglected residual 

risks. Negligence may occur due to forgetting to identify a risk or having some possible measures 

put under control having forgotten all residual risks. Finally, incompetence occurs when a risk has 

not been correctly framed, appropriate measures have not been identified and the residual risk 

has not been correctly assessed. Therefore, in these senses, TF 3.1 apologizes for any possible 

error that might be in the LR. 

We need also to consider that, when confronted with a security issue, it is not enough to know 

the state of art but it is up to the specialists of security to try to discover the future. It is essential 

to consider not only the current security risks, as it is obtainable by a LR, but those which are likely 

to evolve or to appear in perspective. 

Therefore, the work of the LR, however extensive and comprehensive, could never be sufficient 

to provide definitive information on security risk management because, in security, risk is always 

evolving. A lesson learnt come from the previous Report published in 2019, where we said “A 

pandemic is a security threat that is considered unintentional and unpredictable”. 

The issues associated with road infrastructure and transport are varied and complex, and the 

threats appear organic and functional to each other, indeed they are osmotic and the inevitable 

osmosis will be ever closer. As happens in the cyber world that increasingly resembles an excellent 

vector that appears innocent but is guilty of great wickedness. With the increasing use of cyber-

physical systems in their monitoring and management, many more disciplines involved in the 
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lifecycle of road assets need to have an understanding and appreciation from the point of view of 

the security issues that they arise. In the Covid-19 pandemic, in addition to the critical issue of 

cyber security, one new relevant aspect is the security of personnel much neglected in the past. 

The employer nowadays must also take into consideration the risks of criminal origin, of 

accidental nature, and not only of an incidental nature. 

The conclusion of this LR is that the injection of security knowledge in the work carried out by 

each of the PIARC TCs and TFs affected by security risks can be developed following consolidated 

methodologies and processes set-up by international standards. TF 3.1 in its final Report will make 

this action concrete, contributing positively to the resilience of organizational systems in the road 

sector. It will provide road infrastructure operators with a guidance on embedding security and 

security-mindedness so that compliance with best practice in security matters can grow and the 

number and severity of security incidents could decrease throughout the lifecycles of the road 

assets.   
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APPENDICES  

APPENDIX A: SHEET USED FOR THE REVIEW OF THE LITERATURE SOURCES 

Sheet n. XX Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member   

Date of Review   

Title of Literature 

Source 
  

Author(s)  

Reference or ISBN  

Publisher   

City/Country of 

Publication 
 

Year of Publication   

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

[Choose: “Legislations and policies; Standards; Studies and researches; PIARC reports; Other 

reports; Manuals and books; Case studies and best practices; Events and situations”]  

Domain of the 

Literature Source 

[Choose: “Security in General”, or: a specific domain, an aspect of road infrastructure and transport 

security, namely… (brief description)] 

Nature of the Content 

of the Literature 

Source 

 [Choose: guidelines, analysis, framework, overview, vocabulary, terminology, requirements, 

report, study, paper, survey results or a combination of these] 

Short general 

Description of 

Contents 

 

[200 words maximum] 

 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

[200 words maximum] 

 

Interesting chapter, 

sections or annexes for 

further reading 

[Mention chapters, sections, annexes or pages for further reading by 

interested members of the target group of our literature study] 
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APPENDIX B: SUMMARIES OF RELEVANT REVIEWED LITERATURE SOURCES 

APPENDIX B.1.: LEGISLATIONS AND POLICIES 

Sheet n. 1. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Philippe CHANARD 

Date of Review 2021-October 

Title of Literature 

Source 
Essentials n°38 Orientation Law on Mobility  

 

Author(s)  

Reference or ISBN Mobility and Transport collection 

Publisher CEREMA  

City/Country of 

Publication 
France 

Year of Publication September 2020 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

Legislations 

Domain of the 

Literature Source 
Mobility and Security 

Nature of the Content 

of the Literature Source 
Summary of orientations 

Short general 

Description of Contents 

The law requires the authorities in charge of mobility to preserve the environment and fight 

against urban sprawl. It requires the preparation of mobility plans in both urban and rural areas. 

Three themes are highlighted: active modes (pedestrians and bicycles) with an approach based on 

user information and infrastructure (parking, multimodal centres, city entrances); logistics (goods 

transport); electric mobility (parking for recharging electric or mixed vehicles). 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

Scope of mobility topics 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 2. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Philippe CHANARD 

Date of Review 2021-October 

Title of Literature 

Source 
Essentials n°33 Multimodal Information  

Author(s)  

Reference or ISBN Mobility and Transport collection 

Publisher CEREMA  

City/Country of 

Publication 
France 

Year of Publication July 2016 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

Legislations 

Domain of the 

Literature Source 
Mobility and Security 

Nature of the Content 

of the Literature Source 
Open data 

Short general 

Description of Contents 

Information is provided on a variety of media: digital media (internet, smartphones, e-mail) and 

universal media (paper, screens, sound announcements, interactive terminals, etc.). Originally 

driven by public actors, in recent years private actors have emerged, offering services that go 

beyond transport. The development of open data continues. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

Scope of information mobility topics 

Interesting chapter, 

sections or annexes for 

further reading 
 

  



 

 

ROAD INFRASTRUCTURE AND TRANSPORT SECURITY - LITERATURE REVIEW 

 

2022R07EN 

44 

 

Sheet n. 3. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Philippe CHANARD 

Date of Review 2021-October 

Title of Literature 

Source 
Essentials n°32 Senior Citizens  

 

Author(s)  

Reference or ISBN Mobility and Transport collection 

Publisher CEREMA  

City/Country of 

Publication 
France 

Year of Publication December 2014 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

Legislations 

Domain of the 

Literature Source 
Mobility and Security 

Nature of the Content 

of the Literature Source 
Society evolutions 

Short general 

Description of Contents 

The ageing of the population is a major challenge in terms of mobility, both in terms of public 

space planning and in terms of the policies to be implemented to respond sustainably to the travel 

needs of senior citizens. It is also a social issue, as the ability to move around is a factor of 

autonomy and social cohesion. Today's senior citizens travel more than 30 years ago and more 

and more by car. Abandoning the car is experienced as a social death. After the age of 75, the 

weakening of cognitive abilities has consequences in terms of road accidents and older 

pedestrians. New modes of transport (carpooling, on-demand services, senior citizens' mobility 

platform, etc.) are accompanying senior citizens.  

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

Scope of new mobility for seniors- new security risks (on -demand services, mobility platform) 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 4. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Saverio PALCHETTI 

Date of Review 2021-December 

Title of Literature 

Source 
The EU’s Cybersecurity Strategy for the Digital decade 

Author(s)  

Reference or ISBN European Parliament resolution of 10 June 2021 (2021/2568(RSP)) 

Publisher European Parliament 

City/Country of 

Publication  

Year of Publication 2021 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

Legislation and policies 

Domain of the 

Literature Source 
Cyber Security 

Nature of the Content 

of the Literature Source 
Resolution 

Short general 

Description of Contents 

The ageing of the population is a major challenge in terms of mobility, both in terms of public 

space planning and in terms of the policies to be implemented to respond sustainably to the travel 

needs of senior citizens. It is also a social issue, as the ability to move around is a factor of 

autonomy and social cohesion. Today's senior citizens travel more than 30 years ago and more 

and more by car. Abandoning the car is experienced as a social death. After the age of 75, the 

weakening of cognitive abilities has consequences in terms of road accidents and older 

pedestrians. New modes of transport (carpooling, on-demand services, senior citizens' mobility 

platform, etc.) are accompanying senior citizens.  

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

The concerted implementation of this strategy will contribute to a cybersecure digital decade for 

the EU, to the achievement of a Security Union, and to the strengthening of the EU’s position 

globally. EU should drive standards and norms for world class solutions and standards of 

cybersecurity for essential services and critical infrastructures, as well as the development and 

application of new technologies. Every organization and individual using the Internet is part of the 

solution in ensuring a cyber-secure digital transformation. Progress under this strategy will be 

monitored. Inputs to this monitoring should include the reports from ENISA, and the Commission’s 

regular Security Union reports. The results will contribute to the upcoming Digital Decade 

objectives 119. Member States will be involved to identify practical measures to bridge the four 

cybersecurity communities in the EU of critical infrastructure and internal market resilience, justice 

and law enforcement, cyber diplomacy and cyber defense. The multi-stakeholder community will 

be engaged to underline the need for everyone who uses the Internet to play their part in 

maintaining a global, open, stable and secure cyberspace, where everyone can safely live their 

digital lives. 
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Interesting chapter, 

sections or annexes for 

further reading 
 

  



 

 

ROAD INFRASTRUCTURE AND TRANSPORT SECURITY - LITERATURE REVIEW 

 

2022R07EN 

47 

 

APPENDIX B.2.: STANDARDS 
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Sheet n. 1. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature 

Source 
ISO 9001:2015: “Quality management systems — Requirements” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of Publication  

Year of Publication 1987 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Technical Committee ISO/TC 176, Quality management 

and quality assurance, Subcommittee SC 2, Quality systems. 

Domain of the 

Literature Source 
Quality Management 

Nature of the Content 

of the Literature 

Source 

ISO 9001:2015 specifies requirements for a quality management system for an organization 

Short general 

Description of 

Contents 

ISO 9001:2015 specifies requirements for a quality management system when an organization: 

a) needs to demonstrate its ability to consistently provide products and services that meet 

customer and applicable statutory and regulatory requirements, and 

b) aims to enhance customer satisfaction through the effective application of the system, 

including processes for improvement of the system and the assurance of conformity to 

customer and applicable statutory and regulatory requirements. 

All the requirements of ISO 9001:2015 are generic and are intended to be applicable to any 

organization, regardless of its type or size, or the products and services it provides. 

Main Lessons 

learned, relevant 

Messages, 

Beneficiaries 

Recommendations 

Origin of ISO 9000 series can be traced back to 1979, when BSI proposed to ISO a new standard 

based on BS 5750, this proposal was accepted in 1987. BS 5750, was too strictly related to 

manifacturing business, as it was introduced to answer the demand for better safety standards 

within the factories that were developing explosive devices. 

ISO 9001 was then created to offer a universal framework for quality management that all 

businesses and industries could adhere to. 

All organization involved in roads can beneficiate from this standard 

The seven Quality Management Principles are: 

QMP 1 – Customer focus 

QMP 2 – Leadership 

QMP 3 – Engagement of people 

QMP 4 – Process approach 

QMP 5 – Improvement 

QMP 6 – Evidence-based decision making 

QMP 7 – Relationship management 

These principles are not listed in priority order. The relative importance of each principle will 

vary from organization to organization and can be expected to change over time. 
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Interesting chapter, 

sections or annexes 

for further reading 

The current 2015 revision of ISO 9001, contains a total of 10 headings or clauses, with 7 of 

them containing the 'mandatory' requirements (Clauses 4 to 10). The first three clauses provide 

general information but they are no less important. 

1. Scope 2. References 3.Terms and Definition 

4. Context of the organization 5. Leadership  

6. Planning 7. Support 8. Operation 

9. Performance Evaluation 10. Improvement 

Each of these sub-clauses contain individual requirements and processes that must be followed 

in order for the business to successfully attain certification, as well as benefit from everything 

that comes from a properly executed quality management system. 
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Sheet n. 2. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature 

Source 
ISO 14050:2020: “Environmental management — Vocabulary” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of Publication  

Year of Publication 2020 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/TC 207 Environmental management 

Domain of the 

Literature Source 
Security in environmental management  

Nature of the Content 

of the Literature Source 

Terminology used in documents in the fields of environmental management systems and tools in 

support of sustainable development (management systems, auditing and other types of 

assessment, communications, footprinting studies, greenhouse gas mitigation and adaptation to 

climate change). 

Short general 

Description of Contents 

Communication is important in the implementation and operation of environmental management 

systems. This communication will be most effective if there is a common understanding of the 

terms used. 

To simplify the harmonization of terms and definitions in the field of environmental management, 

each terminological entry in this document contains a generic term and its definition. 

The terminology is arranged in subclauses, each representing a specific sub-domain. 

This document has been developed in close cooperation with the committees and working groups 

involved in the development and revision of the ISO 14000 family of standards. A list of published 

documents in the ISO 14000 family of standards is presented in the Bibliography. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

The process approach involves the systematic definition and management of processes, and their 

interactions, so as to achieve the intended results in accordance with the quality policy and 

strategic direction of the organization. Management of the processes and the system as a whole 

can be achieved using the PDCA cycle (see 0.3.2) with an overall focus on risk-based thinking (see 

0.3.3) aimed at taking advantage of opportunities and preventing undesirable results. 

The application of the process approach in a quality management system enables: 

a) understanding and consistency in meeting requirements; 

b) the consideration of processes in terms of added value; 

c) the achievement of effective process performance; 

d) improvement of processes based on evaluation of data and information. 
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Interesting chapter, 

sections or annexes for 

further reading 

Main clause of this standard is Clause 3 Terms and definitions. The terminology is arranged in 

subclauses, each representing a specific sub-domain. 

3.1 General terms relating to management systems 

3.2 General terms relating to environmental management 

3.3 Terms relating to environmental management systems 

3.4 Terms relating to verification, validation and audit 

3.5 Terms relating to product systems 

3.6 Terms relating to life cycle assessment 

3.7 Terms relating to environmental labelling, declarations and communication 

3.8 Terms relating to climate change and climate action 

3.9 Terms relating to greenhouse gases 

3.10 Terms relating to water footprint 

3.11 Terms relating to carbon footprint 

3.12 Terms relating to economy and finance 
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Sheet n. 3. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF 

member 
Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature 

Source 

ISO 14055-1:2017: “Environmental management — Guidelines for establishing good practices for 

combatting land degradation and desertification — Part 1: Good practices framework” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2017 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/TC 207 Environmental management 

Domain of the 

Literature Source 
Resilience in environmental management 

Nature of the 

Content of the 

Literature Source 

Guidelines for developing good practices to combat land degradation and desertification in arid and 

non-arid regions 

Short general 

Description of 

Contents 

The purpose of this document is to provide guidelines for developing good practices to combat land 

degradation and desertification in arid and non-arid regions. Land degradation and desertification are 

fundamental and persistent problems that have long been recognized. They are caused by climate 

variability (e.g. drought and floods), other natural factors and unsustainable human activities, such as 

over-cultivation, overgrazing, deforestation, over-extraction of water, impacts of construction 

activities and unsustainable irrigation practices. These activities can lead to loss of vegetation and 

biodiversity, declining water supply and water quality, soil erosion and loss of soil fertility and 

structure. The consequences in the medium to long term are loss of agricultural and economic 

productivity, loss of soil quality and function 

and loss of ecosystem services, including 

biodiversity loss, and adverse social impacts. 

This document is intended to complement and 

support the activities of the United Nations 

Convention to Combat Desertification (UNCCD) 

by providing guidance to reduce the risk of land 

degradation and desertification and assist in 

rehabilitation of lands affected by degradation. 

Guidance on monitoring and reporting 

implementation of good practices is also provided. 

Figure 1 illustrates the relationship between this guidelines and environmental management systems 

and good practice programmes.  

 

Main Lessons 

learned, relevant 

Messages, 

Beneficiaries, 

Recommendations 

ISO 14055-1 serve as a useful tool for land managers, land users, technical experts, and private and 

public organizations, as well as for policy makers involved in the management of land resources for 

ecological, productivity, economic or social purposes. It advocates a fundamental shift in behaviour 

towards a more sustainable use of land and is intended to complement and support the activities of 

the United Nations Convention to Combat Desertification (UNCCD) 
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Interesting chapter, 

sections or annexes 

for further reading 

- 3 Terms and definitions that is subdivided in: 

  3.1 Terms related to combatting land degradation and desertification 

  3.2 Terms related to land 

- 4 Principles 

- 5 Identification of factors contributing to land degradation and desertification 

- 6 Guidelines for establishing good practices and monitoring their implementation 

- Annex A Natural factors contributing to land degradation 

- Annex B Anthropogenic factors contributing to land degradation 

  



 

 

ROAD INFRASTRUCTURE AND TRANSPORT SECURITY - LITERATURE REVIEW 

 

2022R07EN 

54 

 

Sheet n. 4. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 16678:2014: “Guidelines for interoperable object identification and related authentication 

systems to deter counterfeiting and illicit trade” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2014 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/TC 292 Security and resilience 

Domain of the Literature 

Source 
Interoperable object identification and related authentication systems  

Nature of the Content of 

the Literature Source 
Recommendations and best practice guidance for identification and authentication systems 

Short general 

Description of Contents 

The main objective of this International Standard is to simplify access and delivery of accurate 

identity information to trusted agents (inspectors) in the process of authenticating objects. It 

establishes a framework and outlines functional units used to achieve trustworthiness and 

interoperability of such systems. It includes: 

− consequences and guidance of  

 management and verification of identifiers, 

 physical expression of identifiers, and 

 participants' due diligence; 

− vetting of all participants within the system; 

− relationship between the unique identifier and possible authentication elements related to it; 

− questions that deal with the identification of the inspector and any authorized access to privileged 

information about the object; and 

− inspector access history (logs). 

It does not specify any specific technical solutions, but instead describes processes, functions, and 

functional units.  

The document provides guidance intended to make object identity information easier to find and 

use. Identity data and information can be found in many places, including verification and 

authentication systems. Helping inspectors find the identity information helps them detect 

counterfeits and reducing the losses caused by counterfeiting. 

Object identification systems commonly use Unique Identifiers (UID) to reference or access object 

information. The UID can enhance detection of counterfeiting and fraud.  

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

ISO 22381 is part a series of documents on Authenticity, integrity and trust for products and 

documents, including 

ISO 22380:2018 Security and resilience – Authenticity, integrity and trust for products and 

documents – General principles for product fraud risk 

ISO 22382:2018 Security and resilience – Authenticity, integrity and trust for products and 

documents – Guidelines for the content, security and issuance of excise tax stamps 

ISO 12931:2012 Performance criteria for authentication solutions used to combat counterfeiting 

of material goods 

ISO 16678:2014 Guidelines for interoperable object identification and related authentication 

systems to deter counterfeiting and illicit trade 
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Interesting chapter, 

sections or annexes for 

further reading 

3 Terms and definitions 

4 Abbreviated terms 

5 Planning, implementing and controlling systems’ interoperability 

Annex C Types of information exchanged in I-OP architectures 
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Sheet n. 5. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature 

Source 

ISO/IEC 17021-1:2015: “Conformity assessment — Requirements for bodies providing audit and 

certification of management systems — Part 1: Requirements” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2015 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/CASCO Committee on conformity assessment 

Domain of the 

Literature Source 
Conformity assessment 

Nature of the Content 

of the Literature 

Source 

Requirements for the competence, consistency and impartiality of bodies providing audit and 

certification of all types of management systems. 

Short general 

Description of 

Contents 

This International Standard concerns certification of a management system, such as the 

environmental management system, quality management system or information security 

management system of an organization, is one means of providing assurance that the organization 

has implemented a system for the management of the relevant aspects of its activities, products 

and services, in line with the organization’s policy and the requirements of the respective 

international management system standard. 

It specifies requirements for bodies providing audit and certification of management systems. It 

gives generic requirements for such bodies performing audit and certification in the field of quality, 

the environment and other types of management systems. Such bodies are referred to as 

certification bodies. Observance of these requirements is intended to ensure that certification 

bodies operate management system certification in a competent, consistent and impartial manner, 

thereby facilitating the recognition of such bodies and the acceptance of their certifications on a 

national and international basis. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

Requirements intended to ensure quality of certification bodies operating management system 

certification 

Interesting chapter, 

sections or annexes 

for further reading 

Main clauses of this standard are: 

- 5 General requirements 

- 8 Information requirements 

- 9 Process requirements 

- Annex A Required knowledge and skills 

- Annex E Audit and certification process 
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Sheet n. 6. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature 

Source 

ISO 18788:2015: “Management system for private security operations -- Requirements with 

guidance for use” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2015 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/TC 292 Security and resilience 

Domain of the 

Literature Source 
Private security operations  

Nature of the Content 

of the Literature 

Source 

ISO 18788 provides a framework for establishing, implementing, operating, monitoring, reviewing, 

maintaining and improving the management of security operations. 

It can be applied to Private Security Companies (PSC's), and their clients worldwide 

Short general 

Description of 

Contents 

This International Standard specifies requirements and provides guidance for organizations 

conducting or contracting security operations. It provides a business and risk management 

framework for an effective security operations management system (SOMS). It is specifically 

applicable to any organization operating in circumstances where governance may be weak or rule 

of law undermined due to human or naturally caused events. Using a Plan-Do-Check-Act approach, 

this International Standard provides a means for organizations conducting or contracting security 

operations to demonstrate: 

a) adequate business and risk management capacity to meet the professional requirements of 

clients and other stakeholders; 

b) assessment and management of the impact of their activities on local communities; 

c) accountability to law and respect for human rights; 

d) consistency with voluntary commitments to which the organization subscribes. 

Figure 1 illustrates the management 

systems approach used in this International 

Standard. 

 

This standard is applicable to any 

organization that needs to: 

a) establish, implement, maintain and 

improve an SOMS; 

b) assess its conformity with its stated 

security operations management policy; 

c) demonstrate its ability to consistently 

provide services that meet client needs and 

are in conformance with applicable laws and human rights requirements. 
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Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

ISO 18788 draws on provisions from and provides mechanism to demonstrate compliance with 

relevant principles, legal obligations and voluntary commitments and good practices of: 

- The International Code of Conduct for Private Security Providers (ICoC) 2010  

- The Montreux Document on Pertinent International Obligations and Good Practices for States 

Related to Operations of Private Military and Security Companies During Armed Conflict, 2008 

- Guiding Principles on Business and Human Rights, Implementing the United Nations “Protect, 

Respect and Remedy” Framework, 2011 

Interesting chapter, 

sections or annexes 

for further reading 

4 Context of the organization, 5 Leadership, 6 Planning, 7 Support, 8 Operation, 9 Performance 

evaluation, 10 Improvement 

Annex A Guidance on the use of this International Standard 
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Sheet n. 7. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF 

member 
Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature 

Source 
ISO 19011: 2018: “Guidelines for auditing management systems” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2015 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/TMBG Technical Management Board - groups 

Domain of the 

Literature Source 
Internal or external audits of management systems or managing an audit programme 

Nature of the 

Content of the 

Literature Source 

Guidance on auditing management systems 

Short general 

Description of 

Contents 

Since the second edition of this document was published in 2011, a number of new management 

system standards have been published, many of which have a common structure, identical core 

requirements and common terms and core definitions. As a result, there is a need to consider a 

broader approach to management system auditing. Audit results can provide input to the analysis 

aspect of business planning, and can contribute to the identification of improvement needs and 

activities. 

An audit can be conducted against a range of audit criteria, separately or in combination, including 

but not limited to: 

— requirements defined in one or more management system standards; 

— policies and requirements specified by relevant interested parties; 

— statutory and regulatory requirements; 

— one or more management system processes defined by the organization or other parties; 

— management system plan(s) relating to the provision of specific outputs of a management system. 

This document provides guidance for all sizes and types of organizations and audits of varying scopes 

and scales, including the principles of auditing, managing an audit programme and conducting 

management system audits, as well as guidance on the evaluation of competence of individuals 

involved in the audit process.  

 

Table 1 — Different types of audits 

 

1st party audit 2nd party audit 3rd party audit 

Internal audit External provider audit Certification and/or accreditation audit 
 

Other external interested party 

audit 

Statutory, regulatory and similar audit 

 

 

Main Lessons 

learned, relevant 

Messages, 

Beneficiaries, 

Recommendations 

Management system audits for contractual or regulatory reasons. The audit should be seen as a 

valutation moment based on the confrontation between management system requirements and 

company operative reality 
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Interesting chapter, 

sections or annexes 

for further reading 

4 Principles of auditing 

5 Managing an audit programme 

6 Conducting an audit 

7 Competence and evaluation of auditors 
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Sheet n. 8. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF 

member 
Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature 

Source 

ISO 20858:2007: “Ships and marine technology — Maritime port facility security assessments and 

security plan development” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of 

Publication 
2007 

Infrastructure and 

Transport Security 

Topic(s) covered 

by Literature 

Source 

International Standard prepared by ISO/TC 8/SC 11 Intermodal and Short Sea Shipping 

Domain of the 

Literature Source 
 Marine port facility security assessment 

Nature of the 

Content of the 

Literature Source 

Framework to assist marine port facilities in specifying the competence of personnel to conduct a 

marine port facility security assessment and to develop a Port Facility Security Plan (PFSP). 

Short general 

Description of 

Contents 

This International Standard addresses the execution of marine port facility security assessments, 

marine port facility security plans (including countermeasures) and the skills and knowledge 

required of the personnel involved. This International Standard is designed to ensure that the 

completed work meets the requirements of the International Maritime Organization (IMO) 

International Ships and Port Facility Security Code (ISPS) and the appropriate maritime security 

practices that can be verified by an outside auditor. Since other International Standards may 

address non-marine port facilities the word “marine” usually appears before port facilities in this 

standard. This standard is intended to address port facilities as defined in the ISPS conducting the 

marine port facility security assessment, and drafting/implementing a Port Facility Security Plan 

(PFSP). In addition, it establishes certain documentation requirements designed to ensure that the 

process used in performing the duties described above was recorded in a manner that would 

permit independent verification by a qualified and authorized agency (if the port facility has agreed 

to the review).  

Main Lessons 

learned, relevant 

Messages, 

Beneficiaries, 

Recommendations 

Origins of this standard are from ISO/PAS 20858:2004 that was prepared by ISO/TC8 Ships and 

marine technology, SC11 Intermodal and short sea shipping 

The ISO 20858:2007 standard presents a framework for the specifications of employee competence 

at port facilities, where said employees are required to conduct security assessments and develop, 

implement and draft the Port Facility Security Plan (PFSP) (ISO 2018). However,the ISO 20858:2007 

standard does not include guidelines for the designation of a recognised security organisation at a 

port facility to perform security assessments or develop the PFSP. 

Interesting 

chapter, sections 

or annexes for 

further reading 

Main clauses of this standard are: 

3 Performance of the security assessment 

4 Security assessment procedures 

5 Port Facility Security Plan (PFSP) 
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Sheet n. 9. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Berthold Best; Saverio Palchetti  

Date of Review 2021-June 

Title of Literature Source 
ISO 17261:2012 Intelligent transport systems — Automatic vehicle and equipment 

identification — Intermodal goods transport architecture and terminology 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2012 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 

Intelligent transport systems - automatic vehicle and equipment identification 

  

Nature of the Content of 

the Literature Source 
Intermodal goods transport architecture and terminology 

Short general Description 

of Contents 

This document describes the conceptual and logical architecture for automatic vehicle and 

equipment identification (AVI/AEI) and supporting services in an intermodal/multimodal 

environment. It presents a high level view of AEI intermodal and multimodal system architecture, 

and describes the key sub systems, their associated interfaces and interactions and how they fit 

into system wide functions such as management, security and information flow. ISO 17261:2012 

identifies the context of intermodal/multimodal AEI within the overall AVI/AEI context and key 

external inter-dependencies and interfaces to the intermodal/multimodal sector IT 

infrastructure. These include interfaces to the external and internal users of the 

intermodal/multimodal system services and their associated IT systems, interfaces to 

intermodal/multimodal management systems, existing intermodal/multimodal networks and 

system operations, and specifically interfaces to item identification and the domain of JTC 1/SC 

31, item logistics International Standards. As an architecture it is designed to be complementary 

and interlocking to that domain. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 10. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Berthold Best; Saverio Palchetti  

Date of Review 2021-June 

Title of Literature Source 
ISO/TR 25100:2012 Intelligent transport systems — Systems architecture — Harmonization of 

ITS data concepts 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2012 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 

Intelligent transport systems 

  

Nature of the Content of 

the Literature Source 

Technical report - guidelines 

 

Short general Description 

of Contents 

This document provides guidance on the harmonization of data concepts that are being managed 

by data registry and data dictionaries such as those described in ISO 14817:2002. ISO TR 

25100:2012 describes processes for harmonization of such data concepts to arrive at preferred 

definitions for use in formal standards, specifications, technical reports and information models. 

It is based on consideration of a harmonization process used by international groups involved in 

the ITS sector and in the wider sector of transport and logistics information and control systems. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 11. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
UNI EN ISO 22000:2018: “Food safety management systems — Requirements for any 

organization in the food chain” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2018 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/TC 34/SC 17 Management systems for food safety 

Domain of the Literature 

Source 
 Food safety 

Nature of the Content of 

the Literature Source 
Requirements for a food safety management system (FSMS) 

Short general 

Description of Contents 

A food safety management system (FSMS) is a strategic decision for an organization directly or 

indirectly involved in the food chain: 

a) to plan, implement, operate, maintain and update a FSMS providing products and services that 

are safe, in accordance with their intended use; 

b) to demonstrate compliance with applicable statutory and regulatory food safety requirements; 

c) to evaluate and assess mutually agreed customer food safety requirements and to demonstrate 

conformity with them; 

d) to effectively communicate food safety issues to interested parties within the food chain; 

e) to ensure that the organization conforms to its stated food safety policy; 

f) to demonstrate conformity to relevant interested parties; 

g) to seek certification or registration of 

its FSMS by an external organization, or 

make a self-assessment or self-

declaration of conformity to this 

document. 

This document employs the process 

approach, which incorporates the Plan-

Do-Check-Act (PDCA) cycle and risk-

based thinking. Risk-based thinking 

enables an organization to determine 

the factors that could cause its 

processes and its FSMS to deviate from 

the planned results, and to put in place 

controls to prevent or minimize adverse 

effects. 

 

Figure 1 — Illustration of the Plan-Do-Check-Act cycle at the two levels  

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

Plan-Do-Check-Act (PDCA) cycle and risk-based thinking 

Management responsibility is strongly emphasized in ISO 22000 
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Interesting chapter, 

sections or annexes for 

further reading 

4 Context of the organization 

5 Leadership 

6 Planning 

7 Support 

8 Operation 

9 Performance evaluation 

10 Improvement 

Annex A Cross references between the CODEX HACCP and ISO 22000:2018 
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Sheet n. 12. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 22300:2021: “Security and resilience – Vocabulary 

 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2021 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/TC 292 Security and resilience 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 
Vocabulary with terms used in security and resilience standards. 

Short general 

Description of Contents 

This document provides definitions of generic terms and subject-specific terms related to 

documents produced by ISO/TC 292. It covers the ISO 22300 family of standards as well as some 

documents in the ISO 28000 family of standards. 

It aims to encourage a mutual and consistent understanding and use of uniform terms and 

definitions in processes and frameworks in the field of security and resilience. 

This document can be applied as a reference by competent authorities, as well as by specialists 

involved in standardization systems, to better and more accurately understand relevant text, 

correspondences and communications. 

The terms and definitions in 3.2, 3.3, 3.4 apply only to counterfeiting tax stamps standards, to 

supply chain standards or to CCTV standards, respectively, and do not apply generally. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

This standard provide appropriate terminology for the matter as stated below 

Interesting chapter, 

sections or annexes for 

further reading 

Main clause of ISO 22300 is: 

clause 3 Terms and definitions with the following subclauses 

3.1 Terms related to security and resilience 

3.2 Terms related to counterfeiting tax stamps 

3.3 Terms related to supply chain 

3.4 Terms related to CCTV 
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Sheet n. 13. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature 

Source 

ISO 22301:2019: “Security and resilience -- Business continuity management systems – 

Requirements” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2019 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/TC 292 Security and resilience 

Domain of the 

Literature Source 
Security and resilience 

Nature of the Content 

of the Literature 

Source 

Requirements for business continuity management system (BCMS) 

Short general 

Description of 

Contents 

This document specifies the structure and requirements for implementing and maintaining a 

business continuity management system (BCMS) to implement, maintain and improve a 

management system to protect against, reduce the likelihood of the occurrence of, prepare for, 

respond to and recover from disruptions. It develops business continuity appropriate to the amount 

and type of impact that the organization may or may not accept following a disruption. 

The outcomes of maintaining a BCMS are shaped by the organization’s legal, regulatory, 

organizational and industry requirements, products and services provided, processes employed, 

size and structure of the organization, and the requirements of its interested parties. 

A BCMS emphasizes the importance of: 

• understanding the organization’s needs and the necessity for establishing business continuity 

policies and objectives; 

• operating and maintaining processes, capabilities and response structures for ensuring the 

organization will survive 

disruptions; 

• monitoring and reviewing 

the performance and 

effectiveness of the BCMS; 

• continual improvement 

based on qualitative and 

quantitative measures. 

This document can be used to 

assess an organization's ability to 

meet its own business continuity 

needs and obligations.  

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

The BCMS procedures must be proportionate to the identified risks (low, medium, high) and: 

• specifically define immediate actions to be taken during a disruption 

• provide for and allow flexibility in response to the changing conditions of a disruption 

• minimize the impact through implementation of appropriate solutions 

• assign roles and responsibilities for execution and monitoring 
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Interesting chapter, 

sections or annexes 

for further reading 

4 Context of the organization 

5 Leadership 

6 Planning 

7 Support 

8 Operation 

9 Performance evaluation 

10 Improvement 
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Sheet n. 14. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 22311:2012: “Societal security -- Video-surveillance -- Export interoperability” 

 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2012 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/TC 292 Security and resilience 

Domain of the Literature 

Source 
Societal security 

Nature of the Content of 

the Literature Source 
Specifications for common output file format extracted from the video-surveillance  

Short general 

Description of Contents 

Video-surveillance is a crucial asset in intelligence collection, crime prevention, crisis 

management, forensic applications etc. The minimum requirement in societal security is for the 

authorities to be able to rapidly use the data collected by different CCTV systems from given 

locations (stand alone machines or large scale systems). 

This International Standard provides an export interoperability profile which constitutes the 

exchange format and minimum technical requirements that ensure that the digital video-

surveillance contents exported are compatible with the replay systems, establish an appropriate 

level of quality and contain all the context information (metadata) necessary for their processing. 

It is crucial for societal security that present and future video-surveillance systems implement this 

interface to allow efficient forensic processing of the material produced, often in massive 

quantities. 

This International Standard also contains provisions to ensure that privacy measures can be 

implemented to protect the rights of the individuals. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

A standard for implementation methods and technological solutions for interoperability 

Interesting chapter, 

sections or annexes for 

further reading 

4 General 

5 Requirements 

Annex A Metadata dictionary 

Annex B Requirements concerning usability 
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Sheet n. 15. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 22313:2020: “Security and resilience -- Business continuity management systems -- 

Guidance on the use of ISO 22301” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2020 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/TC 292 Security and resilience 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 
Guidance and recommendations for business continuity management system (BCMS) 

Short general 

Description of Contents 

A business continuity management system (BCMS) emphasizes the importance of: 

— establishing business continuity policy and objectives that align with the organization’s 

objectives; 

— operating and maintaining processes, capabilities and response structures for ensuring the 

organization will survive disruptions; 

— monitoring and reviewing the performance and effectiveness of the BCMS; 

— continual improvement based on qualitative and quantitative measurement. 

This document is applicable to all sizes and types of organizations, that: 

a) implement, maintain and improve a BCMS; 

b) seek to ensure conformity with stated business continuity policy; 

c) need to be able to continue to deliver products and services at an acceptable predefined 

capacity during a disruption; 

d) seek to enhance their resilience through the effective application of the BCMS. 

The approach adopted depends on the organization's operating environment and complexity 

(large, medium and small organizations operating in industrial, commercial, public and not-for-

profit sectors). 

The intention of the guidance is to explain and clarify the meaning and purpose of the 

requirements of ISO 22301. Other International Standards and Technical Specifications to which 

reference is made in this document, are ISO/TS 22317, ISO/TS 22318, ISO 22322, ISO/TS 22330, 

ISO/TS 22331 and ISO 22398.  

The guidance and recommendations are based on good international practice. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

Explaination and clarification on the meaning and purpose of the requirements of ISO 22301 

While ISO 22301 may be used for certification and therefore includes rather short and concise 

requirements describing the central elements of BCM, ISO 22313, a more extensive guidance 

standard, is developed to provide greater detail on each requirement in ISO 22301. 

Interesting chapter, 

sections or annexes for 

further reading 

4 Context of the organization 

5 Leadership 

6 Planning 

7 Support 

8 Operation 

9 Performance evaluation 

10 Improvement 
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Sheet n. 16. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 22315:2014: “Societal security -- Mass evacuation -- Guidelines for planning” 

 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of Publication  

Year of Publication 2014 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/TC 292 Security and resilience 

Domain of the Literature 

Source 
Societal security 

Nature of the Content of the 

Literature Source 
Guidelines for mass evacuation planning 

Short general Description of 

Contents 

This International Standard provides guidance on planning for mass evacuation in terms of 

establishing, implementing, monitoring, evaluating, reviewing, and improving preparedness. 

It establishes a framework for each activity in mass evacuation planning for all identified 

hazards. It will help organizations to develop plans that are evidence-based and that can be 

evaluated for effectiveness. 

It is intended for use by organizations with responsibility for, or involvement in, part or all of 

the planning for mass evacuation.  

An evacuation in response to a risk or threat is the movement of people from a designated 

area. A mass evacuation is characterized by the need for multi-agency collaboration and 

resources. This involves a larger number of people or wider area at risk. It can be considered 

in terms of the number of evacuees exceeding an everyday scale of response such as the 

evacuation of a city, region or large populated area. 

Effective planning is important to help save human life and reduce suffering. Planning helps to 

deliver an effective response and is part of emergency management. This International 

Standard also recognizes that there are barriers that could hinder people from evacuating, 

such as concern for pets, valuable possessions or items that sustain livelihoods. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

ISO 22315:2014 covers planning for mass evacuation in order to gain a more effective 

response during the actual evacuation. It will assist organizations to meet their obligation of 

saving human life and reducing suffering.  

The standard does not cover activities to stabilize the affected area after an evacuation, 

protect property, and preserve the environment. 

Interesting chapter, sections 

or annexes for further 

reading 

4 General aspects for mass evacuation planning 

5 Prepare the public for mass evacuation 

6 Visualize the areas that are at risk or affected 

7 Make the evacuation decision 

8 Public warning 

9 Analyse evacuee movement 

10 Assess evacuee shelter requirements 

11 Evaluate and continually improve 
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Sheet n. 17. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF 

member 
Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature 

Source 
ISO 22316:2017: “Security and resilience -- Organizational resilience -- Principles and attributes” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2017 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/TC 292 Security and resilience 

Domain of the 

Literature Source 
Security and resilience 

Nature of the 

Content of the 

Literature Source 

Guidance to enhance organizational resilience 

Short general 

Description of 

Contents 

This document establishes the principles for organizational resilience. It identifies the attributes and 

activities that support an organization in enhancing its resilience. 

Organizational resilience is the ability of an organization to anticipate and address risks and 

vulnerabilities, to absorb and adapt in a changing environment to enable it to deliver its objectives 

and to survive and prosper. More resilient organizations can anticipate and respond to threats and 

opportunities, arising from sudden or gradual changes in their internal and external context. 

Enhancing resilience can be a strategic organizational goal, and is the outcome of good business 

practice and effectively managing risk, as a unique interaction and combination of strategic and 

operational factors. Organizations can only be more or less resilient; there is no absolute measure 

or definitive goal. 

There is no single approach to enhance an organization’s resilience. There are established 

management disciplines that contribute towards resilience but, on their own, these disciplines are 

insufficient to safeguard an organization’s resilience. Instead, organizational resilience is the result 

of the interaction of attributes and activities, and contributions made from other technical and 

scientific areas of expertise. These are influenced by the way in which uncertainty is addressed, 

decisions are made and enacted, and how people work together. 

Main Lessons 

learned, relevant 

Messages, 

Beneficiaries, 

Recommendations 

Security for organization resilience  

Interesting chapter, 

sections or annexes 

for further reading 

4 Principles 

5 Attributes for organizational resilience 

6 Evaluating the factors that contribute to resilience 

Annex A Relevant management disciplines 
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Sheet n. 18. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO/TS 22317:2015: “Societal security -- Business continuity management systems -- Guidelines 

for business impact analysis (BIA)” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2015 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/TC 292 Security and resilience 

Domain of the Literature 

Source 
Societal security 

Nature of the Content of 

the Literature Source 
Guidance for business impact analysis (BIA) process 

Short general Description 

of Contents 

This Technical Specification provides detailed guidance for establishing, implementing, and 

maintaining a business impact analysis (BIA) process consistent with the requirements in ISO 

22301. This Technical Specification is applicable to the performance of any BIA process, whether 

part of a business continuity management system (BCMS) or business continuity programme (BC 

programme).  

The Figure 1 below notes the relationship of the BIA process to the BC programme as a whole 

(Source: ISO 22313). 

  

 

The BIA process analyses the consequences of a disruptive incident on the organization. The 

outcome is a statement and justification of business 

continuity requirements. 

The BIA process consists of a number of individual BIAs, 

each focusing of a sub-set of the BC programme scope. 

The BIA process prioritizes products and services, and 

continues with prioritizing processes and activities that 

together cover the entire scope of the BC programme. 

After a period of time determined by the organization, 

individual BIAs are repeated to ensure that the BC 

requirements remain current. 

It is applicable to all organizations regardless of type, 

size, and nature, whether in the private, public, or not-

for-profit sectors. It is intended for use by those responsible for the BIA process. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

Security for organization resilience  
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Interesting chapter, 

sections or annexes for 

further reading 

4 Prerequisites 

5 Performing the business impact analysis 

6 BIA process monitoring and review 

Annex A Business impact analysis within an ISO 22301 business continuity management system 

Annex B Business impact analysis terminology mapping 

Annex C Business impact analysis information collecting methods 

Annex D Other uses for the business impact analysis process 
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Sheet n. 19. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature 

Source 

ISO/TS 22318:2015: “Societal security -- Business continuity management systems -- Guidelines 

for supply chain continuity” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2015 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/TC 292 Security and resilience 

Domain of the 

Literature Source 
Societal security 

Nature of the Content 

of the Literature 

Source 

Guidance for the management of supplier relationships 

Short general 

Description of 

Contents 

This Technical Specification expands the business continuity guidance on establishing appropriate 

levels of continuity management within an organization’s supply chain given in ISO 22301 and ISO 

22313. Supply chain management considers the full range of activities concerned with the provision 

of supplies or services to an organization as a part of business-as-usual.  

It assumes that the organization seeking to establish supply chain continuity management (SCCM) 

is aware of the principles of business continuity management and has established, or intends to 

implement, a business continuity management system (BCMS) broadly aligned to the established 

standards. 

This Technical Specification will be useful to those who buy, manage or are responsible for a 

product or service that is necessary for the organization to produce its own products or services 

and will assist them to apply good BCM practice in line with established standards. 

Organizations rely on suppliers to deliver products or services on time and to agreed quality or 

standards and it is important to recognize the potential impact to its activities of disruption within 

its supply chain.  

This Technical Specification is relevant also for internal relationships within divisions of the same 

organization. Suppliers may also comply with the requirements of the ISO 28000 series of 

standards. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

The scope of this Technical Specification specifically considers the issues faced by an organization 

which needs continuity of supply of products and services to protect its business activities or 

processes, and the continuity strategies for current suppliers within supply chains, which can be 

used to mitigate the impact of disruption; this is SCCM. 

Interesting chapter, 

sections or annexes for 

further reading 

4 Why supply chain continuity is important 

5 Analysis of the supply chain 

6 SCCM strategies 

7 Managing a disruption in the supply chain 

8 Performance evaluationBibliography 
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Sheet n. 20. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 22319:2017: “Security and resilience -- Community resilience -- Guidelines for planning the 

involvement of spontaneous volunteers” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2015 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/TC 292 Security and resilience 

Domain of the Literature 

Source 
Security and resilience  

Nature of the Content of 

the Literature Source 
Guidelines for involvement of spontaneous volunteers in incident response and recovery 

Short general Description 

of Contents 

This document provides guidance on the involvement of spontaneous volunteers (SVs) in the 

response to, and recovery from, incidents and events. SVs can provide a significant resource, in 

large numbers, SVs can overwhelm incident response organizations, interfere with operations 

and create additional risks. Spontaneous offers of help during and following incidents are a 

growing phenomenon. SVs who provide relief outside of the official operations can put 

themselves in danger, as well as those they aim to help. SVs can volunteer as individuals or as 

groups. 

It is intended to help organizations (e.g. local, regional, and national governments, statutory 

bodies, international and non-governmental organizations, businesses and public and 

community groups) to establish a plan to consider whether, how and when SVs can provide relief 

to a coordinated response and recovery for all identified hazards. It helps identify issues to ensure 

the plan is risk-based and can be shown to prioritize the safety of SVs, the public they seek to 

assist and incident response staff. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

Topics covered in the Standard include: 

• Challenges and benefits spontaneous volunteers bring to an emergency 

• How to plan for these volunteers and how to manage their involvement 

• Some of the risks associated with using volunteers in an emergency 

• How to implement a volunteer management plan 

• How to communicate with the public and volunteers 

• How to evaluate the impact of these volunteers during the emergency and the longer term 

recovery 

Interesting chapter, 

sections or annexes for 

further reading 

4 Preparatory measures 

5 Planning for the involvement of SVs 

6 Longer-term issues 

Annex A Checklist of tasks to plan SV involvement 
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Sheet n. 21. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 22320:2018: “Security and resilience -- Emergency management -- Guidelines for incident 

management” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2015 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/TC 292 Security and resilience 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 
Guidelines for incident management 

Short general Description 

of Contents 

This document gives guidelines for incident management, including: 

— principles that communicate the value and explain the purpose of incident management, 

— basic components of incident management including process and structure, which focus on 

roles and responsibilities, tasks and management of resources, and 

— working together through joint direction and cooperation. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

This standard was originally developed by ISO technical committee ISO/TC 223 on societal 

security and published for the first time in November 2011. 

ISO 22320 is the first of a series of ISO standards and Technical Reports on Emergency 

management. 

It provide guidelines to be used for organizations that helps to mitigate threats and deal with 

incidents to ensure continuity of basic function of society (for example water and food supplies, 

health, rescue services, fuel delivery, and electricity) 

Interesting chapter, 

sections or annexes for 

further reading 

4 Principles 

5 Incident management 

6 Working together 

Annex A Additional guidance on working together 

Annex B Additional guidance on incident management structure 

Annex C Examples of incident management tasks 

Annex D Incident management planning 
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Sheet n. 22. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source ISO 22322:2015: “Societal security -- Emergency management -- Guidelines for public warning” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2015 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/TC 292 Security and resilience 

Domain of the Literature 

Source 
Societal security 

Nature of the Content of 

the Literature Source 
Guidelines for public warning 

Short general Description 

of Contents 

This document provides guidelines for developing, managing, and implementing public warning 

before, during, and after incidents. It is applicable to any organization responsible for public 

warning. 

Disasters, terrorist attacks, and other major incidents need an effective incident response in order 

to save lives, mitigate harm, and damage. Emergency response organizations need to respond 

quickly to a developing emergency situation. Time to communicate is limited and often, a specific 

message involving practical action is to be disseminated to a large group. Simple procedures that 

send the message efficiently and create the desired response can save lives, protect health, and 

prevent major disruptions. 

The protection of people at risk from harm is an important part of an incident response. Public 

warning enables response organizations to alert their responders and allows people at risk to 

take safety measures to reduce the impact of incidents. Effective public warning consisting of 

alert and notification can prevent panic reactions and support response organizations in 

optimizing their responses and mitigate the impact. 

Effective incident response needs a structured and pre-planned public warning. This is based on 

two functions: hazard monitoring and warning dissemination. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

In the case of major incidents such as natural disasters and terrorist attacks, an effective public 

response will save lives, mitigate harm, minimize damage, and prevent major disruption. 

Efficient public warning systems facilitate such a response by enabling emergency response 

organizations to prepare and respond quickly to a developing situation. When time is limited, it 

is beneficial to have already prepared a method to disseminate a specific message to a large 

group. 

Interesting chapter, 

sections or annexes for 

further reading 

4 Public warning system 

5 Public warning process 

Annex A Relationship between alert and notification in public warning 

Annex B Public awareness 
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Sheet n. 23. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 22324:2015: “Societal security -- Emergency management -- Guidelines for colour-coded 

alerts” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2015 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Societal security 

Nature of the Content of 

the Literature Source 
Guidelines for colour-coded alerts 

Short general Description 

of Contents 

This document provides guidelines for the use of colour codes to inform people at risk as well as 

first response personnel about danger and to express the severity of a situation. It is applicable 

to all types of hazard in any location. 

People may be faced in their daily lives with various kinds of risks. People at risk should be able 

to take appropriate safety actions when faced with hazards even though they may not have a full 

understanding of them. 

Public warnings, through a combination of prior notifications and alerts, enable people at risk to 

take appropriate and timely actions to protect their safety. 

Colour-coded alerts are used to notify people at risk of status changes on a safety or danger 

continuum in allowing them to take appropriate actions. 

This International Standard will lead to better understanding of colour-coded alerts by reducing 

confusion and prompting more appropriate responses in an emergency situation. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 24. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 22325:2016: “Security and resilience -- Emergency management -- Guidelines for capability 

assessment” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2015 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 
Guidelines for capability assessment 

Short general Description 

of Contents 

This document provides guidelines for an organization in assessing its emergency management 

capability. It includes 

· an assessment model with a hierarchy of four levels; 

· eight indicators; 

· an assessment process, explaining how to plan, collect, analyze and report. 

It is intended to be used by organizations responsible and accountable for emergency 

management. Each organization's context can involve a mix of prevention, mitigation, 

preparedness, response and recovery activities. 

Introduction 

A capability assessment can be used to: 

— ensure regulatory compliance, reduce risk and meet the safety expectations of the population; 

— improve organizational processes; 

— enhance partnership, coordination and cooperation within an organization and with other 

agencies and sectors; 

— share best practices; 

— promote continual improvement. 

A capability assessment can be performed by the organization itself or by an external 

organization. 

Organizations can define their context to allow for an appropriate assessment of its emergency 

management capability. This context can be expressed through identifying appropriate activities 

in relation to prevention, mitigation, preparedness, response and recovery. While most 

organizations deliver all emergency management functions, some organizations can be 

responsible for only a single function so not all the indicators will apply. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 25. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 22326:2018: “Security and resilience -- Emergency management -- Guidelines for 

monitoring facilities with identified hazards” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of Publication  

Year of Publication 2018 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of the 

Literature Source 
Guidelines for monitoring facilities with identified hazards 

Short general Description of 

Contents 

This document gives guidelines for monitoring hazards within a facility as a part of an overall 

emergency management and continuity programme by establishing the process for hazard 

monitoring at facilities with identified hazards to reduce the risk to people, operations, 

property and the environment. 

It includes recommendations on how to develop and operate systems for the purpose of 

monitoring facilities with identified hazards. It covers the entire process of monitoring 

facilities. 

In recent years, there has been a growing awareness of the risks and consequences of natural 

and industrial disasters. Monitoring hazards can reduce potential losses through improved 

prevention, mitigation, preparedness and a more effective response to incidents resulting 

from the hazards. 

Effective monitoring can provide public and private sector emergency management with 

ongoing, timely, accurate, easily understood relevant monitoring data to support decision-

making in emergency management. 

Security standards are continually evolving and improving. Advances in monitoring technology 

will provide opportunities for further improvement of these guidelines and for development 

and application of innovative monitoring solutions. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

  

Interesting chapter, sections 

or annexes for further 

reading 
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Sheet n. 26. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 22327:2018: “Security and resilience -- Emergency management -- Guidelines for 

implementation of a community-based landslide early warning system” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2018 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 
Guidelines for implementation of a community-based landslide early warning system 

Short general Description 

of Contents 

This document gives guidelines for a landslide early warning system. It provides a definition, aims 

to improve understanding, describes methods and procedures to be implemented, and gives 

examples of types of activities. It is applicable to communities vulnerable to landslides, without 

taking secondary effects into consideration. It recognizes population behaviour response 

planning as a key part of the preparedness. 

Landslides are one of the most widespread and commonly occurring natural hazards. Landslides 

may occur in different types of topographic and geologic settings. The occurrence of landslides 

may increase significantly due to uncontrolled land use development and human interference 

into unstable slopes. In many countries, landslides cause substantial socio-economical losses. 

The goal of the development of a community-based early warning system is to empower 

individuals and communities who are vulnerable to hazards to act in sufficient time and in 

appropriate ways to reduce the possibility of injury, loss of life and damage to property and the 

environment. Efforts to train people to respond to the warnings should be followed up by 

experts/researchers and by decision-makers at local and national levels. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 27. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 22328-1:2020: “Security and resilience -- Emergency management General guidelines for 

the implementation of a community-based disaster early warning system” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2020 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 
Guidelines for implementation of a community-based disaster early warning system 

Short general Description 

of Contents 

This document gives guidelines for the implementation of a community-based disaster early 

warning system (EWS). It describes the methods and procedures to be implemented and provides 

examples. 

Disasters such as earthquakes, tsunamis, volcanic eruptions, high river flows landslides, storm 

surges and hurricanes as well as slow-onset events such as drought, extreme temperatures, heat 

waves or soil erosion can have devastating impacts. Disasters can happen anytime to anyone who 

lives in a disaster-prone area. These disasters injure and kill people and result in tremendous 

economic, social and environmental losses. Effective disaster risk reduction is implemented 

through various approaches, by means of improving the community’s preparedness and 

consequent resilience through the implementation of an EWS. 

A community-based disaster EWS is proposed to empower individuals and communities who live 

in hazard-prone areas to be more aware, to react or evacuate in a sufficient time, and to reduce 

losses caused by disasters, such as injuries, loss of life, and damage to property, economy and 

the environment. 

This document encourages the active response of the community to disasters and considers 

social aspects in general. Further dissemination and communication of knowledge to the 

community are carried out by the authority at local and national levels. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 28. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO/DIS 22328-3: “Security and resilience — Emergency management — Part 3: Guidelines for 

the implementation of a community-based tsunami early warning system” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication Under development 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/TC 292 Security and resilience 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 
Guidelines for implementation of a community-based tsunami early warning system 

Short general Description 

of Contents 

Tsunami is series of travelling waves of extremely long length and period, usually generated by 

disturbances associated with an earthquake occurring below or near the ocean floor, volcanic 

eruptions, a submarine landslide, liquefaction, melting glaciers, coastal rock falls and meteorites. 

In tsunami-prone countries, tsunami causes catastrophic disaster, loss of lives, damage to the 

ecosystem, and great socioeconomic losses. 

This document complements the generic guidelines on early warning systems described by ISO 

22328- 1:2020 with specific information related to tsunamis. It is also complementary to the 

guidelines on public warning in ISO 22322:2015 as well as the guidelines on planning mass 

evacuations in ISO 22315:2014. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

This standard is applicable to communities vulnerable to tsunamis, without taking secondary 

effects into consideration. 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 29. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source ISO/CD 22330 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2018 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by ISO/TC 292 Security and resilience 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 
 guidelines for the preparation and management of people affected by an incident 

Short general Description 

of Contents 

This standard is directed to organizations of whatsoever dimension who has established, or 

intends to establish, a business continuity management system (BCMS) as stated in ISO 22301 

and ISO 22313. 

It expand the guidance given by these two standards toward the managing of the people aspects, 

from top management to individual members of the workforce. 

The document is relevant to business continuity and human resources professionals, and 

managers responsible for organizational resilience, people management and people 

development. 

It is a review of the implications in managing the impacts on the workforce and others who could 

be affected. 

The guidelines in this document provide a uniform approach to developing the broad range of 

knowledge, skills, behaviours and practices required of capable people to deliver effective 

business continuity management. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

As people are a key driver of organizational success and, at the same time, are always an 

interested party in any activity supporting delivery of organizational objectives, the organization, 

should pay particular attention to people, recognizing the two-way relationship it has with them. 

Interesting chapter, 

sections or annexes for 

further reading 

Clause 4 People aspects overview 

Clause 5 Precursors 

Clause 6 Preparing to respond 

Clause 7 Delivering the response 

Annex A Psychological response management 

Annex B Relatives response team 
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Sheet n. 30. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO/TS 22331:2018: “Security and resilience -- Business continuity management systems -- 

Guidelines for business continuity strategy” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2018 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 
Guidelines for business continuity strategy 

Short general Description 

of Contents 

This document gives guidance for business continuity strategy determination and selection. It 

provides detailed guidelines for business continuity strategy determination and selection. It is 

applicable to the performance of any business continuity strategy determination. 

The purpose of this document is to provide guidance that will enable organizations to: 

• identify a range of business continuity strategy options; 

• select appropriate capabilities based on business continuity requirements; 

• ensure the ongoing suitability of business continuity strategies; 

• coordinate business continuity strategy determination and selection effectively within the 

overarching business continuity programme. 

Business continuity strategy determination and selection outcomes include: 

• measures to attempt to decrease the frequency of disruptive incidents and the impact 

associated with these disruptive incidents; 

• identification of the financial resources needed to respond to a disruptive incident; 

• effective internal and external communications capabilities; 

• alternate workspace capabilities to address the loss or inaccessibility of premises; 

• arrangements to address the unavailability of personnel; 

• alternative methods of maintaining, fixing and replacing resources for performing activities 

in the event of loss; 

• capabilities to recover lost information and communications technology (ICT) assets, 

including data; 

• alternate means to deliver products and services when faced with a supply chain disruption. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 31. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO/TS 22332:2021: “Security and resilience -- Business continuity management systems -- 

Guidelines for developing business continuity plans and procedures” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2018 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 
Guidelines for business continuity strategy 

Short general Description 

of Contents 

This document provides guidelines for developing and maintaining business continuity plans and 

procedures. It is applicable to all organizations that wish to develop effective business continuity 

plans and procedures in a consistent manner. 

A business continuity plan provides guidance and information to assist teams responding to a 

disruption in order to meet expectations regarding delivery of products and services. The 

organization should create plans and procedures to address communications, emergency 

management, incident response, crisis management, recovery and restoration. 

The actions that teams will take during a disruption in order to: 

• activate the response; 

• manage the immediate consequences of a disruption; 

• continue or recover prioritized activities within predetermined time frames utilizing, if 

appropriate, the agreed business continuity strategies and solutions; 

• monitor the impact of the disruption and the organization’s response to it; 

• deliver products and services at agreed capacity. 

Figure below presents the flow between the different components that constitute business 

continuity management (BCMS). 

 
 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 32. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 22341:2021: “Security and resilience -- Protective security -- Guidelines for crime 

prevention through environmental design” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2018 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 
Guidelines for crime prevention through environmental design 

Short general Description 

of Contents 

This document is intended to promote a common understanding of crime prevention through 

environmental design (CPTED) in the field of security, law enforcement and related risks, and 

their preventive measures, through environmental design and management. It provides 

guidelines to organizations for establishing the basic elements, strategies and processes for 

preventing and reducing crime and the fear of crime at a new or existing built environment.  

It doesn’t provide an exhaustive listing of detailed design, architectural or physical security crime 

prevention through environmental design (CPTED) implementation strategies. 

This document starts with understanding the environmental context of crime and security risk 

factors, causes of vulnerabilities and risk levels. This is followed by the basics of CPTED through 

its historical background, places generating crime, types and causes of the risk, CPTED interested 

parties and countermeasuresand CPTED strategies. The process of CPTED begins with the 

establishment of an oversight body, performance target settings and organizing a project team, 

risk assessment and risk treatment, evaluation of treatment, corrective actions and feedback to 

the initial stage of CPTED for continual improvement. It is followed by the fundamental principles 

for CPTED process.  

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 33. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO/TR 22351:2015: “Societal security -- Emergency management -- Message structure for 

exchange of information” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2018 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Social security 

Nature of the Content of 

the Literature Source 
Message structure for exchange of information in emergency management 

Short general Description 

of Contents 

This document describes a message structure for the exchange of information between 

organizations involved in emergency management. An organization can ingest the received 

information, based on the message structure, in its own operational picture. The structured 

message is called Emergency Management Shared Information (EMSI). 

It describes the message structure built in order to facilitate interoperability between existing 

and new information systems. 

The intended audience is control room engineers, information systems designers and decision 

makers in emergency management. Clear situation awareness is a key factor for effective 

emergency response. The building of an operational picture is based on the integration and 

assessment of information collected from the different teams of responders and other 

information sources. It relies on exchange of information. The ability to exchange information in 

a timely and secure manner is critical to the effective conduct of emergency management. 

This Technical Report proposes a structured message in order to facilitate these exchanges.  

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 34. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source ISO/TR 22370:2020: “Security and resilience -- Urban resilience -- Framework and principles” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2018 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 
Framework and principles for urban resilience 

Short general Description 

of Contents 

This document describes a framework and principles that are coherent with the 2030 UN Agenda 

for Sustainable Development that can be applied to enhance urban resilience. The justification 

for a global set of standards for achieving urban resilience is clear: urban areas, the engines of 

economic growth, are projected to provide the living and work environment for two-thirds of the 

global population of close to 10 billion by 2050. Urban disasters have an increasingly costly local, 

regional, national and global socio-economic impact.  

Enhancing resilience can reduce risks by increasing capacities, and addressing vulnerabilities, 

thereby supporting effective and forward-thinking responses.  

The framework aims to transform urban areas into better places to live, safer and more resilient 

to all manner of hazards, risks, weaknesses and vulnerabilities. This is by improving capacities to 

prepare, respond and recover from all potential shocks, stresses and challenges, leading the area 

towards resilience. The approach is to establish a building resilience baseline (or profile), based 

on metrics that can evaluate the various dimensions of urban resilience and capture the system’s 

weaknesses, vulnerabilities and strengths. Then to develop concrete and prioritized actions to 

address risk and build-in resilience.  

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 35. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source ISO/TS 22375:2018: “Security and resilience -- Guidelines for complexity assessment process” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2018 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 
Guidelines for complexity assessment process 

Short general Description 

of Contents 

This document aims to stimulate organizations to take into account the threat created by an 

excess of complexity and to consider complexity assessment as an integral part of their plan for 

security management. Guidelines need for the application of principles and a process for a 

complexity assessment of an organization's systems to improve security and resilience.  

Complexity is a fundamental property of many systems. An appropriate level of complexity is 

required for systems operation, but a high degree of complexity can weaken the system, 

particularly during turbulent times. High system complexity could be an obstacle to the security, 

resilience, effectiveness and efficiency of all organizations. The complexity of an organization’s 

system is influenced by external and internal factors.  

Day-to-day managerial decisions about the organization’s activities tend to generate complexity 

(systems, products, processes, technologies, organizational structures and contracts) and 

organizational complexity cannot be increased indefinitely, however. If complexity exceeds a 

manageable level, e.g. interdependencies expand to the degree that all elements are connected 

with one another, the system behaviour turns chaotic. High complexity is an important source of 

a new form of risk called “complexity-related risk” that organizations have to address and 

manage if the security and resilience of its system are to be sustained. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 36. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 22380:2018: “Security and resilience -- Authenticity, integrity and trust for products and 

documents -- General principles for product fraud risk and countermeasures” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2018 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 
General principles for product fraud risk and countermeasures 

Short general Description 

of Contents 

This document establishes general principles for an organization to identify the risks related to 

various types of product fraud and product fraudsters and is intended to promote common 

understanding in the field of product-related fraud risk and its countermeasures. It provides 

guidance on how organizations can establish strategic, business countermeasures to prevent or 

reduce any harm, tangible or intangible loss and cost from such fraudulent attacks in a cost-

effective manner. This document starts with understanding the external and internal situational 

context of product fraud. It considers causes of the fraud, such as product marketplaces and 

product fraud-related opportunities. It then examines the intentions and motives for product 

fraud, the types of product fraud, the types of product fraudsters and strategic countermeasures 

that can be taken against product fraud. A better understanding and classification of intentions 

and motives, product fraud activities and fraudsters lead to a better selection of 

countermeasures. 

There is evidence that virtually every type of product fraud has been committed. The public 

health and safety risks associated with product fraud are diverse and significant when the 

products are distributed through legitimate global supply chains. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 37. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 

ISO 22381:2018: “Security and resilience -- Authenticity, integrity and trust for products and 

documents -- Guidelines for establishing interoperability among object identification systems 

to deter counterfeiting and illicit trade” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2018 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 

Guidelines for establishing interoperability among object identification systems to deter 

counterfeiting and illicit trade 

Short general Description 

of Contents 

This document gives guidelines for establishing interoperability among independently 

functioning product identification and related authentication systems, as described in ISO 16678. 

Identification systems based on unique identifiers are no longer restricted to individuals’ ID cards, 

car license plates or telephone numbers. For many years, product identification has been well 

established in the world of things: unique identifiers are used on sales items and on their 

packaging, as well as on other sales and transport units. This is seen as a major step forward in 

consumer safety, in particular for uncovering counterfeit and illicit trade activities. 

ISO 16678 outlines functional units and principles of systems based on unique identifiers. It has 

been established that interoperability of such systems is key to future deployment. The vast use 

of internet connectivity and the automation of processes on an interorganizational level is one 

of the core challenges of the digital era. Collaborating organizations strive for operational 

connectivity between their business processes and supporting infrastructures. 

This guidelines document describes the landscape of safe, interoperable architectures to deter 

counterfeits, product falsification and illicit trade, and to increase resilience against product 

fraud. The guidelines aim to leave competition open in object identification and authentication 

systems. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries, 

Recommendations 

This document supports those involved in planning and establishing interoperation in the battle 

against counterfeiting and illicit trade. 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 38. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 

ISO 22382:2018: “Security and resilience -- Authenticity, integrity and trust for products and 

documents -- Guidelines for the content, security, issuance and examination of excise tax 

stamps” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2018 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 
Guidelines for the content, security, issuance and examination of excise tax stamps 

Short general Description 

of Contents 

The purpose of this document is to assist tax authorities to enhance compliance with excise tax 

regulations by implementing new, or improving existing, excise tax stamps and associated 

issuance systems. It gives guidelines for the content, security, issuance and examination of 

physical tax stamps and marks used to indicate that the required excise duty or other applicable 

taxes identified with an item have been paid and to signify that the item is legitimately on the 

intended market. 

Specifically, this document gives guidance on: 

— defining the functions of a tax stamp; 

— identifying and consulting with stakeholders; 

— planning the procurement process and selection of suppliers; 

— the design and construction of tax stamps; 

— the overt and covert security features that provide protection of the tax stamp; 

— the finishing and application processes for the tax stamp; 

— security of the tax stamp supply chain; 

— serialization and unique identifier (UID) codes for tax stamps; 

— examination of tax stamps; 

— monitoring and assessing tax stamp performance. 

As an indirect tax, excise duties are an effective way for national, state or provincial governments 

to raise revenue and they are most commonly applied to tobacco and alcoholic consumer 

products. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

 This document provides guidance for tax stamp procurement, construction, security, issuance 

and examination. 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 39. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 

ISO 22383:2020: “Security and resilience -- Authenticity, integrity and trust for products and 

documents -- Guidelines for the selection and performance evaluation of authentication 

solutions for material goods” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2020 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 

Guidelines for the selection and performance evaluation of authentication solutions for material 

goods 

Short general Description 

of Contents 

This document gives guidelines for performance criteria and an evaluation methodology for 

authentication solutions that aim to unambiguously establish material good authenticity and 

integrity throughout an entire material good's life cycle. It focuses on a material good and its 

components, parts and related data. Product fraud includes, but is not limited to, counterfeiting, 

adulteration, tampering, substitution and simulation.  

The sale of counterfeit goods, as well as falsified, illegally copied or illicitly traded products, is 

prevalent in many developing countries and is becoming more common in the developed world. 

The internet is compounding the problem.  

They cause also brand value damage for companies and targeted rights holders as well as tax 

losses for governments and increase the false material goods claims and litigation for companies 

and distribution supply chains. Counterfeiting of material goods has become one of the major 

activities of organized crime, both within domestic markets and international trade and 

smuggling. The problem of product fraud is aggravated by the following factors: 

— the market is increasingly global; 

— the material goods and their supply chains are more complex; 

— the global movement of material goods is increasing and can use non-traditional channels. 

The main topics of this document are represented as a Plan-Do-Check-Act (PDCA) cycle. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

Right holders, government institutions and regulators to prevent counterfeiting and other types 

of product fraud. 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 40. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 22384:2020: “Security and resilience -- Authenticity, integrity and trust for products and 

documents -- Guidelines to establish and monitor a protection plan and its implementation” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2020 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 

Guidelines to establish and monitor a protection plan for products and documents and its 

implementation 

Short general Description 

of Contents 

This document gives guidelines for assessing product security-related threats, risks and 

countermeasures by developing a suitable protection plan, supporting its implementation and 

monitoring its effectiveness after implementation. 

This includes consideration of impacts and modifications to, for example, product life cycle, 

supply chain, manufacturing, data management, brand perception and costs so as to adapt the 

protection plan accordingly. 

Due to the increasing level of interconnection of the global economy and the growing availability 

of complex manufacturing processes as well as globalized trade relations, there is a growing 

motivation and ability for counterfeiting, unfair trade and other product-related threats. This is 

shown, for example, by the continually growing number of product confiscations related to brand 

piracy and counterfeiting. To become more resilient, manufacturers have to introduce 

organizational and technical measures as part of a protection plan to withstand physical or digital 

attacks and other product-related threats. 

In order to introduce protection measures in a precise and effective way, organizations should 

implement a systematic evaluation process for the selection of appropriate organizational, 

technical and legal measures, depending on the respective threat.  

The procedure can be represented as a Plan-Do-Check-Act (PDCA) cycle as in figure below. 

 
 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

This document supports organizations setting up a process to assess risks and to select and 

combine individual measures for developing a product protection plan. 
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Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 41. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 22392:2020: “Security and resilience -- Community resilience -- Guidelines for conducting 

peer reviews” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2020 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 
Guidelines for conducting peer reviews 

Short general Description 

of Contents 

This document gives guidelines for organizations to design, organize, conduct, receive feedback 

from and learn from a peer review of their disaster risk reduction (DRR) policies and practices. It 

is intended for use by organizations with the responsibility for, or involvement in, managing such 

activities including policy and preparedness, response and recovery operations, and designing 

preventative measures (e.g. for the effects of environmental changes such as those from climate 

change). 

In the peer reviews, both the host and the reviewers benefit by analyzing the context, discussing 

the current situation, generating ideas, and exploring new opportunities to further strengthen 

activities in their own context. A peer review, as a constructive process to reflect on its activities 

with a team of independent professionals, e.g. on disaster risk reduction (DRR), can enhance 

community resilience improving  preparedness for an incident and support learning from 

incidents and exercises.  

A peer review can be a catalyst for change through bringing together a multi-disciplinary panel 

of trusted and competent experts from a range of technical, political and cultural backgrounds 

to concentrate on the host’s situation.  

Learning is facilitated by sharing good practice, identifying alternative approaches to policy and 

operations, and exploring critical questioning to consider how similar challenges are confronted 

elsewhere. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

The entities that can benefit from peer reviews include national, regional, local and 

organizational levels of governance, which may voluntarily engage with a peer review, or do so 

as part of a wider initiative of improvement. 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 42. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 22395:2018: “Security and resilience -- Community resilience -- Guidelines for supporting 

vulnerable persons in an emergency” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2018 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 
Guidelines for supporting vulnerable persons in an emergency 

Short general Description 

of Contents 

This document gives guidelines for organizations to identify, involve, communicate with and 

support individuals who are the most vulnerable to natural and human-induced emergencies. It 

includes guidelines for continually improving the provision of support to vulnerable persons in an 

emergency. 

This document gives guidelines for identifying individuals who are the most vulnerable to an 

emergency and how to include them in the preparation, response and recovery from events, 

incidents and emergencies. Relevant factors of vulnerability include age, economic security, 

language and health, but also the effects of broader processes such as climate change, 

international security and national political trends. 

It is important to understand and implement best practices for recognizing and including 

vulnerable persons in all phases of emergency preparedness, response and recovery.  

This document recognizes that vulnerable persons and their representatives are key stakeholders 

and planning partners. It considers the preparatory measures for involving vulnerable persons in 

decisions made about providing assistance before, during and after an emergency, the planning 

required to engage vulnerable persons and their representatives, and the ways in which including 

vulnerable persons will help to increase understanding about those vulnerabilities and contribute 

towards their personal well-being during an emergency. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

It is intended for use by organizations with the responsibility for, or involvement in, part or all of 

the planning for working with vulnerable persons in an emergency 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 43. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 22396:2020: “Security and resilience -- Community resilience -- Guidelines for information 

exchange between organizations” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2020 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Security and resilience 

Nature of the Content of 

the Literature Source 
Guidelines for information exchange between organizations 

Short general Description 

of Contents 

This document gives guidelines for information exchange. It provides measures that enhance the 

ability of participating organizations to cope with disruption risk. 

The authorities (government and public core areas) having jurisdiction have the ultimate 

responsibility to serve and protect their citizens, and solutions are often found in the private 

sector. Multiple actors from both the private and public sectors should be able to exchange 

information effectively and securely in order to increase societal security and enhance resilience.  

Generally, the objective of collaboration is to identify and initiate actions to increase security and 

reduce vulnerability. Information exchange on possible liabilities, risks and vulnerabilities can 

enhance the effectiveness and efficiency of organizations. 

Organizations that participate in information exchange arrangements can therefore increase 

their knowledge and understanding of events and risks with the aim of enhancing resilience.  

It is challenging but necessary to establish accurate boundaries between organizations regarding 

sensitive information sharing.  

Private actors also require a guarantee that their sensitive business information is not leaked, 

used to impede competition or to damage their business and trademark. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

This document is applicable to private and public organizations that require guidance on 

establishing the conditions to support information exchange. 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 44. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF 

member 
Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature 

Source 
ISO 22397:2014: “Societal security -- Guidelines for establishing partnering arrangements” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2014 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the 

Literature Source 
Societal security  

Nature of the 

Content of the 

Literature Source 

Guidelines for establishing partnering arrangements 

Short general 

Description of 

Contents 

This document provides guidelines for establishing partnering arrangements among organizations to 

manage multiple relationships for events impacting on societal security.  

In a complex and changing world, organizations need to consider partnering. Changes in technical 

and economic relationships have resulted in cross-jurisdictional and trans-boundary 

interdependencies for vital societal functions and assets. The impact of incidents has increased the 

need for enhanced preparedness, response and recovery programmes. There are many different 

roles and responsibilities within an  organization. Some are primarily the responsibility of individual 

organizations while others can be adequately addressed only by the multiple organizations in order 

to manage risks. Partnering is the association with others in an activity or area of common interest 

in order to achieve individual and collective objectives. 

A partnering arrangement between two or more organizations, can improve the capacity of 

organizations to enhance prevention, preparedness, response, and recovery programmes. This for a 

wide range of event(s) which may include natural, human induced disasters with potential impact on 

an organization, community or society and the environment on which it depends. There are a variety 

of possible partnering arrangements, both formal and informal: contracts, memoranda of 

understanding (MoUs), etc.  They are based on a DPCA cycle: planning, developing, implementing 

and reviewing partnering arrangements. 

Main Lessons 

learned, relevant 

Messages,  

Beneficiaries, 

Recommendations 

A partnering arrangement can be between two or more organizations and can improve the capacity 

of organizations to enhance resilience 

Interesting chapter, 

sections or annexes 

for further reading 
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Sheet n. 45. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source ISO 22398:2013: “Societal security -- Guidelines for exercises” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2013 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Societal security  

Nature of the Content of 

the Literature Source 
Guidelines for exercises 

Short general Description 

of Contents 

This document recommends good practice and guidelines for an organization to plan, conduct, 

and improve its exercise projects which may be organized within an exercise programme. It 

describes the elements of a generic approach to planning, conducting and improving exercise 

programmes and projects. The purpose is to: 

— provide a basis for understanding, developing and implementing an effective exercise 

programme within an organization; 

— provide guidelines for planning and conducting an exercise project; 

— enhance the organization’s ability to conduct exercises with internal and external involved 

parties; 

— assist the organization with developing and assessing its exercising capability in a consistent 

and risk-assessed manner that reflects good practice;  

— enable continual improvement in exercise programmes and projects within an organization. 

Exercises are an important management tool intended to identify gaps and areas for 

improvement as well as to determine the effectiveness of response and recovery strategies.  

Exercise projects usually have performance objectives such as orientation/demonstration; 

learning; cooperation; experimenting; testing. 

Exercises can be used for validating policies, plans, procedures, training, equipment, and inter-

organizational agreements; testing information and communication technology (ICT) disaster 

recovery systems; clarifying and training personnel in roles and responsibilities; improving inter-

organizational coordination and communications; identifying gaps in resources; improving 

individual performance; identifying opportunities for improvement; and, providing a controlled 

opportunity to practice improvisation. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

Anyone with responsibility for ensuring the competence of the organization's personnel, 

particularly the leadership of the organization, and those responsible for managing exercise 

programmes and exercise projects. 

Interesting chapter, 

sections or annexes for 

further reading 
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ISO 27000 Family Published standards 

Sheet n. 46. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature 

Source 

ISO/IEC 27000:2019 Information technology — Security techniques — Information security 

management systems — Overview and vocabulary 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2019 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/IEC JTC 1, Information 

technology, Subcommittee SC 27, IT Security techniques. 

Domain of the 

Literature Source 
Information technology - Security techniques - Information security management systems 

Nature of the Content 

of the Literature Source 
 Overview and vocabulary 

Short general 

Description of Contents 

This document provides: 

a) an overview of the ISMS family of standards; 

b) an introduction to information security management systems; and 

c) terms and definitions used throughout the ISMS family of standards. 

It describes the fundamentals of information security management systems, which form the 

subject of the ISMS family of standards and defines related terms. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

Information security is not Information Technology (IT) security: it is security of information and 

information assets. 

Information assets are: Electronic information. Non-electronic information, 

Environment/Infrastructure, Hardware, Software, People, Services 

This standard represents an internationally recognized structured methodology dedicated to 

information security 

Interesting chapter, 

sections or annexes for 

further reading 
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Standard family 27000: Standards specifying requirements 



 

 

ROAD INFRASTRUCTURE AND TRANSPORT SECURITY - LITERATURE REVIEW 

 

2022R07EN 

107 

 

Sheet n. 47. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO/IEC 27001:2017 Information technology — Security techniques — Information security 

management systems — Requirements 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2017 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/IEC JTC 1, Information 

technology, Subcommittee SC 27, IT Security techniques. 

Domain of the Literature 

Source 
Information technology - Security techniques - Information security management systems 

Nature of the Content of 

the Literature Source 
 Requirements 

Short general Description 

of Contents 

This document specifies the requirements for establishing, implementing, operating, monitoring, 

reviewing, maintaining and improving formalized information security management systems 

(ISMS) within the context of the organization’s overall business risks. It specifies requirements 

for the implementation of information security controls customized to the needs of individual 

organizations or parts thereof. This document can be used by all organizations, regardless of type, 

size and nature. 

This document provides normative requirements for the development and operation of an ISMS, 

including a set of controls for the control and mitigation of the risks associated with the 

information assets which the organization seeks to protect by operating its ISMS. Organizations 

operating an ISMS may have its conformity audited and certified. The control objectives and 

controls in Annex A shall be selected as part of this ISMS process as appropriate to cover the 

identified requirements. The control objectives and controls listed in Table A.1 are directly 

derived from and aligned with those listed in ISO/IEC 27002:2013, Clauses 5 to 18. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

The origin of this standard is the BS 7799-2:2002 “Information Security Management Systems - 

Specification with guidance for use”, first published in 1999. The 2002 version of BS 7799-2 

introduced the Plan-Do-Check-Act (PDCA) (Deming quality assurance model), aligning it with 

quality standards such as ISO 9000; that that was adopted by ISO as ISO/IEC 27001: 2005 

Topic of 27001 is the governance of IS 

–Establishing and Operating a management process to evaluate, implement and maintain an 

Information Security Management System (ISMS) – Plan, DO, Check, Act 

–Management commitment and involvement 

–Information Asset “Ownership” 

The Management System (ISMS) built according to this standard that can be customized to 

address the level of risk (or vulnerability), that could cause negative business impact should it not 

be addressed. 

It is possible to obtain a certification to demonstrate preparedness 

Interesting chapter, 

sections or annexes for 

further reading 

 4.4 Information security management system 

 5.1 Leadership and committment 

 9.2 Internal audit 

 9.3 Managament review 

10.2 continual improvement 
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Sheet n. 48. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature 

Source 

ISO/IEC 27006:2020 Information technology — Security techniques — Requirements for bodies 

providing audit and certification of information security management systems 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2020 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/IEC JTC 1, Information 

technology, Subcommittee SC 27, IT Security techniques. 

Domain of the 

Literature Source 
 Information technology - Security techniques 

Nature of the Content 

of the Literature Source 
Requirements  

Short general 

Description of Contents 

Scope: This document specifies requirements and provides guidance for third part bodies providing 

audit and ISMS certification in accordance with ISO/IEC 27001, in addition to the requirements 

contained within ISO/IEC 17021. It is primarily intended to support the accreditation of certification 

bodies providing ISMS certification according to ISO/IEC 27001. 

The requirements contained in this document need to be demonstrated in terms of competence 

and reliability by anybody providing ISMS certification, and the guidance contained in this 

document provides additional interpretation of these requirements for anybody providing ISMS 

certification. 

Purpose: ISO/IEC 27006 supplements ISO/IEC 17021 in providing the requirements by which 

certification organizations are accredited, thus permitting these organizations to provide 

compliance certifications consistently against the requirements set forth in ISO/IEC 27001. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

This International Standard lays out formal requirements for accredited organizations which certify 

other organizations compliant with ISO/IEC 27001 

Any properly-accredited body providing ISO/IEC 27001 compliance certificates must fulfill the 

requirements in ISO/IEC 27006 plus ISO/IEC 17021-1 and ISO 19011 in terms of their competence, 

suitability and reliability 

The standard helps ensure that ISO/IEC 27001 certificates issued by accredited organizations are 

meaningful and trustworthy, and auditors are checked for theyr knowledge of: 

- ISMS monitoring, measurement, analysis, and evaluation, 

- Information security, 

- Management systems, 

- Auditing principles, and 

- Technical knowledge of systems to be audited. 

Interesting chapter, 

sections or annexes for 

further reading 

 The importance of this standard is limited to the necessitiy to identify (if necessary) the correct 

partner for facing certification procedures and the third party body to apply for certification 
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Sheet n. 49. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO/IEC 27009:2020 Information technology — Information security, cybersecurity and 

privacy protection — Sector-specific application of ISO/IEC 27001 — Requirements 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2020 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/IEC JTC 1, Information 

technology, Subcommittee SC 27, IT Security techniques. 

Domain of the Literature 

Source 
 Information technology — Information security, cybersecurity and privacy protection 

Nature of the Content of 

the Literature Source 
Requirements 

Short general Description 

of Contents 

This document specifies the requirements for creating sector-specific standards that extend 

ISO/IEC 27001, and complement or amend ISO/IEC 27002 to support a specific sector (domain, 

application area or market). 

This document explains how to: 

— include requirements in addition to those in ISO/IEC 27001, 

— refine or interpret any of the ISO/IEC 27001 requirements, 

— include controls in addition to those of ISO/IEC 27001:2013, Annex A and ISO/IEC 27002, 

— modify any of the controls of ISO/IEC 27001:2013, Annex A and ISO/IEC 27002, 

— add guidance to or modify the guidance of ISO/IEC 27002. 

This document specifies that additional or refined requirements do not invalidate the 

requirements in ISO/IEC 27001. 

This document is applicable to those involved in producing sector-specific standards 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

 

Interesting chapter, 

sections or annexes for 

further reading 
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Standard family 27000: Standards describing general guidelines 
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Sheet n. 50. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF 

member 
Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature 

Source 

ISO/IEC 27002:2013 Information technology — Security techniques — Code of practice for 

information security controls 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2013 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/IEC JTC 1, Information 

technology, Subcommittee SC 27, IT Security techniques. 

Domain of the 

Literature Source 
Information technology - Security techniques  

Nature of the Content 

of the Literature 

Source 

Code of practice  

Short general 

Description of 

Contents 

Scope: This document provides a list of commonly accepted IS control objectives and best practice 

controls to be used as implementation guidance when selecting and implementing controls for 

achieving information security. 

Purpose: ISO/IEC 27002 provides guidance on the implementation of information security controls. 

Specifically, Clauses 5 to 18 provide specific implementation advice and guidance on best practice in 

support of the controls specified in ISO/IEC 27001:2013, A.5 to A.18. 

Main Lessons 

learned, relevant 

Messages,  

Beneficiaries, 

Recommendations 

The origin of this standard is the BS 7799-1: 1998 (this first part of the standard, which was originally 

published in 1995, contained the best practices for Information Security Management). 

Then became ISO 17799:2000 “Information technology -- Security techniques -- Code of practice for 

information security management”,  

Deming Cycle, in his early version, was introduced in ISO 17799: 2000 

 
that was superseded by ISO 17799:2005, then renumbered in ISO 27002: 2006. 

Topic of 27002 is the implementation of a comprehensive set of controls in ISMS 
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Interesting chapter, 

sections or annexes 

for further reading 

5. Information security policies 

6. Organization of information security 

7. Human resource security 
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Sheet n. 51. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 

ISO/IEC 27003:2017 Information technology — Security techniques — Information security 

management —Guidance 

 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2017 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/IEC JTC 1, Information 

technology, Subcommittee SC 27, IT Security techniques. 

Domain of the Literature 

Source 
Information technology - Security techniques  

Nature of the Content of 

the Literature Source 

Guidelines 

 

Short general Description 

of Contents 

Scope: This document provides explanation and guidance on ISO/IEC 27001:2013. 

Purpose: ISO/IEC 27003 provides a background to the successful implementation of the ISMS in 

accordance with ISO/IEC 27001. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

ISO/IEC 27003, ISO/IEC 27004 and ISO/IEC 27005 form a set of documents supporting and 

providing guidance on ISO/IEC 27001:2013. Among these documents, ISO/IEC 27003 is a basic 

and comprehensive document that provides guidance for all the requirements of ISO/IEC 27001, 

to the implementation of ISMS: 

–Management approval 

–Defining scope 

–Objective 

–Scope 

–Processes 

–Assets 

–Risk assessment 

Interesting chapter, 

sections or annexes for 

further reading 

For convenience, ISO 27003 follows virtually the same structure as ISO 27001, the main sections 

are: 

4 Context of the organization 

5 Leadership 

6 Planning 

7 Support 

8 Operation 

9 Performance evaluation 

10 Improvement 

Annex - Policy framework 
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Sheet n. 52. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature 

Source 

ISO/IEC 27004:2016 Information technology — Security techniques — Information security 

management — Monitoring, measurement, analysis and evaluation  

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2016 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/IEC JTC 1, Information 

technology, Subcommittee SC 27, IT Security techniques. 

Domain of the 

Literature Source 
Information technology - Security techniques  

Nature of the Content 

of the Literature Source 

Guidelines 

 

Short general 

Description of Contents 

Scope: This document provides guidelines intended to assist organizations to evaluate the 

information security performance and the effectiveness of the ISMS in order to fulfil the 

requirements of ISO/IEC 27001:2013, 9.1. It addresses: 

a) the monitoring and measurement of information security performance; 

b) the monitoring and measurement of the effectiveness of an information security management 

system (ISMS) including its processes and controls; 

c) the analyzing and the evaluating of the results of monitoring and measurement. 

Purpose: ISO/IEC 27004 provides a framework allowing an assessment of ISMS effectiveness to be 

measured and evaluated in accordance with ISO/IEC 27001. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

ISO/IEC 27003, ISO/IEC 27004 and ISO/IEC 27005 form a set of documents supporting and providing 

guidance on ISO/IEC 27001:2013. Among these documents. ISO/IEC 27004 focus on monitoring, 

measurement, analysis and evaluation, implementing measurements or measures needed for 

information security management: these are commonly known as “security metrics” in ISMS: 

–Key Performance Indicators 

–Choosing what to measure 

–Collecting data 

Interesting chapter, 

sections or annexes for 

further reading 

5. Rationale - explains the value of measuring stuff e.g. to increase accountability and performance; 

6. Characteristics - what to measure, monitor, analyze and evaluate, when to do it, and who to do 

it; 

7. Types of measures - performance (efficiency) and effectiveness measures; 

8. Processes - how to develop, implement and use metrics 

Annex A is where most of the theoretical measurement model from the 2009 version of the 

standard now languishes. 

Annex B catalogs 35 metrics examples of varying utility and quality, using a typical metrics 

definition form. 

Annex C demonstrates a pseudo-mathematical way to describe a metric, or rather an ‘effectiveness 

measurement construct’ 
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Sheet n. 53. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO/IEC 27005:2018 Information technology — Security techniques — Information security risk 

management  

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2018 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/IEC JTC 1, Information 

technology, Subcommittee SC 27, IT Security techniques. 

Domain of the Literature 

Source 
 Information technology - Security techniques  

Nature of the Content of 

the Literature Source 

Guidelines 

 

Short general Description 

of Contents 

Scope: This document provides guidelines for information security risk management. The 

approach described within this document supports the general concepts specified in ISO/IEC 

27001. 

Purpose: ISO/IEC 27005 provides guidance on implementing a process-oriented risk management 

approach to assist in satisfactorily implementing and fulfilling the information security risk 

management requirements of ISO/IEC 27001. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

ISO/IEC 27003, ISO/IEC 27004 and ISO/IEC 27005 form a set of documents supporting and 

providing guidance on ISO/IEC 27001. Among these documents, ISO/IEC 27005 focus on a detailed 

guidance on information security risk management 

–Risk analysis 

–Risk identification 

–Risk estimation 

–Risk evaluation 

–Risk reduction 

–Risk retention 

–Risk avoidance 

–Risk transfer 

–Risk acceptance 

–Risk Communication 
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Interesting chapter, 

sections or annexes for 

further reading 

5. Information security risk management - describes the iterative (ongoing, ‘whack-a-mole’) process of 

identifying, assessing and treating information [security] risks, comprising both strategic/long-term and 

operational/medium-short-term cycles. 

6. Context establishment - despite the heading, clause 6 largely specifies how to determine various criteria 

relating to information [security] risks e.g. risk acceptance criteria. The organization’s business context for 

information risk and security management is covered in clause 10. 

7. Information security risk assessment process - another lengthy clause lays out the process of 

systematically identifying, analyzing, evaluating and prioritizing information [security] risks. 

8. Information security risk treatment process - describes risk treatment largely in terms of using information 

security controls to mitigate information [security] risks, with brief and biased outlines of the other 

treatment options. The standard tackles the thorny issue of how to use ISO/IEC 27001:2013 Annex A 

describing its use as an incomplete set of possible controls to be checked for relevance to each of the 

information [security] risks that are to be mitigated. 

9. Operation - a short clause mentions that information [security] risks and treatments should be reviewed 

regularly or when changes occur. 

10. Leveraging related ISMS processes - this is basically a re-hash and amplification of ISO/IEC 27001, offering 

implementation advice in a similar style to ISO/IEC 27003. I don’t really know why it is included in ISO/IEC 

27005. 

Annexes - additional information such as a cautious explanation of how to determine risk ‘levels’ combining 

probabilities and impacts of various situations, plus examples of types of threats and vulnerabilities. 
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Sheet n. 54. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti 

Date of Review 2021-July 

Title of Literature Source 
ISO/IEC 27007:2020 Information security, cybersecurity and privacy protection — 

Guidelines for information security management systems auditing 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of Publication  

Year of Publication 2020 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/IEC JTC 1, 

Information technology, Subcommittee SC 27, IT Security techniques. 

Domain of the Literature 

Source Information technology - Security techniques 

Nature of the Content of the 

Literature Source 
Guidelines 

Short general Description of 

Contents 

This document provides guidance for accredited certification bodies, internal auditors, 

external/third party auditors and others auditing ISMSs on conducting ISMS audits, as well 

as guidance on the competence, skills, attributes of information security management system 

auditors, in addition to the guidance contained in ISO 19011, which is applicable to 

management systems in general. 

ISO/IEC 27007 will provide guidance to organizations needing to conduct internal or external 

audits of an ISMS or to manage an ISMS audit programme against the requirements specified 

in ISO/IEC 27001. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

 

Interesting chapter, sections 

or annexes for further reading 
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Sheet n. 55. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO/IEC 27008:2019 Information technology — Security techniques — Guidelines for auditors 

on information security controls 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2019 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/IEC JTC 1, Information 

technology, Subcommittee SC 27, IT Security techniques. 

Domain of the Literature 

Source 
Information technology - Security techniques  

Nature of the Content of 

the Literature Source 
Guidelines  

Short general Description 

of Contents 
  

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 56. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature 

Source 

ISO/IEC 27013:2015 Information technology — Security techniques — Guidance on the 

integrated implementation of ISO/IEC 27001 and ISO/IEC 20000-1 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2015 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/IEC JTC 1, Information 

technology, Subcommittee SC 27, IT Security techniques. 

Domain of the 

Literature Source 
Information technology - Security techniques 

Nature of the Content 

of the Literature Source 
Guidelines 

Short general 

Description of Contents 

Scope: This document provides guidance on the integrated implementation of ISO/IEC 27001 and 

ISO/IEC 20000-1 for organizations that are intending to either: 

a) implement ISO/IEC 27001 when ISO/IEC 20000-1 is already implemented, or vice versa; 

b) implement both ISO/IEC 27001 and ISO/IEC 20000-1 together; 

c) integrate existing management systems based on ISO/IEC 27001 and ISO/IEC 20000-1. 

This document focuses exclusively on the integrated implementation of an information security 

management system (ISMS) as specified in ISO/IEC 27001 and a service management system 

(SMS) as specified in ISO/IEC 20000-1. 

In practice, ISO/IEC 27001 and ISO/IEC 20000-1 can also be integrated with other management 

system standards, such as ISO 9001 and ISO 14001. 

Purpose: To provide organizations with a better understanding of the characteristics, similarities 

and differences of ISO/IEC 27001 and ISO/IEC 20000-1 “Information technology — Service 

management — Part 1: Service management system requirements” to assist in the planning of an 

integrated management system that conforms to both International Standards. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

“There is more to information security than securing IT” 

Beneficiaries of this standard are those entities that provide “Services”, firstly in IT field, that want 

align information security and service management and improvement objectives, coordinating 

multidisciplinary activities, in a more integrated and aligned approach, through a common 

vocabulary and a collective system of processes and supporting documents (policies, procedures 

etc.). 

This standard is under revision 

The 3rd edition is at Final Draft International Standard stage. The title will be “Information security, 

cybersecurity and privacy protection - Guidance on the integrated implementation of ISO/IEC 27001 

and ISO/IEC 20000-1” and It is on track to be published in 2022 

Interesting chapter, 

sections or annexes for 

further reading 

Two annexes compare the 27001 and 20000 standards side-by-side. 
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Sheet n. 57. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO/IEC 27014:2015 Information security, cybersecurity and privacy protection — Governance 

of information security 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2020 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/IEC JTC 1, Information 

technology, Subcommittee SC 27, IT Security techniques. 

Domain of the Literature 

Source 
Information technology - Security techniques  

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

Scope: This document will provide guidance on principles and processes for the governance of 

information security, by which organizations can evaluate, direct and monitor monitor and 

communicate the information security-related processes within the organization. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

Governing bodies, as part of their governance responsibilities, are increasingly required to have 

oversight of information security to ensure the objectives of the organization are achieved. 

The standard describes: 

information security governance objectives (such as “Establish integrated comprehensive entity-

wide information security”, “Make decisions using a risk-based approach” and four more, each 

one explained in a couple of paragraphs) 

governance processes used by the governing body: evaluate, direct, monitor, and communicate. 

Interesting chapter, 

sections or annexes for 

further reading 

7. Governance and management standards - emphasises the governance aspects of ISO/IEC 

27001 and lays out governance objectives in this context; 

8. Entity governance and information security governance - concerns the integration of 

information security governance activities with other governance activities and objectives; 

9. The governing body’s requirements on [of] the ISMS - what the governing body should 

expect/demand of an ISO27k ISMS; 

two simple descriptive appendices. 
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Sheet n. 58. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature 

Source 

ISO/IEC 27016:2014 Information technology — Security techniques — Information security 

management — Organizational economics 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2014 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/IEC JTC 1, Information 

technology, Subcommittee SC 27, IT Security techniques. 

Domain of the 

Literature Source 
Information technology - Security techniques  

Nature of the Content 

of the Literature Source 
Methodology 

Short general 

Description of Contents 

This document provides a methodology allowing organizations to better understand economically 

how to more accurately value their identified information assets, value the potential risks to those 

information assets, appreciate the value that information protection controls deliver to these 

information assets, and determine the optimum level of resources to be applied in securing these 

information assets. 

This document supplements the ISMS family of standards by overlaying an economics perspective 

in the protection of an organization’s information assets in the context of the wider societal 

environment in which an organization operates and providing guidance on how to apply 

organizational economics of information security through the use of models and examples. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

ISO/IEC 27016 provides guidelines on how an organization can make decisions to protect 

information and understand the economic consequences of these decisions in the context of 

competing requirements for resource 

It provides information to enable economic decisions in information security management by top 

management who have responsibility for information security decisions 

Interesting chapter, 

sections or annexes for 

further reading 

 

  



 

 

ROAD INFRASTRUCTURE AND TRANSPORT SECURITY - LITERATURE REVIEW 

 

2022R07EN 

122 

 

Sheet n. 59. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO/IEC 27021:2017 Information technology — Security techniques — Competence 

requirements for information security management systems professionals 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of Publication  

Year of Publication 2017 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/IEC JTC 1, Information 

technology, Subcommittee SC 27, IT Security techniques. 

Domain of the Literature 

Source 
Information technology - Security techniques  

Nature of the Content of the 

Literature Source 
Requirements  

Short general Description of 

Contents 

Scope: This document specifies the requirements of competence for ISMS professionals 

leading or involved in establishing, implementing, maintaining and continually improving one 

or more information security management system processes that conforms to ISO/IEC 

27001:2013. 

Purpose: This document is intended for use by: 

a) individuals who would like to demonstrate their competence as information security 

management system (ISMS) professionals, or who wish to understand and accomplish the 

competence required for working in this area, as well as wishing to broaden their knowledge, 

b) organizations seeking potential ISMS professional candidates to define the competence 

required for positions in ISMS related roles, 

c) bodies to develop certification for ISMS professionals which need a body of knowledge (BOK) 

for examination sources, and 

d) organizations for education and training, such as universities and vocational institutions, to 

align their syllabuses and courses to the competence requirements for ISMS professionals. 

 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

Various training and certification organizations offer ISO27k-related courses and 

qualifications such as the ISO/IEC 27001 Lead Auditor and Lead Implementer designations. 

Prior to the release of this standard, they made up their own curricula and assessment criteria 

with no guidance from ISO/IEC except the other ISO27k standards. 

ISO/IEC 27021 provides a degree of commonality and comparability between the various 

qualifications, giving recruiters and employers greater confidence in the quality, competence 

and suitability of qualified candidates and employees for ISMS roles. 

Interesting chapter, sections 

or annexes for further 

reading 
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Standard family 27000: Standards describing sector-specific guidelines 

Sheet n. 60. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO/IEC 27010:2015 Information technology — Security techniques — Information security 

management for inter-sector and inter-organizational communications 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2015 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/IEC JTC 1, Information 

technology, Subcommittee SC 27, IT Security techniques. 

Domain of the Literature 

Source 
Information technology - Security techniques  

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

Scope: This document provides guidelines in addition to guidance given in the ISO/IEC 27000 

family of standards for implementing information security management within information 

sharing communities. 

This document provides controls and guidance specifically relating to initiating, implementing, 

maintaining, and improving information security in inter-organizational and inter-sector 

communications. 

Purpose: This document is applicable to all forms of exchange and sharing of sensitive 

information, both public and private, nationally and internationally, within the same industry or 

market sector or between sectors. In particular, it can be applicable to information exchanges and 

sharing relating to the provision, maintenance and protection of an organization’s or state’s 

critical infrastructure. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

The standard provides guidance on methods, models, processes, policies, controls, protocols and 

other mechanisms for the sharing of information securely with trusted counterparties on the 

understanding that important information security principles will be respected 

It provides guidance in relation to sharing information about information risks, security controls, 

issues and/or incidents that span the boundaries between industry sectors and/or nations, 

particularly those affecting “critical infrastructure” 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 61. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO/IEC 27011:2016 Information technology — Security techniques — Code of practice for 

information security controls based on ISO/IEC 27002 for telecommunications organizations 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of Publication  

Year of Publication 2016 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/IEC JTC 1, Information 

technology, Subcommittee SC 27, IT Security techniques. 

Domain of the Literature 

Source 
 Information technology - Security techniques  

Nature of the Content of the 

Literature Source 
Code of practice  

Short general Description of 

Contents 

Scope: This document provides guidelines supporting the implementation of information 

security controls in telecommunications organizations. 

Purpose: ISO/IEC 27011 allows telecommunications organizations to meet baseline 

information security management requirements of confidentiality, integrity, availability and 

any other relevant security property. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

The standard is being revised and restructured to align with the forthcoming 2022 edition of 

ISO/IEC 27002. The revision project is at 1st Committee Draft stage with a new title 

“Information security, cybersecurity and privacy protection - Information security controls 

based on ISO/IEC 27002 for telecommunications organizations” 

Interesting chapter, sections 

or annexes for further 

reading 
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Sheet n. 62. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO/IEC 27017:2015 Information technology — Security techniques — Code of practice for 

information security controls based on ISO/IEC 27002 for cloud services 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2015 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/IEC JTC 1, Information 

technology, Subcommittee SC 27, IT Security techniques. 

Domain of the Literature 

Source 
Information technology - Security techniques  

Nature of the Content of 

the Literature Source 
Code of practice 

Short general Description 

of Contents 

Scope: ISO/IEC 27017 gives guidelines for information security controls applicable to the 

provision and use of cloud services by providing: 

— additional implementation guidance for relevant controls specified in ISO/IEC 27002; 

— additional controls with implementation guidance that specifically relate to cloud services. 

Purpose: This document provides controls and implementation guidance for both cloud service 

providers and cloud service customers. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

The standard advises both cloud service customers and cloud service providers, with the primary 

guidance laid out side-by-side in each section 

SC 27 decided not to progress a separate cloud information security management system 

specification standard, judging that ISO/IEC 27001 is sufficient. Therefore, there are no plans to 

certify the security of cloud service providers specifically. They can however be certified 

compliant with ISO/IEC 27001, like any other organization. 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 63. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO/IEC 27018:2019 Information technology — Security techniques — Code of practice for 

protection of personally identifiable information (PII) in public clouds acting as PII processors 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2019 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/IEC JTC 1, Information 

technology, Subcommittee SC 27, IT Security techniques. 

Domain of the Literature 

Source 
Information technology - Security techniques  

Nature of the Content of 

the Literature Source 
Code of practice 

Short general Description 

of Contents 

This document establishes commonly accepted control objectives, controls and guidelines for 

implementing measures to protect personally identifiable information (PII) in accordance with the 

privacy principles in ISO/IEC 29100 for the public cloud computing environment. 

 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

This document is applicable to organizations, including public and private companies, 

government entities and not-for-profit organizations, which provide information processing 

services as PII processors via cloud computing under contract to other organizations. The 

guidelines in this document can also be relevant to organizations acting as PII controllers. 

However, it is possible that PII controllers be subject to additional PII protection legislation, 

regulations and obligations, not applying to PII processors, and these are not covered in this 

document. 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 64. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO/IEC 270019:2017 Information technology — Security techniques — Information security 

controls for the energy utility industry 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2017 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/IEC JTC 1, Information 

technology, Subcommittee SC 27, IT Security techniques. 

Domain of the Literature 

Source 
Information technology - Security techniques  

Nature of the Content of 

the Literature Source 
Guidance 

Short general Description 

of Contents 

This document provides guidance based on ISO/IEC 27002:2013 applied to process control 

systems used by the energy utility industry for controlling and monitoring the production or 

generation, transmission, storage and distribution of electric power, gas, oil and heat, and for the 

control of associated supporting processes. This includes: 

— central and distributed process control, monitoring and automation technology; 

— digital controllers and automation components such as control and field devices or 

programmable logic controllers, including digital sensor and actuator elements; 

— all further supporting information systems used in the process control domain; 

— communication technology used in the process control domain; 

— advanced metering infrastructure components; 

— measurement devices; 

— digital protection and safety systems; 

— energy management systems; 

— distributed components of smart grid environments; 

— all software, firmware and applications installed on above-mentioned systems; 

— any premises housing the above-mentioned equipment and systems; 

— remote maintenance systems for above-mentioned systems. 

This document also includes a requirement to adapt the risk assessment and treatment processes 

described in ISO/IEC 27001 to the energy utility industry sector – specific guidance provided in 

this document. 

In addition to the security objectives and measures that are set forth in ISO/IEC 27002, this 

document provides guidelines for systems used by energy utilities and energy suppliers for energy 

management (to control generation, transmission, storage and distribution of electric power) and 

for the control of associated supporting processes. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 65. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO/IEC 27799:2016 Health informatics — Information security management in health using 

ISO/IEC 27002 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2016 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Health informatics - Information security management in health using ISO/IEC 27002 

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This document gives guidelines for organizational information security standards and information 

security management practices including the selection, implementation and management of 

controls taking into consideration the organization’s information security risk environment(s). 

This document provides implementation guidance for the controls described in ISO/IEC 27002 

and supplements them where necessary, so that they can be effectively used for managing health 

information security. 

It provides health organizations with an adaptation of the ISO/IEC 27002 guidelines unique to 

their industry sector which are add provided towards fulfilling the 

requirements of ISO/IEC 27001:2013, Annex A. 
Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

 

 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 66. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source ISO 28000:2007: “Specification for security management systems for the supply chain” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2007 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/TC 292, Security and resilience 

Domain of the Literature 

Source 
Security management systems - Supply chain and any organization 

Nature of the Content of 

the Literature Source 
Requirements 

Short general Description 

of Contents 

This fundamental International Standard specifies the requirements for a security management 

system (SMS), including those aspects critical to security assurance of the supply chain.   

It is applicable to organizations that wishes to: 

a) establish, implement, maintain and improve a SMS; 

b) assure conformance with stated security management policy; 

c) demonstrate such conformance to others; 

d) seek certification/registration of its SMA;  

e) make a self-determination and self-declaration. 

It has been developed in response to demand from industry for a security management standard, 

therefore its content has a very wide applicability. It is a high-level management standard that 

enables an organization to establish a SMS. It requires the organization to assess the security 

environment in which it operates and to determine if adequate security measures are in place 

and if other regulatory requirements already exist with which the organization complies. The 

organization should implement mechanisms and processes to meet these security needs, based 

on the methodology known as Plan-Do-Check-Act (PDCA).  

It is based on the ISO format adopted by ISO 14001:2004 because of its risk based approach to 

management systems. However, organizations that have adopted a process approach to 

management systems (e.g. ISO 9001:2000) may be able to use their existing management system 

as a foundation for a SMS as prescribed in this International Standard 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

ISO/PAS 28000:2005, now withdrawn, was prepared by Technical Committee ISO/TC 8, Ships and 

marine technology. 

PAS means Publicly Available Specification, it closely resembles a standard, but is developed 

through a financial sponsor in an accelerated process. 

In 2007 was edited ISO 28000, in 2015 ISO/TC 292 Security and resilience took over the 

responsibility of the standard and decided later in 2019 to initiate a revision of the standard 

ISO/TC 292 has established a Working Group on Supply chain security (WG 8), who will review 

and update the standard. ISO 28000 will be restructured to align it with other management 

system standards of ISO in accordance with Annex SL to support the integration of an 

organization's security management system with its other management systems (e.g. quality 

management, energy management, environmental management, information security 

management, and business continuity management). 
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Interesting chapter, 

sections or annexes for 

further reading 

It is not planned to delete any of the requirements in the existing standard, nor is it planned to 

add new requirements 
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Sheet n. 67. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 

ISO 28001:2007: “Specification for security management systems for the supply chain — Best 

practices for implementing supply chain security, assessments and plans — Requirements and 

guidance” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2007 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/TC 292, Security and resilience 

Domain of the Literature 

Source 
Security management systems - Supply chain  

Nature of the Content of 

the Literature Source 
Requirements 

Short general Description 

of Contents 

This document provides requirements and guidance for organizations in international supply 

chains to: 

- develop and implement supply chain security processes; 

- establish and document a minimum level of security within a supply chain(s) or a segment of 

it/them; 

- assist in meeting the applicable authorized economic operator criteria. 

Security incidents against international supply chains are threats to international trade and the 

economic growth of trading nations. People, goods, infrastructure and equipment — including 

means of transport — need to be protected against security incidents and their potentially 

devastating effects.  

It will help an organization to establish adequate levels of security within those part(s) of an 

international supply chain (multimodal) which it controls. It is also a basis for determining or 

validating the level of existing security within such organizations’ supply chain(s) by internal or 

external auditors or by those government agencies that choose to use compliance with this 

International Standard as the baseline for acceptance into their supply chain security 

programmes. 

An organization using this International Standard will identify the threats posed and identify how 

vulnerable the supply chain is to each security threat scenario. If vulnerability is high, the 

organization will develop additional procedures or operational changes (countermeasures) to 

lower likelihood, consequence or both. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

Users of ISO 28001:2007 will: 

 define the portion of an international supply chain within which they have established 

security; 

 conduct security assessments on that portion of the supply chain and develop adequate 

countermeasures; 

 develop and implement a supply chain security plan; 

 train security personnel in their security related duties. 

Customers, business partners, government agencies and others might request organizations 

which claim compliance with this International Standard to undergo an audit or a validation 

to confirm such compliance. Government agencies might find it mutually agreeable to accept 

validations conducted by other governments’ agencies. 
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Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 68. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 28002:2011: “Security management systems for the supply chain — Development of 

resilience in the supply chain — Requirements with guidance for use” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2011 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/TC 292, Security and resilience 

Domain of the Literature 

Source 
Security management - systems Supply chain  

Nature of the Content of 

the Literature Source 
Requirements 

Short general Description 

of Contents 

This document specifies requirements for a resilience Management System in the supply chain to 

enable an organization to develop and implement policies, objectives, and programs, taking into 

account legal, regulatory and other requirements to which the organization subscribes; 

information about significant risks, hazards and threats that may have consequences to the 

organization, its stakeholders, and on its supply chain; protection of its assets and processes; and 

management of disruptive incidents. 
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Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

Based on the ANSI/ASIS Organizational Resilience Standard (ANSI/ASIS.SPC.1), the ISO 28002 

provides a basis for an organization to evaluate both its organizational and supply chain risks and 

to develop a comprehensive strategy to manage the risks that may disrupt its operations. 

The ISO 28000 series of standards seamlessly integrate with the ISO 31000 risk management 

standard, thereby allowing organizations to develop a cost effective holistic approach to 

managing risk. 

ANSI/ASIS Organizational Resilience: Security, Preparedness and Continuity Management 

Systems (SPC.1) with ANSI/ASIS/BSI Business Continuity Management Standard (BCM.1) are now 

replaced by ASIS ORM.1-2017 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 69. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 28003:2007: “Security management systems for the supply chain — Requirements for 

bodies providing audit and certification of supply chain security management systems” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2007 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/TC 292, Security and resilience 

Domain of the Literature 

Source 
Security management systems - Supply chain  

Nature of the Content of 

the Literature Source 
Principles and requirements 

Short general Description 

of Contents 

This document contains principles and requirements for bodies providing the audit and 

certification of supply chain security management systems according to management system 

specifications and standards such as ISO 28000. 

It defines the minimum requirements of a certification body and its associated auditors, 

recognizing the unique need for confidentiality when auditing and certifying/registering a client 

organization. 

Requirements for supply chain security management systems can originate from a number of 

sources, and this standard has been developed to assist in the certification of supply chain 

security management systems that fulfil the requirements of ISO 28000 and his family.  

Certification of supply chain security management systems of an organization is one means of 

providing assurance that the organization has implemented a system for supply chain security 

management in line with its policy. 

Certification of a supply chain security management system provides independent verification 

that the supply chain security management system of the organization 

a) conforms to specified requirements; 

b) is capable of consistently achieving its stated policy and objectives; 

c) is effectively implemented. 

It is for the organization being certified to develop its own supply chain security management 

systems and the certification bodies have to take into account the different culture and practices 

of their clients. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

 This document provides guidance for accredited certification bodies, internal auditors, 

external/third party auditors and others auditing SCMSs on conducting SCMS audits, as well as 

guidance on the competence, skills, attributes of information security management system 

auditors, in addition to the guidance contained in ISO 19011, which is applicable to management 

systems in general. 

ISO/IEC 28003 will provide guidance to organizations needing to conduct internal or external 

audits of an SCMS or to manage an CMS audit programme against the requirements specified in 

ISO/IEC 28001. 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 70. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 28004-1:2007: “Security management systems for the supply chain — Guidelines for the 

implementation of ISO 28000 — Part 1: General principles” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2007 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Technical Committee ISO/TC 8, Ships and marine technology 

Domain of the Literature 

Source 
Security management systems - Supply chain  

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This document provides generic advice on the application of ISO 28000:2007. 

It explains the underlying principles of ISO 28000 and describes the intent, typical inputs, 

processes and typical outputs for each requirement of ISO 28000. This is to aid the understanding 

and implementation of ISO 28000. 

It does not create additional requirements to those specified in ISO 28000, nor does it prescribe 

mandatory approaches to the implementation of ISO 28000. 

This International Standard includes a box at the beginning of each clause/subclause, which gives 

the complete requirements from ISO 28000; this is followed by relevant guidance. The clause 

numbering of this International Standard is aligned with that of ISO 28000. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 

  

  



 

 

ROAD INFRASTRUCTURE AND TRANSPORT SECURITY - LITERATURE REVIEW 

 

2022R07EN 

138 

 

Sheet n. 71. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 

ISO 28004-2:2014: “Security management systems for the supply chain — Guidelines for the 

implementation of ISO 28000 — Part 2: Guidelines for adopting ISO 28000 for use in medium 

and small seaport operations” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2014 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Technical Committee ISO/TC 8, Ships and marine technology 

Domain of the Literature 

Source 
Security management systems - Supply chain  

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This document identifies supply chain risk and threat scenarios, procedures for conducting 

risks/threat assessments, and evaluation criteria for measuring conformance and effectiveness 

of the documented security plans in accordance with ISO 28000 and the ISO 28004 series 

implementation guidelines. An output of this effort will be a level of confidence rating system 

based on the quality of the security management plans and procedures implemented by the 

seaport to safeguard the security and ensure continuity of operations of the supply chain cargo 

being processed by the seaport. The rating system will be used as a means of identifying a 

measurable level of confidence (on a scale of 1 to 5) that the seaport security operations are in 

conformance with ISO 28000 for protecting the integrity of the supply chain. 

This part of ISO 28004 is designed to provide guidance and amplifying information for medium 

and small seaports desiring to adopt ISO 28000.  

There are several established and pending related ISO technical standards that when coupled 

with this part of ISO 28004, provide additional guidance and instructions for the seaport 

operators for establishing their security management plans and evaluating the capability of those 

plans to protect the integrity of the supply chain cargo while under their direct control. These 

international standards: ISO 20858, ISO 28001, ISO 28002, ISO 28003, including the ISO 28004 

series are referenced in this part of ISO 28004 and in order to provide specific guidance steps to 

operators. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 72. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 

ISO 28004-3:2012: “Security management systems for the supply chain — Guidelines for the 

implementation of ISO 28000 — Part 3: Additional specific guidance for adopting ISO 28000 for 

use by medium and small businesses (other than marine ports)” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2012 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/TC 292, Security and resilience 

Domain of the Literature 

Source 
Security management systems - Supply chain  

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This document has been developed to supplement ISO 28004-1 by providing additional guidance 

to medium and small businesses (other than marine ports) that wish to adopt ISO 28000. This 

additional guidance amplifies the general guidance provided in the main body of ISO 28004-1. 

The guidance currently contained in ISO 28004 is designed to assist organizations adopting ISO 

28000. Because the types of organizations that can use ISO 28000 are vast, the guidance provided 

in ISO 28004 is general in nature. As a result, some smaller organizations have had difficulty in 

defining the scope of measures needed to address each of the requirements established in ISO 

28000. Therefore, the purpose of this part of ISO 28004 is to provide guidance and amplifying 

information that can be used by medium and small businesses (other than marine ports) to assist 

them in defining the scope of validation and verification measures needed to comply with the 

security provisions specified in ISO 28000 and ISO 28004. 

The information contained in this part of ISO 28004 provides guidance and criteria for evaluating 

the quality of medium and small businesses (other than marine ports) security management plans 

developed in accordance with ISO 28000 to protect the integrity of the supply chain. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 73. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 

ISO 28004-4:2014: “Security management systems for the supply chain — Guidelines for the 

implementation of ISO 28000 — Part 4: Additional specific guidance on implementing ISO 28000 

if compliance with ISO 28001 is a management objective” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2014 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/TC 292, Security and resilience 

Domain of the Literature 

Source 
Security management systems - Supply chain  

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This document provides additional guidance for organizations adopting ISO 28000 that also wish 

to incorporate the Best Practices identified in ISO 28001 as a management objective on their 

international supply chains. The Best Practices in ISO 28001 both help organizations establish and 

document levels of security within an international supply chain. 

It is not designed as a standalone document. The main body of ISO 28004-1 provides significant 

guidance pertaining to required inputs, processes, outputs and other elements required by ISO 

28000. ISO 28004-4:2014 provides additional specific guidance on implementing ISO 28000 if 

compliance with ISO 28001 is a management objective. 

This part of ISO 28004 has been developed to supplement ISO 28004-1. This part of ISO 28004 

helps to meet the Authorized Economic Operator security criteria. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 74. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 28005-1:2013: “Security management systems for the supply chain — Electronic port 

clearance (EPC) — Part 1: Message structures” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2013 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/TC 292, Security and resilience 

Domain of the Literature 

Source 
Security management systems - Electronic port clearance (EPC) 

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This part of ISO 28005 specifies necessary guidance information related to electronic port 

clearance (EPC), such as message transmission requirements, business scenarios, message 

structures and software requirements. Within the context of this part of ISO 28005, EPC incudes 

the activities that a user, such as a ship's master, a shipping agency or a ship owner undertakes 

to submit electronic data to appropriate organizations that approve or reject the clearance for 

the ship to enter or leave port. 

The document contains technical specifications that facilitate an efficient exchange of electronic 

information between ships and shore for coastal transit or port calls. It is intended to cover the 

exchange of safety and security information required under the IMO Convention on Facilitation 

of International Maritime Traffic (FAL) and other international specifications.  

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

 Parties with economic interests related to the ship, cargo, passengers or crew, such as land 

transporters, receiving parties, insurers, financial entities can find value in configuring their data 

reception capability to receive information formatted in accordance with this part of ISO 28005. 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 75. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO 28005-2:2021: “Ships and marine technology — Electronic port clearance (EPC) — Part 2: 

Core data elements” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2021 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard prepared by Joint Technical Committee ISO/TC 292, Security and resilience 

Domain of the Literature 

Source 
Ship and marine technology - Electronic port clearance (EPC) 

Nature of the Content of 

the Literature Source 
Technical specifications 

Short general Description 

of Contents 

This document provides technical specifications to facilitate an efficient exchange of electronic 

information between ships and shore, for coastal transit or port calls. It specifies requirements 

for the safety, security and efficiency enhancement of information, related mainly to the 

relationships between the ship and the port and coastal state authorities. 

This document provides the definition of core data elements for use in electronic port clearance 

(EPC) messages. It is a general data dictionary for safety, security or operation-related maritime 

information. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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ISO 31000 Family Published standards 

Sheet n. 76. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source ISO 31000: 2018 “Risk management – Guidelines” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2018 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
 Risk management 

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This document provides guidelines on managing risk faced by organizations. The application of 

these guidelines can be customized to any organization and its context. 

It provides a common approach to managing any type of risk and is not industry or sector specific.  

This International Standard can be used throughout the life of the organization and can be applied 

to any activity, including decision-making at all levels. 

Managing risk is iterative and assists organizations in setting strategy, achieving objectives and 

making informed decisions. 

Managing risk is part of governance and leadership, and is fundamental to how the organization 

is managed at all levels. It contributes to the improvement of management systems. It is also part 

of all activities associated with an organization and includes interaction with stakeholders. It 

considers the external and internal context of the organization, including human behaviour and 

cultural factors, and it is based on the principles, framework and process outlined in this 

document. These components might already exist in full or in part within the organization, 

however, they might need to be adapted or improved so that managing risk is efficient, effective 

and consistent. 

ISO 31000 is international best practice regarding risk management, which is widely accepted, 

generic and open to manage any type of risk.  

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

 Organizations of all types and sizes face external and internal factors and influences that make it 

uncertain whether they will achieve their objectives. This document is for use by people who 

create and protect value in organizations by managing risks, making decisions, setting and 

achieving objectives and improving performance. 

Interesting chapter, 

sections or annexes for 

further reading 

  

  



 

 

ROAD INFRASTRUCTURE AND TRANSPORT SECURITY - LITERATURE REVIEW 

 

2022R07EN 

144 

 

Sheet n. 77. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source ISO/TR 31004:2013: “Risk management — Guidance for the implementation of ISO 31000” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2013 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
 Risk management 

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This document provides guidance for organizations on managing risk effectively by implementing 

ISO 31000:2009. It provides: 

− a structured approach for organizations to transition their risk management arrangements in 

order to be consistent with ISO 31000, in a manner tailored to the characteristics of the 

organization; 

− an explanation of the underlying concepts of ISO 31000; 

− guidance on aspects of the principles and risk management framework that are described in ISO 

31000. 

This Technical Report is intended to assist organizations to enhance the effectiveness of their risk 

management efforts by aligning them with ISO 31000:2009.  

The core concepts and definitions that are central to understanding ISO 31000 are explained in 

Annex A.  

Clause 3 provides a generic methodology to help organizations transition existing risk 

management arrangements to align with ISO 31000, in a planned and structured way. It also 

provides for dynamic adjustment as changes occur in the internal and external environment of 

the organization. 

Additional annexes provide advice, examples and explanation regarding the implementation of 

selected aspects of ISO 31000, in order to assist readers according to their individual expertise 

and needs. 

This Technical Report provides some examples applicable to particular situations or organizations. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

 This Technical Report is intended to be used by those within organizations who make decisions 

that impact on achieving its objectives, including those responsible for governance and those who 

provide organizations with risk management advice and support services. This Technical Report 

is also intended to be used by anyone interested in risk and its management, including teachers, 

students, legislators and regulators. 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 78. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source IEC 31010:2019: “Risk management — Risk assessment techniques” 

Author(s)  

Reference or ISBN  

Publisher IEC 

City/Country of 

Publication 
 

Year of Publication 2019 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
 Risk management 

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This document is published as a double logo standard with ISO and provides guidance on the 

selection and application of techniques for assessing risk in a wide range of situations. The 

techniques are used to assist in making decisions where there is uncertainty, to provide 

information about particular risks and as part of a process for managing risk. The document 

provides summaries of a range of techniques, with references to other documents where the 

techniques are described in more detail. This second edition cancels and replaces the first edition 

published in 2009. This edition constitutes a technical revision. This edition includes the following 

significant technical changes with respect to the previous edition: • more detail is given on the 

process of planning, implementing, verifying and validating the use of the techniques; • the 

number and range of application of the techniques has been increased. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 79. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source ISO 31022:2020: “Risk management — Guidelines for the management of legal risk” 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2020 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard  

Domain of the Literature 

Source 
Risk management - Management of legal risk 

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This document gives guidelines for managing the specific challenges of legal risk faced by 

organizations, as a complementary document to ISO 31000.  

Organizations operate in a complex environment with a variety of legal risks. Not only are 

organizations required to comply with the laws of all the countries within which they operate, 

legal and regulatory requirements can vary between different countries, strengthening the need 

for organizations to understand and have confidence in their processes. Organizations face 

considerable uncertainty when making decisions and taking actions that can have significant legal 

consequences. 

This document provides guidance on activities that support organizations to manage legal risk 

efficiently and cost effectively to meet the expectations of a wide range of stakeholders. 

This document is aligned with ISO 31000 and provides more specific guidelines applicable to the 

management of legal risk. The purpose of this document is to develop an improved understanding 

of the management of legal risk faced by an organization applying the principles of ISO 31000.  

Legal risk within this document is broadly defined and is not limited to, for example, risk related 

to compliance or contractual matters. 

This document also aligns with compliance activities and provides the assurance needed to meet 

the obligations and objectives of the organization. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

Organizations using this document will benefit from improved commercial and operational 

results, such as an enhanced reputation, better staff retention, improved stakeholder 

relationships and greater synergies between resources and capabilities. 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 80. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
ISO/Guide 73: 2009 “Risk management – Vocabulary” 

 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2009 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard - Guide 

Domain of the Literature 

Source 
 Risk management  

Nature of the Content of 

the Literature Source 
Vocabulary 

Short general Description 

of Contents 

This document ISO Guide 73:2009 provides the definitions of generic terms related to risk 

management. 

For principles and guidelines on risk management, reference is made to ISO 31000:2009. 

This Guide provides basic vocabulary to develop common understanding on risk management 

concepts and terms among organizations and functions, and across different applications and 

types. 

In addition to managing threats to the achievement of their objectives, organizations are 

increasingly applying risk management processes and developing an integrated approach to risk 

management in order to improve the management of potential opportunities. The terms are 

arranged in the following order: 

— terms relating to risk; 

— terms relating to risk management; 

— terms relating to the risk management process; 

— terms relating to communication and consultation; 

— terms relating to the context; 

— term relating to risk assessment; 

— terms relating to risk identification; 

— terms relating to risk analysis; 

— terms relating to risk evaluation; 

— terms relating to risk treatment; 

— terms relating to monitoring and measurement. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

 This document is intended to be used by: 

− those engaged in managing risks, 

− those who are involved in activities of ISO and IEC, and 

− developers of national or sector-specific standards, guides, procedures and codes of practice 

relating to the management of risk. 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 81. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Berthold Best; Saverio Palchetti  

Date of Review 2021-June 

Title of Literature Source 
ISO 39001 Road traffic safety (RTS) management systems — Requirements with guidance for 

use 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2012 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Road traffic safety (RTS) management systems  

Nature of the Content of 

the Literature Source 

Requirements 

 

Short general Description 

of Contents 

This document specifies requirements for a road traffic safety (RTS) management system to 

enable an organization that interacts with the road traffic system to reduce death and serious 

injuries related to road traffic crashes which it can influence. The requirements in ISO 39001:2012 

include development and implementation of an appropriate RTS policy, development of RTS 

objectives and action plans, which take into account legal and other requirements to which the 

organization subscribes, and information about elements and criteria related to RTS that the 

organization identifies as those which it can control and those which it can influence. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 82. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Saverio PALCHETTI 

Date of Review 2021 December 

Title of Literature Source 
ISO /CD 39003 - Guidance on the principles governing the decision-making processes with 

regards to road traffic safety of autonomous vehicles 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2022 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Road traffic safety of autonomous vehicles 

Nature of the Content of 

the Literature Source 
Guidance 

Short general Description 

of Contents 

This draft guidance is based on relevant documents such as: ISO 39001 on road traffic 

management systems, ISO 26000 Guidance on social responsibility, ISO/TR 4804 Road vehicles - 

Safety and cybersecurity for automated driving Systems. It gives guidance on the principles 

governing the decision-making processes including safety ethical considerations with regards to 

road traffic safety of autonomous vehicles. This document is applicable to Level 5 autonomous 

vehicles, as defined by the international Society of Automotive Engineers (SAE J3016) in 2014.  

This document does not apply to the technical method used to control the decision-making 

process, nor does it give any guidance on the desired outcomes of those decisions; it gives 

guidance on ethical aspects for consideration in the design of decision-making process.  

This standard is not a Management System or Technical Standard, and it does not set 

requirements for the outcomes of ethical decisions, nor does it offer guidance on methodology. 

It only details aspects of the behaviour of autonomous vehicles that require considerations to be 

made by the designer/manufacturer to ensure that key aspects are not overlooked or 

disregarded.  

This standard does not offer the technical precision to prescribe the required controls but would, 

rather, offer a set of “protocol guidelines” that a vehicle manufacturer might choose to self-certify 

against to assure that the desired necessary ethical considerations were addressed during design 

and effectively controlled.  

In the AV ethics framework Security is considered one of the values of the driving rules. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

An important remark is that autonomous vehicles are unlikely to gain widespread acceptance 

until the travelling public feels assured of their safety and security, not only of passengers but 

also other vehicles and pedestrians. 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 83. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Saverio PALCHETTI 

Date of Review 2021 December 

Title of Literature Source 
ISO/TR 4804:2020 - Road vehicles - Safety and cybersecurity for automated driving Systems - 

Design, verification and validation 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2020 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Road traffic safety of autonomous vehicles 

Nature of the Content of 

the Literature Source 
Report 

Short general Description 

of Contents 

This document describes steps for developing and validating automated driving systems based 

on basic safety principles derived from worldwide applicable publications. It considers safety and 

cybersecurity-by-design, as well as verification and validation methods for automated driving 

systems focused on vehicles with level 3 and level 4 features according to SAE J3016:2018. In 

addition, it outlines cybersecurity considerations intersecting with objectives for safety of 

automated driving systems. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 84. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Saverio PALCHETTI 

Date of Review 2021-December 

Title of Literature Source 
ISO 45001 - Occupational health and safety management systems — Requirements with 

guidance for use 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2018 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Occupational health and safety 

Nature of the Content of 

the Literature Source 
Guidelines  

Short general Description 

of Contents 

An organization is responsible for the occupational health and safety of workers and others who 

can be affected by its activities. This responsibility includes promoting and protecting their 

physical and mental health. 

The adoption of an OH&S management system is intended to enable an organization to provide 

safe and healthy workplaces, prevent work-related injury and ill health, and continually improve 

its OH&S performance. 

0.2 Aim of an OH&S management system 

The purpose of an OH&S management system is to provide a framework for managing OH&S risks 

and opportunities. The aim and intended outcomes of the OH&S management system are to 

prevent work-related injury and ill health to workers and to provide safe and healthy workplaces; 

consequently, it is critically important for the organization to eliminate hazards and minimize 

OH&S risks by taking effective preventive and protective measures. 

When these measures are applied by the organization through its OH&S management system, 

they improve its OH&S performance. An OH&S management system can be more effective and 

efficient when taking early action to address opportunities for improvement of OH&S 

performance. 

Implementing an OH&S management system conforming to this document enables an 

organization to manage its OH&S risks and improve its OH&S performance. An OH&S 

management system can assist an organization to fulfil its legal requirements and other 

requirements. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 85. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Saverio PALCHETTI 

Date of Review 2021-December 

Title of Literature Source 
ISO 45003 - Requirements and guidance on planning, implementing, reviewing, evaluating and 

improving an OH&S management system. 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2021 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard 

Domain of the Literature 

Source 
Occupational health and safety 

Nature of the Content of 

the Literature Source 
Guidelines  

Short general Description 

of Contents 

An organization is responsible for the occupational health and safety of workers and others who 

can be affected by its activities. This responsibility includes promoting and protecting their 

physical and mental health. 

The adoption of an OH&S management system is intended to enable an organization to provide 

safe and healthy workplaces, prevent work-related injury and ill health, and continually improve 

its OH&S performance. 

0.2 Aim of an OH&S management system 

The purpose of an OH&S management system is to provide a framework for managing OH&S risks 

and opportunities. The aim and intended outcomes of the OH&S management system are to 

prevent work-related injury and ill health to workers and to provide safe and healthy workplaces; 

consequently, it is critically important for the organization to eliminate hazards and minimize 

OH&S risks by taking effective preventive and protective measures. 

When these measures are applied by the organization through its OH&S management system, 

they improve its OH&S performance. An OH&S management system can be more effective and 

efficient when taking early action to address opportunities for improvement of OH&S 

performance. 

Implementing an OH&S management system conforming to this document enables an 

organization to manage its OH&S risks and improve its OH&S performance. An OH&S 

management system can assist an organization to fulfil its legal requirements and other 

requirements. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

It is applicable to organizations of all sizes and in all sectors, for the development, 

implementation, maintenance and continual improvement of healthy and safe workplaces. 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 86. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Saverio PALCHETTI 

Date of Review 2021-December 

Title of Literature Source 
ISO:PAS 45005 - Occupational health and safety management — General guidelines for safe 

working during the COVID-19 pandemic 

Author(s)  

Reference or ISBN  

Publisher ISO 

City/Country of 

Publication 
 

Year of Publication 2021 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

Standardization document 

Domain of the Literature 

Source 
Occupational health and safety 

Nature of the Content of 

the Literature Source 
Guidelines  

Short general Description 

of Contents 

This document gives guidelines for organizations on how to manage the risks arising from COVID-

19 to protect work-related health, safety and well-being. 

This document is applicable to organizations of all sizes and sectors, including those that: 

a) have been operating throughout the pandemic; 

b) are resuming or planning to resume operations following full or partial closure; 

c) are re-occupying workplaces that have been fully or partially closed; 

d) are new and planning to operate for the first time. 

It also provides guidance relating to the protection of workers of all types (e.g. workers employed 

by the organization, workers of external providers, contractors, self-employed individuals, agency 

workers, older workers, workers with a disability and first responders), and other relevant 

interested parties (e.g. visitors to a workplace, including members of the public).  

This document is not intended to provide guidance on how to implement specific infection control 

protocols in clinical, healthcare and other settings. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

 

Interesting chapter, 

sections or annexes for 

further reading 
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IWA 14 Family Published standards 

Sheet n. 87. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source IWA 31:2020: “Risk management — Guidelines on using ISO 31000 in management systems” 

Author(s)  

Reference or ISBN  

Publisher IWA 

City/Country of 

Publication 
 

Year of Publication 2020 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard  

Domain of the Literature 

Source 
Risk management - Using 31000 in management systems 

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This document gives guidelines for integrating and using ISO 31000 in organizations that have 

implemented one or more ISO and IEC Management System Standards (MSS), or that have 

decided to undertake a project implementing one or more MSS incorporating ISO 31000. This 

document explains how the clauses of ISO 31000 relate to the high level structure (HLS) for MSS. 

There is a steady growth in the number of organizations, of all types and sizes, that are using 

management systems based on an ISO and IEC Management System Standard (MSS). New ISO 

and IEC MSS continue to be developed to address specific aspects of an organization’s activities, 

products or services.  

The unified structure of MSS can make it easier for users to construct an integrated management 

system (IMS), rather than end up with a fragmented management system. All such MSS employ 

the concept of an approach based on risk management, a risk-based approach or risk-based 

thinking (depending on the terminology used within the management system in question), which 

is at the core of any management system. The main advantage of this is the holistic application 

of interrelated systems. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 88. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
IWA 14-1:2013: “Vehicle security barriers — Part 1: Performance requirement, vehicle impact 

test method and performance rating” 

Author(s)  

Reference or ISBN  

Publisher IWA 

City/Country of 

Publication 
 

Year of Publication 2013 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard  

Domain of the Literature 

Source 
 Vehicle security barriers - Vehicle impact test method and performance rating 

Nature of the Content of 

the Literature Source 
Requirements 

Short general Description 

of Contents 

This document specifies the essential impact performance requirement for a vehicle security 

barrier (VSB) and a test method for rating its performance when subjected to a single impact by 

a test vehicle not driven by a human being. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 89. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
IWA 14-2:2013: “Vehicle security barriers — Part 2: Application” 

 

Author(s)  

Reference or ISBN  

Publisher IWA 

City/Country of 

Publication 
 

Year of Publication 2013 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

International Standard  

Domain of the Literature 

Source 
 Vehicle security barriers - Application 

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This document provides guidance for the selection, installation and use of vehicle security barriers 

(VSBs) and describes the process of producing operational requirements (ORs). 

It also gives guidance on a design method for assessing the performance of a VSB. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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CEN/TR 14383 family Published standards 

Sheet n. 90. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
EN 14383-1:2006: “Prevention of crime - Urban planning and building design - Part 1: Definition 

of specific terms” 

Author(s)  

Reference or ISBN  

Publisher European Committee for Standardization 

City/Country of 

Publication 
 

Year of Publication 2006 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

European Committee Technical Specification 

Domain of the Literature 

Source 
Prevention of crime - Urban planning and building design - Definition 

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This European Standard is the terminology part of a series for the "Prevention of crime by urban 

planning and building design". For some specific terms used in the other parts, dealing with urban 

planning, dwellings, shops and offices, it provides equivalent terms in three languages, as well as 

definitions. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 91. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
CEN/TR 14383-2:2007: “Prevention of crime - Urban planning and building design - Part 2: 

Urban planning” 

Author(s)  

Reference or ISBN  

Publisher European Committee for Standardization 

City/Country of 

Publication 
 

Year of Publication 2007 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

European Committee Technical Report 

Domain of the Literature 

Source 
Prevention of crime - Urban planning and building design - Urban planning 

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This Technical Report gives guidelines on methods for assessing the risk of crime and/ or fear of 

crime and measures, procedures and processes aimed at reducing these risks. Design guidelines 

are given for specific types of environments to prevent or counteract different crime problems 

consistently with the urban planning documents. Furthermore, guidelines for a step by step 

process are presented to involve all stakeholders engaged in urban planning and environmental 

crime reduction as well as all other stakeholders mainly local and regional authorities and 

residents in the multi-agency action needed to minimise the risks of crime and fear of crime.  

In summary: 

1) urban planning has an impact on the different types of crime and fear of crime by influencing 

the conduct, attitudes, choices and feelings of e.g. offenders, victims, residents, police; 

2) crime can be subdivided in specific types (burglary, vandalism etc.); 

3) crime and fear of crime are different phenomena; 

4) fear of crime is an important issue but it has to be separated from a much broader set of 

feelings people have about the whole of their living space and about the degree to which they 

feel deprived of a good social and physical environment to live in; 

5) a securer and safer city or neighbourhood is the result of a safety policy aiming at the physical 

and social environment; 

6) policymakers and practitioners should never focus on planning and design only. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

Responsible body (most often local and regional authorities issuing rules for urban planning, 

building/planning codes and permits) involved in a concrete plan for building, reconstruction or 

the management of an area, are interested. 

Interesting chapter, 

sections or annexes for 

further reading 

  

  



 

 

ROAD INFRASTRUCTURE AND TRANSPORT SECURITY - LITERATURE REVIEW 

 

2022R07EN 

159 

 

Sheet n. 92. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
CEN/TS 14383-3:2005: “Prevention of crime - Urban planning and building design - Part 3: 

Dwellings” 

Author(s)  

Reference or ISBN  

Publisher European Committee for Standardization 

City/Country of 

Publication 
 

Year of Publication 2005 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

European Committee Technical Specification 

Domain of the Literature 

Source 
Prevention of crime - Urban planning and building design - Dwellings 

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This Technical Specification gives guidance and recommendations for reducing the risk of crimes 

against people and property in dwellings and their immediate surroundings through planning and 

design.  

In considering security measures aimed at preventing crime and antisocial behaviour and the fear 

of crime in residential areas, one of the most difficult tasks is determining the type and level of 

the threat (e.g. vandalism, burglary, aggression) and the scope of measures to be taken in order 

to reduce it. 

There are many factors that can influence the possibility of an offence being committed or not. 

Certain factors, for example socio-economic conditions are beyond the remit of this standard. 

Other factors such as neighbourhood layout and building design can be considered along with 

more specific reference to target-hardening measures. 

Three basic criminological approaches have been adopted: Rational Choice, Routine Activities and 

Defensible Space. 

By understanding the motivation of potential offenders, specific physical security measures 

combined with real or symbolic design elements can effectively counterbalance crime.   

Recommendations relating to the planning of new and existing urban areas, ranging from a few 

streets to a city centre, an industrial estate, or a large open space for public use, are given in ENV 

14383-2. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

This Technical Specification aims to assist designers, planners, estate managers and stakeholders 

in the area of crime prevention. 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 93. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
CEN/TS 14383-4:2006: “Prevention of crime - Urban planning and design - Part 4: Shops and 

offices” 

Author(s)  

Reference or ISBN  

Publisher European Committee for Standardization 

City/Country of 

Publication 
 

Year of Publication 2006 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

European Committee Technical Specification 

Domain of the Literature 

Source 
Prevention of crime - Urban planning and building design - Shops and officies 

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This document provides guidance and a recommended strategy for combating burglary, theft, 

arson and other crimes committed against retailers and other businesses. It applies to both new 

and existing shops and offices. 

For the purpose of this document three basic criminological approaches are adopted: 

Rational Choice, Routine Activities, Defensible space. 

This approach applies to the different levels of acceptance that exist for people to be legitimately 

in different types of space. Anyone has a right to be in a public space, for example a street, but 

not in a private space such as the rear yard of a shop or office storeroom. 

Understanding these three principles can affect the desire and ability to commit a crime. The 

majority of property crimes are committed because offenders have been given opportunities. 

Easy access to a shop or office, concealed areas, no demarcation between public and private 

space, poor lighting or landscaping features can all assist the potential offender. All of these 

features can be designed to benefit legitimate users and not potential offenders. 

By helping to understand the thinking of the offender and balancing this against both symbolic 

and real design features, combined with specific physical security measures, the document aims 

to assist designers, planners, shop and office owners or managers and crime prevention 

practitioners. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 94. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
CEN/TR 14383-5:2010: “Prevention of crime - Urban planning and building design - Part 5: Petrol 

stations” 

Author(s)  

Reference or ISBN  

Publisher European Committee for Standardization 

City/Country of 

Publication 
 

Year of Publication 2010 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

European Committee Technical Report 

Domain of the Literature 

Source 
Prevention of crime - Urban planning and building design - Petrol stations 

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This Technical Report gives guidelines for a recommended strategy for efficiently combating the 

different types of crime liable to be committed against petrol stations. 

The nature, cost and scale of crime against petrol stations can be hard to quantify and there are 

many factors that can influence whether or not an offence is committed. The vulnerability of 

petrol stations can depend on multiple factors that can vary from country to country.  

Petrol stations can be described as highly accessible trading sites. They can be quite isolated in 

space, sometimes because of their size, their small number of staff, and/or because they have a 

multiple and free service function (fuel, food shop, drinks, accessories, car maintenance, etc.), 

with a wide opening time to the public. 

In addition, factors that do not depend directly on the location of the petrol station and its 

activities should be taken into account, i.e. the general physical and social environment, the 

retailer's commercial strategies, the power of reaction of law enforcement agencies. 

Crime in petrol stations varies in rate and nature according to the accumulation of the described 

risk factors, which means that producing uniform modes of management and security 

equipments for petrol stations is very difficult. Each petrol station should be subject to individual 

analysis. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 95. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
CEN/TR 14383-7:2009: “Prevention of crime - Urban planning and building design - Part 7: 

Design and management of public transport facilities” 

Author(s)  

Reference or ISBN  

Publisher European Committee for Standardization 

City/Country of 

Publication 
 

Year of Publication 2009 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

European Committee Technical Report 

Domain of the Literature 

Source 

Prevention of crime - Urban planning and building design - Design and management of public 

transport facilities 

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This document sets out guidelines to the methods of assessing the exogenous and endogenous 

risks of crime and/or perceived insecurity and proposes measures designed to preclude or reduce 

these risks. The objective is to strengthen the overall security of land-based public transport, such 

as: bus stop, bus station, train station, train stops/halts, modal interchanges, open access 

underground and tramway systems, controlled access underground and tramway systems, taxi 

ranks, station car parks, river bus terminals, bicycle parking facilities. 

This document does not cover terrorism or the revenue vehicles themselves. It covers the areas 

that are dedicated to mass transit and open to the public. 

The core document focus is on the security of passenger spaces, in respect also of security 

aspects. 

It is important in particular to comply with objectives on minimising or reducing risks and 

accidents. 

Crime often also targets the production facilities (equipment, buildings, infrastructure, 

information systems, etc.). 

Pre-planning for, or “designing-out”, crime and disorder often adds little or no additional cost to 

the project, but can save large amounts of money in the long run. Returning to a location to 

“retro-fit” crime prevention measures is always more expensive than designing the location 

properly in the first place. 

There are numerous examples of where public transport companies have undertaken crime 

prevention actions, many of which have entailed heavy funding. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 96. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
CEN/TR 14383-8 -Prevention of crime - Urban planning and building design - Part 8: Protection 

of buildings and sites against criminal attacks with vehicles 

Author(s)  

Reference or ISBN  

Publisher European Committee for Standardization 

City/Country of 

Publication 
 

Year of Publication 2009 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

European Committee Technical Report 

Domain of the Literature 

Source 

Prevention of crime - Urban planning and building design - Protection of buildings and sites 

against criminal attacks with vehicles 

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

The purpose of this document is to describe the consequences and risks of the criminal use of 

motor vehicles against buildings or sites in order to better assess the threats and to establish a 

security analysis: 

a)  identification of possible attack methods, 

b)  recommendation of technical elements in the field of protection, 

c)  description of a set of physical protective measures to reinforce the security of public and 

private buildings, 

d)  recommendation of organizational measures. 

In relation to the unauthorised access of vehicles into buildings or areas, it is necessary to achieve 

one of the four following protection levels: Traffic control; Protection against criminal attacks with 

vehicles; Protection against urban violence and heavy vandalism; Mitigation of the effect of 

explosives in combination with vehicles.  

The physical protection of a building or a site against the use of vehicles for a criminal purpose is 

not limited to the sole application of access control through physical obstacles. Security 

requirements on doors, windows, façades and their accessories are defined by CEN in normative 

documents. 

The design of devices in urban environment must be subject to an approach that takes into 

account various parameters.  

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 97. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source CEN/TS 16595: 2013 CBRN - Vulnerability Assessment and Protection of People at Risk 

Author(s)  

Reference or ISBN  

Publisher European Committee for Standardization 

City/Country of 

Publication 
 

Year of Publication 2013 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

European Committee Technical Specification 

Domain of the Literature 

Source 
CBRN - Vulnerability Assessment and Protection of People at Risk 

Nature of the Content of 

the Literature Source 
Semi-quantitative conceptual framework 

Short general Description 

of Contents 

This Technical Specification is based on an all-hazards approach, with a specific focus on terrorism 

and other security related risks. Looking at the combination of threats, vulnerabilities and values 

to be protected, threats may be terrorist attacks with chemical, explosive and biological agents, 

or nuclear waste materials, or with conventional means on CBRN plants, causing a similar 

devastating effect on a potentially large scale. Major CBRN incidents may jeopardise critical 

infrastructure, while emergency services may have great difficulty performing their response 

tasks. 

The objective of this Technical Specification is to strengthen common understanding and a 

common frame of reference for all organizations with an interest and involvement in CBRN. It 

does so by providing a number of considerations and tools that can be used in the development 

of a semi-quantitative conceptual framework for vulnerability assessment, awareness and 

management.  

National regulations in most European countries focus on emergency responders, and European 

and national regulations regulate contingency planning of chemical, biological, nuclear and 

radiological plants and industries. The protection of the population, animals, vegetation and 

environment from CBRN incidents is a field in need of a common understanding of vulnerability 

assessment, awareness and management. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

  

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 98. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source CEN/TR 16705:2014: “Perimeter protection - Performance classification methodology” 

Author(s)  

Reference or ISBN  

Publisher European Committee for Standardization 

City/Country of 

Publication 
 

Year of Publication 2014 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

European Standard  

Domain of the Literature 

Source 
Perimeter protection - Performance classification methodology 

Nature of the Content of 

the Literature Source 
European Committee Technical Report 

Short general Description 

of Contents 

This Technical Report aims at providing information to be used for the design of the future 

activities for making a 'perimeter protection standard'. 

This CEN Technical Report describes a performance classification methodology for the 

identification of the desired systems performance for perimeter protection systems. It also gives 

a conceptual framework for matching the desired performance and the capabilities of a possible 

solution. 

It presents the results of inventories that have been made on current systems and (generic type) 

products, relevant member states regulations, relevant documents from CEN, CEN/TC 325, ISO 

and other sources. It should be noted that these inventories cannot be considered complete and 

any values given should be considered indicative values. 

The increasing need for customers to be able to select and purchase perimeter protection 

solutions that fit their needs calls for a generic and structured approach to the assessment of 

risks, to the identification of functional requirements, to the classification of perimeter protection 

solutions, including organizational measures, and to the design and test criteria for such 

perimeter protection solutions. 

This Technical Report therefore aims at providing information to be used for the design of future 

activities for making the 'perimeter protection standard'. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

This report may can be an aid to practitioners in their choice of appropriate measures in order to 

meet the diverse requirements. 

Interesting chapter, 

sections or annexes for 

further reading 

  

  



 

 

ROAD INFRASTRUCTURE AND TRANSPORT SECURITY - LITERATURE REVIEW 

 

2022R07EN 

166 

 

Sheet n. 99. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source CEN/TS 17091:2018 Crisis management - Guidance for developing a strategic capability 

Author(s)  

Reference or ISBN  

Publisher European Committee for Standardization 

City/Country of 

Publication 
 

Year of Publication 2018 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

European Committee Technical Specification 

Domain of the Literature 

Source 
Crisis management - Guidance for developing a strategic capability 

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This document provides guidance on good practice for crisis management to help the strategic 

decision makers of an organization to plan, implement, establish, operate, monitor, review, 

maintain and continually improve a crisis management capability.   

This document provides guidance for: 

- understanding the context and challenges of crisis management; 

- developing an organization’s crisis management capability through preparedness; 

- recognizing the complexities facing a crisis team in action; 

- communicating successfully during a crisis; and 

- reviewing and learning. 

Crises are of potentially existential significance to an organization. 

This technical specification sets out the principles and good practice for the provision of a crisis 

management response. The intention of this technical specification is to aid the design and 

ongoing development of an organization’s crisis management capability. 

A crisis management capability should include the following aspects: 

— physical (e.g. equipment, facilities and logistics); 

— intellectual (e.g. doctrine, concepts and procedures); 

— structural (e.g. organization, relationships and linkages); and 

— human (e.g. selection, training and education). 

The ability to manage crises is one aspect of a more resilient organization. Resilience requires 

effective crisis management, in the context of the range of other relevant disciplines that include, 

amongst others, risk management, business continuity management, security management and 

crisis communication.  

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 100. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
CWA 16106, PPE for Chemical, Biological, Radiological and Nuclear (CBRN) Hazards 

Withdrawn 26 July 2016 

Author(s)  

Reference or ISBN  

Publisher European Committee for Standardization Workshop Agreement 

City/Country of 

Publication 
 

Year of Publication 2016 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

 Personal Protective Equipment (PPE) 

Domain of the Literature 

Source 
PPE for Chemical, Biological, Radiological and Nuclear (CBRN) Hazards 

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This CEN Workshop Agreement aims at increasing the protection of those initially and primarily 

involved with any CBRN incident. This will cover Emergency Responders, Duty Holders, and 

Responsible Persons, Employers and Victims or potential victims. All of these people are 

potentially at risk from a CBRN incident. This CWA provides both general guidance and codes of 

practice and requirements, testing, marking and certification of PPE to be applied in CBRN 

situations. This CWA gives guidance on selection, as well as safety and effectiveness of PPE for 

CBRN scenarios. For use, care and maintenance the manufacturer’s instructions have to be 

regarded. This CWA contains guidance and risk assessment templates, which will allow those at 

risk to determine what level of risk this could be and the PPE required protecting the designated 

groups we have identified. Additional issues such as instruction, training and use of PPE are also 

addressed. The management of any CBRN incident requires a variety of skills and those persons 

responsible should also refer to CWA 16107.  

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 101. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
CWA 16107: 2010 Emergency Services Capability Framework 

Withdrawn 27 July 2016 

Author(s)  

Reference or ISBN  

Publisher European Committee for Standardization Workshop Agreement 

City/Country of 

Publication 
 

Year of Publication 2016 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

Emergency Service Management 

Domain of the Literature 

Source 
Emergency Services Capability Framework 

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This document provides guidance for Emergency Service Management when considering 

integrated operational response to a major emergency. This guidance will enhance an 

organization’s ability to determine their existing operational capabilities for being able to respond 

to a major emergency. The ability for the emergency services to provide a co-ordinated, effective 

and sustained response to major emergencies, providing acceptable levels of protection for both 

emergency responders and the citizen is directly dependent upon the level of capability and 

preparedness within individual organizations. This guidance identifies the key elements that 

should be considered by the emergency services and supporting organizations when determining 

their ability to respond to a major emergency.  

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 102. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 

EN ISO 16106:2020: “Transport packages for dangerous goods - Dangerous goods packagings, 

intermediate bulk containers (IBCs) and large packaging - Guidelines for the application of ISO 

9001” 

Author(s)  

Reference or ISBN  

Publisher European Standard - ISO 

City/Country of 

Publication 
 

Year of Publication 2016 

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

Transport of Dangerous goods 

Domain of the Literature 

Source 

Transport packages for dangerous goods - Dangerous goods packaging, intermediate bulk 

containers (IBCs) and large packaging - Guidelines for the application of ISO 9001 

Nature of the Content of 

the Literature Source 
Guidelines 

Short general Description 

of Contents 

This document gives guidance on the application of a quality management system in the 

manufacture, measuring and monitoring of design type approved dangerous goods packaging, 

intermediate bulk containers (IBCs) and large packaging. 

The United Nations Recommendations on the Transport of Dangerous Goods (UN Model 

Regulations) require the application of a quality assurance programme for the manufacture and 

testing of packagings, IBCs and large packaging that satisfies the competent authority. 

The UN Model Regulations are given legal entity by the provision of a series of international modal 

agreements and national legislation for the transport of dangerous goods. Those international 

agreements include the European Agreement Concerning the International Carriage of 

Dangerous Goods by Road (ADR). 

In conjunction with ISO 9001, this document gives guidance on a system for applying quality 

processes and assurance to the production of dangerous goods packaging, IBCs and large 

packaging. 

This document employs the process approach which incorporates the Plan-Do-Check-Act (PDCA) 

cycle and risk-based thinking. This is essential for achieving an effective quality management 

system. An organization that plans and implements actions to address risks and opportunities, 

increases the effectiveness of the quality management system, achieving improved results and 

preventing negative effects. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

 

Interesting chapter, 

sections or annexes for 

further reading 
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Sheet n. 103. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Michele Bianchi; Saverio Palchetti  

Date of Review 2021-July 

Title of Literature Source 
CEN/TC 391 - Societal and citizen security 

 

Author(s)  

Reference or ISBN  

Publisher European Committee for Standardization 

City/Country of 

Publication 
 

Year of Publication   

Infrastructure and 

Transport Security 

Topic(s) covered by 

Literature Source 

Societal and citizen security 

Domain of the Literature 

Source 
  

Nature of the Content of 

the Literature Source 
Report of Technical Committee 

Short general Description 

of Contents 

The main objective of CEN/TC 391 is to elaborate a family of European standards, standard-like 

documents (e.g. procedures, guidelines, best practices, minimal codes of practice and similar 

recommendations) in the Societal and Citizen Security sector including aspects of prevention, 

response, mitigation, continuity and recovery before, during and after a destabilizing or disruptive 

event. Verification and training will also be considered. CEN/TC 391 will not deal with issues 

already dealt in other TCs. Concerning technology, CEN/TC 391 may identify needs in product 

standardization, but this will not lead to direct action by this CEN/TC. These issues shall be 

communicated to those CEN, ISO or other TCs working within the framework of these specific 

products. Where other TCs do not address the identified areas, then CEN/TC 391 will develop the 

standard(s) or proposed deliverables where appropriate. The standardization activities will 

consider the following main issues related to Societal and Citizen Security: - Products and services 

(equipment, communication, information, goods, transport, energy, cultural inheritance and 

properties); - Infrastructures (roads, ports, airports, rail stations, bridges, factories...); - 

Stakeholder needs and requirements, potential conflicts; - Relationship (cultural and geographical 

diversity); - Citizen requirements and vulnerabilities, including privacy. 

Main Lessons learned, 

relevant Messages,  

Beneficiaries, 

Recommendations 

 

Interesting chapter, 

sections or annexes for 

further reading 
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APPENDIX B.3.: STUDIES AND RESEARCHES 

Sheet n. 1. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Philippe CHANARD 

Date of Review 2021-October  

Title of Literature Source 
Promotion of “Bus Rapid Transit” projects 

 

Author(s) Mathieu LUZERNE 

Reference or ISBN Urban Mobility  

Publisher CEREMA Méditerrannée  

City/Country of Publication France 

Year of Publication November 2019 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
Studies and Researches 

Domain of the Literature 

Source 
Mobility and Security 

Nature of the Content of the 

Literature Source 
New transport system 

Short general Description of 

Contents 

Bus Rapid Transit (BRT) is a bus transport system that aims to provide efficiency and quality 

similar to that of rail modes by taking advantage of the flexibility, speed and reduced costs of 

road modes. BRT thus offers cities a pragmatic and affordable transport offer in line with the 

pace of urban growth. It generally covers distances of between 15 and 60 km and thus 

provides better access to the outskirts of the city. BRT requires a suitable infrastructure (slow 

lane or equipped hard shoulder), high-performance equipment and optimised operation 

(operating system). Its stations are generally intermodal hubs with trains or metro (as in the 

case of Madrid). Highly developed in Latin America, the concept is used or tested all over the 

world. Experiments have been carried out on motorways, particularly in France in the Aix-

Marseille Provence, Grenoble and Paris metropolises. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

Scope of urban mobility - new security risks (targets: intermodal hubs, operating system) 

Interesting chapter, sections 

or annexes for further reading 
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Sheet n. 2. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Philippe CHANARD 

Date of Review 2022-March 

Title of Literature Source 
Security vulnerabilities and threats related to the deployment of connected and 

autonomous vehicles 

Author(s) 
Abdelmename HEDHI, Dominique GRUYER, Leo MENDIBOURE 

Gustave Eiffel University 

Reference or ISBN ROUTES/ROADS n°391 4th quarter 2021 Autonomous vehicles 

Publisher PIARC ISSN 0004-556 X 

City/Country of Publication France 

Year of Publication dECember 2021 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
Studies and Researches 

Domain of the Literature 

Source 
Security of autonomous vehicles 

Nature of the Content of the 

Literature Source 
Report 

Short general Description of 

Contents 

Connected and autonomous vehicles involve the use of vehicle-to-vehicle (V2V) and vehicle-

to-infrastructure (V2I) communications that open up new access points to systems compared 

to traditional techniques. 

These embedded systems are based on the use of the following elements 

-sensors using different frequency bands 

-an on-board communication network (CAN, LIN, etc.) 

-on-board processing software that represents the intelligence of the vehicle 

An attacker can exploit an on-board diagnostic port, USB port or other on-board port to 

access the communication network and interact with the on-board system. 

Security requirements for V2X networks fall into 5 categories: availability, data integrity, 

confidentiality, authentication, non-repudiation. The most dangerous attacks are those 

targeting data availability. 

Countermeasures can be considered: data encryption, intrusion detection systems, software 

vulnerability and malware detection. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

Types of threats (cyber-attacks) on connected and autonomous vehicles, IT security 

requirements, countermeasures. 

Interesting chapter, sections 

or annexes for further reading  
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APPENDIX B.4.: PIARC REPORTS 

Sheet n. 1. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Saverio PALCHETTI 

Date of Review 2021-September 

Title of Literature Source Security of Road Infrastructure 

Author(s) PIARC TF C.1 

Reference or ISBN PIARC Ref.: 2019127EN, ISBN: 978-2-84060-524-9 

Publisher PIARC 

City/Country of Publication  

Year of Publication 2019 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
PIARC Report 

Domain of the Literature 

Source 
Security of Road Infrastructure 

Nature of the Content of the 

Literature Source 
Report 

Short general Description of 

Contents 

This Report is the result of the work carried out by the PIARC (TF) C.1 and it is composed by: 

C.1, “Introduction”. 

C.2, “Understanding the issue” gives an overview of the infrastructure security context and 

the theory and the specific terminology used in this area. 

C.3, “Security-minded approach” sets out the need for, and routine application of, 

appropriate and proportionate security measures to deter and/or disrupt hostile, malicious, 

fraudulent and criminal behaviours or activities. 

C.4, “Security risk management of road infrastructure” describes the methodology for a RA to 

identify the nature and level of security risks to its infrastructure. 

C.5, “Developing security risk mitigation measures” focuses on the mitigation of three major 

threats: hostile vehicle, cyber-attack and comprise smart infrastructure. 

C.6, “Resilience”, discusses preparing for and managing unplanned and unforeseen events 

with high uncertainties. 

C.7, “Case studies”, provides scenarios of some types of attack and other malicious actions. 

C.8, “Recommendations for Road Administrations” sets out key actions for RAs to consider in 

order to respond to security threats. 

C.9, “Conclusions”. 

C.10, “Glossary and acronyms”. 

C.11, “References”. 

A.1, Explosion of a dirty bomb in an urban area. 

A.2, Cyber physical attack on a tunnel control center. 

A.3, Vehicle as a weapon. 

A.4, Vandalism and malicious acts in road operation. 

A.5, Freight theft. 

A.6, Dangerous good transportation.  

A.7, Accident in a motorway. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

As Road Administrations (RAs) usually are reluctant to take responsibility for embedding 

security as business-as-usual in the way they design, construct, operate and maintain their 

infrastructure, the TF C.1 focused on: 

- providing a high-level document, that would contribute to further increasing awareness 

among PIARC members of the security issues in road infrastructure and transport; 
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- highlighting key issues and provide a concrete theoretical background for technicians and 

professionals proposing a methodology on how security can be embedded; 

- analyzing case studies collating best practice and methodologies for managing security risks; 

- provide recommendations on improving resilience, cyber security, security in design, 

security in maintenance, cooperation with other services, and on security advisor. 

Interesting chapter, sections 

or annexes for further reading 
The whole document is of interest constituting the basis for the final Report of F 3.1. 
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Sheet n. 2. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Luz GRADILLA 

Date of Review 2021-October 

Title of Literature Source 
Big Data For Road Network Operations 

 

Author(s) PIARC Technical Committee B.1 Road Network Operations/ITS 

Reference or ISBN ISBN: 978-2-84060-559-1 

Publisher PIARC  

City/Country of Publication France 

Year of Publication 2019 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
PIARC Reports 

Domain of the Literature 

Source 
Mobility and Security 

Nature of the Content of the 

Literature Source 
Report 

Short general Description of 

Contents 
The scope of this report is the collection of big data and the description of the framework for 

big data management and usage based on global best practice.  

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

Potential uses and challenges of big data for internal processes related to road network 

operations. 

Interesting chapter, sections 

or annexes for further reading 

Security issues pose another highly important challenge and affect all other components of 

the big data model. For instance, probe data applications might be manipulated by malicious 

parties by masquerading their devices as authorized devices which allows them to manipulate 

data inputs. Public and private providers will have to take adequate measures to avoid 

security breaches. Frequent security failures will consequently lead to unreliable services 

which will result in confusion amongst drivers, reduced participation in using the service, 

decreased number of users providing data, and decline in accuracy of probe data. 
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Sheet n. 3. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Luz GRADILLA 

Date of Review 2021-October 

Title of Literature Source 
Adaptation methodologies and strategies to increase the resilience of roads to climate 

change – Case Study Approach 

Author(s) PIARC Technical Committee E.1 Adaptation Strategies and Resiliency 

Reference or ISBN ISBN: 978-2-84060-558-4 

Publisher PIARC  

City/Country of Publication France 

Year of Publication 2019 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
PIARC Reports 

Domain of the Literature 

Source 
Mobility and Security 

Nature of the Content of the 

Literature Source 
Report 

Short general Description of 

Contents 
The scope of this report to guide road authorities through the process of increasing the 

resilience to climate change of their networks and assets. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

It mentions how natural events could affect infrastructure, but also man-made events as 

security events, and it recommends methodologies and strategies to increase the resilience 

of roads. 

Interesting chapter, sections 

or annexes for further reading 

Data can also be used to reduce traffic disruption, and enhancing traffic safety and flow 

providing resilience at the network level. Therefore, information can be transferred faster to 

road asset users in the event of natural and man-made e.g. security events. 
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Sheet n. 4. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Luz GRADILLA 

Date of Review 2021-October 

Title of Literature Source Large Underground Interconnected Infrastructure 

Author(s) PIARC Technical Committee D.5 Road Tunnel Operations 

Reference or ISBN ISBN: 978-2-84060-594-2 

Publisher PIARC  

City/Country of Publication France 

Year of Publication 2019 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
PIARC Reports 

Domain of the Literature 

Source 
Mobility and Security 

Nature of the Content of the 

Literature Source 
Report 

Short general Description of 

Contents 

The objectives of this report is: 

To identify and analyse existing and planned urban underground and interconnected complex 

road networks with interchanges and multimodal elements from an operational and safety 

point of view, and, 

To establish recommendations contributing to the improvement of the traffic conditions, 

efficiency, safety and comfort of road users (ventilation, signalling, operation, safety). 

Promote knowledge and enhanced understanding about the relevance of ventilation design, 

signalling, and operations in the context of large underground and interconnected 

infrastructure. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

It emphasizes the critical elements to design and maintain complex underground road 

networks. 

Interesting chapter, sections 

or annexes for further reading 

In the case of tunnels, each operator is fully responsible for the operation, the care, the 

maintenance and management of its infrastructure and the security within the boundaries, 

including the safety of the users. This concerns particularly the application of each specific 

regulation mandatory for each infrastructure. Also, each operator has the obligation to 

contribute, at his level, to the operation and overall security and safety of the network to 

which his infrastructure is connected, in accordance with the common rules and procedures 

that have been agreed. 
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Sheet n. 5. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Luz GRADILLA 

Date of Review 2021-October 

Title of Literature Source Low Cost ITS 

Author(s) PIARC Technical Committee B.1 Road Network Operations / ITS 

Reference or ISBN ISBN: 978-2-84060-510-2 

Publisher PIARC  

City/Country of Publication France 

Year of Publication 2019 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
PIARC Reports 

Domain of the Literature 

Source 
Mobility and Security 

Nature of the Content of the 

Literature Source 
Report 

Short general Description of 

Contents 

This report describes the latest advances in low cost ITS solutions by investigating 

various emerging technical and non-technical aspects. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

The report should be considered a guide for practitioners with considerations to think 

about when planning to deploy a service based on a low-cost solution. 

Interesting chapter, sections 

or annexes for further 

reading 

For the case of Low Cost ITS, resilience is a major issue that can compromise their 

effectiveness. Generally speaking, resilience is linked to the investments that we are ready to 

make to protect ourselves from the various threats. This is especially true of cyber-attacks. 

Cyber attackers have a similar reasoning i.e. they will proceed only if their perceived benefits 

commensurate with their efforts or risks involved. Thus, investments in cyber security are 

often a balance between the risks and the cost of prevention, leading to the issue on the level 

of acceptable risk and prevention cost that are consistent with the philosophy of low cost ITS. 
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Sheet n. 6. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Luz GRADILLA 

Date of Review 2021-October 

Title of Literature Source Evaluation of Organizational Approaches to Risk 

Author(s) PIARC Technical Committee A.3 Risk Management 

Reference or ISBN ISBN: 978-2-84060-535-5. 

Publisher PIARC  

City/Country of Publication France 

Year of Publication 2019 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
PIARC Reports 

Domain of the Literature 

Source 
Mobility and Security 

Nature of the Content of the 

Literature Source 
Report 

Short general Description of 

Contents 
This document provides an overview of organizational risk management in transportation 

organizations based mostly on the AASHTO Guide for Enterprise Risk Management. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

This report provides a simple maturity matrix and examples of organizational risk 

management from other organizations that can be helpful for agencies who are working to 

increase their organizational risk management maturity. 

Interesting chapter, sections 

or annexes for further reading 

The Swedish Transport Administration’s common methodology for managing disruptions and 

ensuring continuity of critical operations is based on ISO 22301 (societal security) and ISO 

27000 (information security management systems). Safety assessments in accordance with 

the regulations for security protection are coordinated by the discipline societal security. 

Continuity management shall prepare operations in order to manage disruptions that may 

prevent fulfilment of the operation’s objective. 

  



 

 

ROAD INFRASTRUCTURE AND TRANSPORT SECURITY - LITERATURE REVIEW 

 

2022R07EN 

180 

 

 

Sheet n. 7. Review Sheet for Literature Study PIARC TF 3.1 

Reviewing TF member Philippe CHANARD 

Date of Review 2021-October 

Title of Literature Source Innovative Approaches to Asset Management 

Author(s) PIARC-TC D1 

Reference or ISBN 219R19 

Publisher PIARC 

City/Country of Publication FRANCE 

Year of Publication 2019 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 

PIARC Reports 

Domain of the Literature 

Source 
Mobility and Security 

Nature of the Content of the 

Literature Source 
Report 

Short general Description of 

Contents 

The asset management of infrastructure with the objective of providing an optimal service to 

road users requires the establishment of risk-based and information planning and decision-

making processes. This involves asset surveys stored in more or less sophisticated databases, 

computerization and often digitization of infrastructure. Thus, data processing ranges from 

simple inventory lists to semantically rich 3D representations of infrastructures (Building 

information modelling / BIM). 

The data most often includes data on damage, traffic and natural risks (floods, earthquakes, 

avalanches, etc.), and more scarcely data on risks related to climate change and man-made 

risks (fire, explosion, accident). 

Data collection using mobile equipment and Unmanned Aerial Vehicle /UAV (for detecting 

damage on high bridges) is being developed, particularly for surveillance and inspections of 

property. 

Robots with video camera systems for monitoring cable-stayed bridge cables are in use for 

regular bridge inspections and check of proper application of coatings. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

Threats: 

-Vandalism (graffiti on structures, road signs, acoustic screens, including those equipped with 

photovoltaic panels, etc.). 

-Theft of materials and equipment, with or without damage to the premises 

-Theft of hazardous technical equipment for controls (laser sources, radioactive sources) or 

innovative equipment (3D ground penetration radar). 

-Deliberate damage to equipment (common occurrence) and to structures and pavements 

(scarcely) 

-Cyber-attack on public property occupation data 

Mitigation: 

Protect data , assets, information system, innovative tools 

Interesting chapter, sections 

or annexes for further 

reading 
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Sheet n. 8. Review Sheet for Literature Study PIARC TF 3.1 

Reviewing TF member Philippe CHANARD 

Date of Review 2021-October 

Title of Literature Source The Use of Unmanned Aerial Systems for Road Infrastructure 

Author(s) PIARC 

Reference or ISBN 2018SP03 

Publisher PIARC 

City/Country of Publication FRANCE 

Year of Publication 2018 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 

PIARC Reports 

Domain of the Literature 

Source 
Mobility and Security 

Nature of the Content of the 

Literature Source 
 Report 

Short general Description of 

Contents 

Unmanned Aerial Vehicle systems are used to collect data, design infrastructures, inspect 

bridges, monitor roads for avalanches and mudslides dangers, identify flood damage risks in 

urban areas, reconstruct crash scenes and monitor traffic and road conditions. 

An unsafe use of UAV systems can pose danger to public life and security. So it is necessary to 

check the UAV project area fulfills all the requirements set by governing authority (safe 

distance from public, from airports, heliports, urban areas, built up areas, etc.). 

UAV system typically consists of the following basic components: 

1.1 Unmanned Aircraft (fixed-wing, multicopter, helicopter or other) with launch, recovery and 

retrieval equipment if the UAV is incapable of vertical land or take-off. 

1.2 UAV payload (cameras, sensors, lidars, gimbal) 

2. Navigation system (aircraft positioning, Inertial navigation system, GNSS sensor, barometer) 

3. Data link between the aircraft and the ground control station (transmitters and receivers, 

etc.) 

4.1 Ground control station (control center, computer, mobile device, etc) 

4.2 Human operators (pilot, payload operator and spotter for safety) 

 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

UAVs are by definition vulnerable to cyber-attacks, even if they comply with the rules imposed 

by the authorities. In addition, isolated operators can be a target for a takeover of the UAV in 

order to arm it. 

Interesting chapter, sections 

or annexes for further 

reading 
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Sheet n. 9. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Philippe CHANARD 

Date of Review 2021-October 

Title of Literature Source 
Truck-Traffic on Highways for Sustainable, Safer and Higher Energy Efficient Freight 

Transport 

Author(s) PIARC Technical committee B4 

Reference or ISBN 2019R23 

Publisher PIARC 

City/Country of Publication France 

Year of Publication 2019 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
PIARC Reports 

Domain of the Literature 

Source 
Mobility and Security 

Nature of the Content of the 

Literature Source 
Report 

Short general Description of 

Contents 

Trucks management on highways is discussed with advanced technologies including ICT 

(information and communication technology), ITS (intelligent transport systems) and IoT 

(Internet of Things), platooning, automated driving, high capacity vehicles. Perspectives of 

energy efficient and environmentally friendly freight transport are addressed (alternative 

fuels, electrification, optimizing the vehicle’s routes). 

Policy of traffic management consists of: traffic flow management, parking management, 

vehicle management as well as choosing transport mode to provide better freight transport. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 
Scope of freight mobility and advanced technologies topics 

Interesting chapter, sections 

or annexes for further reading  
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Sheet n. 10. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Philippe CHANARD 

Date of Review 2021-October 

Title of Literature Source National freight policies for multimodal freight transports and logistics 

Author(s) PIARC Technical Committee B4 

Reference or ISBN 2019R24 

Publisher PIARC 

City/Country of Publication France 

Year of Publication 2019 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
PIARC Reports 

Domain of the Literature 

Source 
Mobility and Security 

Nature of the Content of the 

Literature Source 
Report 

Short general Description of 

Contents 

In many countries in the world, multimodal freight transportation and logistics policies are 

neglected yet they are crucial for a prosperous economy and thriving society. The most 

notable challenges facing freight transportation are: highway infrastructure (congestion, lack 

of capacity, deterioration), the last mile logistics challenge , financing freight transportation 

improvements, overcapacity in shipping (for ports) and environmental considerations 

(decarbonization, climate change: shift towards lower greenhouse gas emissions modes). 

Some emerging technologies are expected to have an impact on transportation system such 

as: automation, connected and automated vehicles, intelligent roadways, trucks platooning, 

autonomous freight trains, port terminals with automation for handling cargos, alternative 

fuels, electrified road systems, unmanned aerial vehicles. 

Some actions plans are quoted: Germany, Indonesia, Republic of South Korea. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

Scope of freight mobility and emerging technologies topics 

Interesting chapter, sections 

or annexes for further reading  
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Sheet n. 11. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member  Ales Pavsek 

Date of Review  2021-June 

Title of Literature Source Project risk catalogue (+ Risk categories) 

Author(s) PIARC TC A.3  

Reference or ISBN PIARC Ref.: 2019R17EN, ISBN: 978-2-84060-536-2 

Publisher  PIARC  

City/Country of Publication  

Year of Publication  2019 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 

PIARC Report  

Domain of the Literature Source Risk Management  

Nature of the Content of the 

Literature Source 
Report 

Short general Description of 

Contents 
In previous PIARC cycle, a general, extensive PROJECT RISK CATALOGUE was prepared by 

members of Working Group A3.2 - Project Related Risks in PIARC’s Technical Committee 

A.3 – Risk Management. In this report, Working Group A3.2 conducted an effort that 

involved the documentation of the collective experiences of the countries of the 

members participating in TC A.3 WG2 (Belgium, Denmark, Germany, Mexico, Slovenia, 

and South Africa), an extensive literature search, integration of experience from previous 

cycles, and summarizing experience from LMIC (Cuba, Vietnam, and Indonesia) local 

experts and findings obtained from international seminars jointly organized with TC E.1 

Adaptation Strategies/Resiliency and E.3. Disaster Management. 

There were 61 risks identified and classified into 10 categories for 3 phases in project life-

cycle (planning, construction, O&M). For each risk the description was prepared together 

with preventative and mitigation measures. The categories, connected to security and 

safety issues, are natural and man-made hazards, namely: 

− Natural hazards: 

o Flooding 

o Tsunami 

o Earthquake 

o Extreme rainfall 

o Extreme heat 

o Volcano eruption 

o Sleet, ice, hail, lightning … 

o Avalanche, landslide 

o Extreme wind 

o Sea level rise 

− Man-made hazards: 

o Terrorism  

o War 

o Vandalism 

o Fire  

o Human error 

o Accidents with injuries or fatalities,  

o Critical equipment failure,  

o Information and cyber risks (Could be relevant for ITS projects, tolling 

systems and tunnel M&E) 
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Main Lessons learned, relevant 

Messages, Beneficiaries 

Recommendations 

Identification and classification of risks for 3 phases for road project life-cycle (planning, 

construction, O&M) 

Interesting chapter, sections or 

annexes for further reading 
Thera are detailed description in two Appendices: natural hazards and man-made hazard 
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APPENDIX B.5.: OTHER REPORTS 

Sheet n. 1. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Philippe CHANARD 

Date of Review 2021-October 

Title of Literature Source The challenge of clean road mobility in Europe 2020 

Author(s) Marc Antoine Eyl-Mazzega, Carole Mathieu, Eloïse Couffon  

Reference or ISBN Mobility and Transport collection 

Publisher IFRI (French Institute for International Relations) 

City/Country of Publication France 

Year of Publication October 2020 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
Other Reports  

Domain of the Literature 

Source 
Mobility and Security 

Nature of the Content of the 

Literature Source 
Overview of the situation, strategies and perspectives after COVID-19. 

Short general Description of 

Contents 

The 2020s are the years of accelerated decarbonisation of road transport responsible for 20% 

of greenhouse gases in Europe. The transition towards clean road mobility will bring major 

upheavals. The electric vehicle is becoming more and more essential for individual mobility, 

particularly in cities; for buses and trucks, the choices are more open with BIO natural gas and 

hydrogen. The European Union must ensure the sustainability of the production of batteries 

and electric recharging stations in a controlled manner. The interoperability of the 

corresponding infrastructures is a major challenge because there are many e-mobility service 

providers, competing with each other and with different strategies. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

Scope of clean road mobility topics and security risks ( e-mobility, electric recharging stations 

Interesting chapter, sections 

or annexes for further reading  
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Sheet n. 2. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Philippe CHANARD 

Date of Review 2021-October 

Title of Literature Source 
Impact of emerging technologies on the transport system  

 

Author(s)  

Reference or ISBN Mobility and Transport reports 

Publisher EU- Tran Committee  

City/Country of Publication EU 

Year of Publication November 2020 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
Other Reports  

Domain of the Literature 

Source 
Mobility and Security 

Nature of the Content of the 

Literature Source 
Report 

Short general Description of 

Contents 

The combined development of different emergent technologies (Internet of things- IoT) 

boosts innovation in smart mobility: data collection (smart sensors), data storage and 

processing (connectivity, blockchain, digital platforms, big data), data driven analysis and 

decision making (artificial intelligence). 

The most promising emerging applications are: Cooperative intelligent transport systems (C-

ITS), Connected cooperative automated mobility (CAAM), Mobility as a service (MaaS) and 

Self organizing logistics (Sol). 

SoL refers to decentral coordination of logistic chains. 

 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

Scope of emergent technologies and new security risks internet of things) 

Interesting chapter, sections 

or annexes for further reading 
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Sheet n. 3. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Luz GRADILLA 

Date of Review 2021-October 

Title of Literature Source Managing Cyber Risks & Business Exposure in the Surface Transportation Ecosystem 

Author(s) Jacques R. Francoeur 

Reference or ISBN Report No. WP 18-12 

Publisher Mineta Transportation Institute, San José State University 

City/Country of Publication San José, CA ; United States of America.  

Year of Publication 2019 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
Other Reports 

Domain of the Literature 

Source 
Mobility and Security 

Nature of the Content of the 

Literature Source 
Report 

Short general Description of 

Contents 

This report focuses on Surface Transportation (ST), both fixed and route-based, and the 

growing threats to their information technology (IT) infrastructures. As an industry, ST seeks 

to optimize the movement of people and goods, while ensuring safety and resiliency and 

minimizing environmental impact. Cyber threats are a powerful medium for those with the 

political, social, and economic motivations and wherewithal to disrupt and destroy existing 

ST systems. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

It is recommended to develop a new paradigm to define, describe, design, and deploy the 

most effective protection, at the lowest cost, in the shortest time within the limits of available 

resources. The report also contributes to the exploration of innovation in the cyber protection 

of ST systems. 

Interesting chapter, sections 

or annexes for further reading 

Before identifying responses to an attack, it is important to understand how a cyberattack 

occurs. Defined below are the progressive stages of a successful attack. 

• Attack: Organizations are attacked thousands of times a day, even tens of thousands of times 

if they are high-value targets. For example, financial, health, or technology companies 

typically house valuable personal information and intellectual property, making them 

frequent targets of cyberattacks. 

• Compromise: An attack has been successful and the attacker is “inside the network” 

performing unauthorized activities with malicious intent. Some organizations have no idea if 

they are compromised or not. 

• Incident: Once detected, the compromise becomes an incident and incident response is 

initiated. Less mature organizations often attempt to shut down impacted systems and 

remediate immediately, telling the attackers that they have been found. More mature 

security organizations start a cat-and-mouse game to contain the attacker without the 

attacker knowing, with the objective to learn their intent and discover the full implication of 

the compromise. 
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• Breach: The objective of responding to an incident is to prevent it from becoming a breach. A 

breach should not be confused with being compromised. Rather, breach is strictly reserved 

as a term that implies a strong legal response must be triggered. If an incident was 

successfully contained, it does not constitute a breach. 

The only opportunities for an organization to respond to an attack are during the compromise 

and incident stages. Any attempt to engage with attackers after an attack is successful is risky 

and potentially illegal (at least in USA). 

Since the form of the risk and corresponding countermeasures vary by attack stage, it is best 

to look at cyber risks as the attack materializes, progresses, and changes. Based on this 

approach, appropriate responses by different stages are illustrated in the next Figure , and 

are as follows: 

 
• Before Stage: The objective is to prevent an attack from becoming a compromise. This first 

response stage focuses on governance and building a corresponding security program (i.e., 

an ability to protect) that is deemed reasonable by key external stakeholders. Therefore, 

responses in this stage are focused on ‘fence building,’ with the objective of keeping the 

attackers out. However, at a certain point, additional investments in such security measures 

will have diminishing protection returns. At that point, a shift in strategy to the next stage of 

responses is recommended. 

• During Incident Stage: The focus of this stage is to contain the incident and prevent it from 

escalating into a breach, the successful intent of the attack. If the intent of the attack also 

triggers a public event, such as Breach Notification Laws, it is a breach that also causes 

reputational damages. This moves the response to the next stage. 

• During Breach Stage: The focus of this stage is to accomplish everything in the previous stage 

while dealing with authorities, regulators, investors, and customers without causing 

additional damages. As a result, we often see a significant shift in resources from technical to 

legal and communication at this stage. 

• After Stage: The objective of this stage is to contain breach damages and rebuild. The effects 

of the breach stage often linger beyond the days in which the attack is “in the news,” often 

years. Less tangible values such as trust and reputation lost can take a very long time to 

rebuild. This stage also involves legal liability claims, on-site auditor presence, and annual 

audits for several years. 

  



 

 

ROAD INFRASTRUCTURE AND TRANSPORT SECURITY - LITERATURE REVIEW 

 

2022R07EN 

190 

 

APPENDIX B.6.: MANUALS AND BOOKS 

Sheet n. 1. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Luz GRADILLA 

Date of Review 2021-October 

Title of Literature Source Cybersecurity living document 

Author(s) 
Netherlands knowledge centre for underground construction and underground space 

(Centrum Ondergronds Bouwen) 

Reference or ISBN https://www.cob.nl/livingdocument/cybersecurity/ 

Publisher Centrum Ondergronds Bouwen 

City/Country of Publication The Netherlands  

Year of Publication 2019 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
Manual 

Domain of the Literature 

Source 
Mobility and Security 

Nature of the Content of the 

Literature Source 
Guide 

Short general Description of 

Contents 

The guide enables the parties involved to assess the digital resilience of their object and to 

optimise processes in such a way that the correct actions can be taken in good time, to 

prevent or control cyber incidents. The guide also helps parties to mitigate any effects that 

may have arisen in the event of an incident. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

« It is no longer a question of whether you will be hacked, but when and what the impact will 

be ».  

Interesting chapter, sections 

or annexes for further reading 

When identifying the risks, for example by means of a security assessment, it is important to 

examine the three aspects: ‘people’, ‘organisation’ and ‘technology’. These crucial aspects 

should be approached together. Only then can cybersecurity be managed in a responsible 

manner and can responsible cost-effective measures be taken to meet the highest demands. 

Through Education, training and exercise (ETE), the right balance can be found between 

people, organisation and technology. 

Some cyber incidents can lead to a crisis situation in which the safety of people or the 

environment can no longer be guaranteed. In order to have a framework for action in such a 

crisis, it is important to be prepared for the steps that need to be taken. The ETE programme 

is therefore very important in the crisis management structure. Frequent education, training 

and exercise should be permanently on the agenda in an organisation. 

By embedding cybersecurity tasks, responsibilities and powers in the organisation, 

cybersecurity will become part of the organisation’s standard processes. The aim is to ensure 

that: 

Cybersecurity risks are identified. 

Measures are formulated and entrusted to people with professional knowledge, so that the 

measures are correctly implemented. 

The maintenance and evaluation of measures is verified against legislation and changing 

threats. 

To safeguard cybersecurity within the Operational Technology (OT) organisation, a 

cybersecurity management system (CSMS) can be utilised. A CSMS consists of a set of plans, 

reports, measures, instructions, policies, procedures and evaluation processes that help the 

organisation to pay attention to cybersecurity without losing the overview. A CSMS helps to 

https://www.cob.nl/livingdocument/cybersecurity/
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manage cybersecurity for the OT environment in a structured way that is able to be validated. 

Part of the CSMS involves periodic verification of the compliance with and effectiveness of 

the CSMS. 

Infrastructure and tunnels are characterised by the fact that there are one or more suppliers, 

a users’ organisation and a control or management organisation, depending on the type of 

contract. The CSMS can then be distributed over these parties, but must always function as a 

whole. 

Sheet n. 2. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Saverio PALCHETTI 

Date of Review 2021-December 

Title of Literature Source The Internet in Everything - Freedom and Security in a World with No Off Switch 

Author(s) Laura DeNardis 

Reference or ISBN Library of Congress Control Number: 2019941081 ISBN 978-0-300-23307-0 

Publisher Centrum Ondergronds Bouwen 

City/Country of Publication Yale University Press 

Year of Publication 2020 

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
Book 

Domain of the Literature 

Source 
Cyber Security 

Nature of the Content of the 

Literature Source 
Analysis, guideline 

Short general Description of 

Contents 

The book presents the problems of the Internet of Things (IoT). It is a global architecture of 

so-called cyber-physical systems that connects household appliances, people, animals, 

vehicles, drones, buildings, medical equipment, industrial plants and so on. Internet users are 

no longer the people who use email and websites but are connected physical objects and 

these are more insecure. Now IoT brings problems of cyber-security, privacy and governance, 

multiplying and amplifying them enormously and it is a new form of threat for national 

security. It can compromise personal safety and security. The cyber-embedded physical world 

can be surveilled and   disrupted from anywhere on Earth: a new form of war. 

 

Connected objects are not only a potential target but also a potential threat vector from 

which to launch attacks. The security of popular websites and content platforms and the 

security of cyber-physical systems are intertwined. Dependencies on the stabil ity and 

security of cyberspace extend deeper into human safety and the basic functioning of    

material infrastructures, in particular of transportation systems. Some connected home 

devices are inherently weak as for security and not upgradeable. Consumer objects can be 

weaponized when they are vulnerable to exploit, and they are increasingly targeted by those 

seeking to exert control across borders. 

 

Cybersecurity has now become one of the most relevant issues of the modern era. There is a 

huge chasm between the need for security and the state of security. Cyber- physical 

innovations bring improvements to human life but need inherent security and stability. 

Technology policy must anticipate and address future questions of accountability, risk, and 

those responsible for outages, security updates, and reliability. Public policy has not yet 

caught up to this technological transformation and its consequences.  
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The GDPR of the European Union is considered a reference for the use, collection and 

protection of personal data with effects on the conduct of company affairs, on police 

activities, on the functioning of the internet. 

 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

Internet is no longer just a system of communication between people but is becoming above 

all a system of communication between things with enormous implications concerning 

privacy, health, economy, security. The connection of everything, integrates the virtual world 

with the real world. From anywhere in the planet, it is possible to intervene on a power plant, 

a logistics network, a hospital, an airplane. Cybersecurity in IoT is essential and it can do very 

useful things but also a lot of damages. 

Interesting chapter, sections 

or annexes for further reading 
1.After the Internet, 2.The Cyber-Physical Disruption, 3.Privacy Gets Physical, 4.Cyber-

Physical Security 
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Sheet n. 3. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Philippe CHANARD 

Date of Review 2022-March 

Title of Literature Source From risk intelligence to the mission of protection (Volume I; Volume II) 

Author(s) Bernard BESSON and Jean-Claude POSSIN 

Reference or ISBN ISBN Volume I: 978-2-916265-06-3 Volume II: 978-2-916265-07-0 

Publisher French Institute of Economic Intelligence 

City/Country of Publication France 

Year of Publication  

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
Manual and books 

Domain of the Literature 

Source 
Intelligence and Security 

Nature of the Content of the 

Literature Source Report 

Short general Description of 

Contents 

Concept of risk intelligence - 4 families of risks: industrial safety, environmental security and 

management to calculate the overall safety risk of an organization Volume I 

Volume I: From Concept to System 

Setting up and optimizing a business intelligence system 

Managing risk to protect the business 

Using the legal arsenal and risk families 

Determining the overall security risk 

Taking into account entrepreneurial and managerial risks 

Volume II: Practice of the security protection mission 

Build and manage the safety-security protection mission 

Ensuring the safety-security of people and the protection of assets 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

Security risks - risk analysis - criticality and weighted criticality (frequency scales and risk 

severity indices) 

Interesting chapter, sections 

or annexes for further reading 
Volume I Chapters 3 and 4 and Volume II Chapter 2 

  



 

 

ROAD INFRASTRUCTURE AND TRANSPORT SECURITY - LITERATURE REVIEW 

 

2022R07EN 

194 

 

APPENDIX B.7.: CASE STUDIES AND BEST PRACTICES 

Sheet n. 1. Review Sheet for Literature Study PIARC TF 3.1 

Reviewing TF member Saverio PALCHETTI - Berthold BEST 

Date of Review 2021-November 

Title of Literature Source Vandalism survey results 

Author(s) Philippe CHANARD 

Reference or ISBN PIARC- TF3.1 

Publisher PIARC 

City/Country of Publication France 

Year of Publication  

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
Case Studies and Best Practices 

Domain of the Literature 

Source 
Mobility and Security 

Nature of the Content of the 

Literature Source 
Survey results 

Short general Description of 

Contents 

Road managers are daily faced with acts of vandalism. Very often, the consequences are 

significant because in addition to the damage to material goods which are not always repaired 

quickly, the image of the road service is degraded. And sometimes, the act of vandalism is 

accompanied by moral attacks to the service or to maintenance staff. 

The Task Force of the PIARC 3.1 in charge of infrastructure security has decided to launch a 

survey in order to collect, in the simplest possible way, good practices about anti-vandalism 

measures and devices. 

The types of practices deal with: anti- theft, anti-graffiti, anti-Unmanned Aerial Vehicles, anti-

destruction (signs, cameras...). 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

Tips and tools for infrastructure managers 

Interesting chapter, sections 

or annexes for further 

reading 
See hereafter in Appendix D 
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Sheet n. 2. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Saverio PALCHETTI - Berthold BEST 

Date of Review 2021-November 

Title of Literature Source 
Overview of Freight Transport Security-Interaction with today's and tomorrow's road 

infrastructure  

Author(s) Philippe CHANARD 

Reference or ISBN  

Publisher PIARC XVI World Winter Service and Resilience Congress - Calgary 2022  

City/Country of Publication Canada 

Year of Publication   

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
Case Studies and Best Practices 

Domain of the Literature 

Source 
Mobility and Security 

Nature of the Content of the 

Literature Source 
Paper 

Short general Description of 

Contents 

The various devices aimed at making road transport safer and more secure have developed 

considerably over time. Their interaction with the infrastructure will become increasingly 

important, complicating the work of managers.  

1-The oldest devices are anti-theft devices (vehicle, vehicle components, fuel and goods). 

2- Modern techniques (digital technology) for goods tracking devices and vehicle tracking 

tools have been developed. 

3-However, the increase in acts of vandalism, theft and multiple drug and human trafficking 

has led carriers to seek greater resilience in their work organizations and more cooperation 

with public authorities (Police, Customs services...). In addition, the growing need for parking 

spaces along road routes has become a major concern for transport operators and 

infrastructure managers. This has led to specific regulations for parking of heavy goods 

vehicles in cities, secure car parks, on-board driver assistance and environmental monitoring 

devices, IT security procedures for transport management systems, and increased checks on 

drivers and subcontractors. 

4-Tomorrow certain goods will be transported by electric light utility vehicles in urban areas, 

autonomous land vehicles or even flying machines. 

Resilience in terms of safety will concern both vehicles and infrastructure. 

The challenge of having appropriate security systems for traffic monitoring and management 

will therefore be paramount. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

Overview of freight transport security – future interaction with infrastructure 

Interesting chapter, sections 

or annexes for further reading 
The whole paper is of interest. 
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Sheet n. 3. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Saverio PALCHETTI 

Date of Review 2021-November 

Title of Literature Source Security and Pandemic: Application of the Concepts of Resilience for Business Continuity. 

Author(s) Saverio PALCHETTI, Roberto MASTRANGELO, Michele BIANCHI 

Reference or ISBN  

Publisher PIARC XVI World Winter Service and Resilience Congress - Calgary 2022 

City/Country of Publication Canada 

Year of Publication  

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
Case Studies and Best Practices 

Domain of the Literature 

Source 
Security and Pandemic 

Nature of the Content of the 

Literature Source Paper 

Short general Description of 

Contents 

The global crisis caused by the spread of Covid-19 has called into question the operational 

management of every organization, also due to the related growth of cyberattacks. In the 

business environment, dealing with the pandemic has required and requires skills similar to 

those for the management of physical and cyber security. In Italy, during the pandemic crisis, 

Anas, the company that manages national roads, ensured the primary service of mobility as 

an absolute civil value and as an essential element of the national emergency system. The 

Covid-19 pandemic, cyber threats and international terrorism all constitute global security 

threats capable of producing death and devastation across the planet. A pandemic is a 

security threat that can be considered, to some extent, unintended and unpredictable that 

gave also the opportunity to a trail of voluntary informatic malicious acts. Road and/or 

transport companies, were faced with a crisis situation in which it was necessary to ensure 

the carrying out of operational, economic and administrative activities according to a 

multidisciplinary approach. In this case, a resilient corporate capacity and professional 

contribution of security managers and competent structures are essential: start well in 

advance with respect to possible events (prepare, prevent, protect) and plan the phase 

following the occurrence of the event (respond, recover). Business continuity in view of 

overcoming the crisis and for the timely resumption of operations is essential to the primary 

service of mobility. There is a full analogy between the response to the pandemic and the 

response to cyber-attacks. Both of them need a complex business strategy called security risk 

management which must be based on ISO international standards. An adequate planning is 

also required for the correct management of traffic in critical conditions, to be carried out in 

collaboration with the National Civil Protection. The reaction to the pandemic represented an 

opportunity to develop new forms of preparation, planning and organization, evolving those 

already in place for emergency situations such as seismic events, environmental disasters or 

major accidents. Adequate security measures of information systems are imperative to avoid 

disruptions or, even worse, exposure to cyberattacks that overlap and can hinder the 

response to the emergency. Finally, the application of new technological solutions can 

effectively help secure operational activities on the road and on construction sites, proposing 

new developments in remote work and better controls than in the past. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

How to improve resilience of a RA, on the basis of the operational experience of ANAS, the 

Italian company responsible for the national road network, during the first phases of the 

pandemic in 2020, with the contribution of the concepts and best practices of security and 

the help of new technologies. 
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Interesting chapter, sections 

or annexes for further reading 
The whole paper is of interest. 
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Sheet n. 4. Review Sheet for Literature Study PIARC TF 3.1  

Reviewing TF member Saverio PALCHETTI 

Date of Review 2021-September 

Title of Literature Source Backbone or Achilles Heel? Cyber Resilience of Future Road Systems 

Author(s) Chris JOHNSON 

Reference or ISBN  

Publisher PIARC XVI World Winter Service and Resilience Congress - Calgary 2022 

City/Country of Publication Canada 

Year of Publication  

Infrastructure and Transport 

Security Topic(s) covered by 

Literature Source 
Case Studies and Best Practices 

Domain of the Literature 

Source 
Cyber-security 

Nature of the Content of the 

Literature Source 
Paper 

Short general Description of 

Contents 

The “new normal” is a phrase we all became very familiar with in 2020, as our world adapted 

and adjusted reactively to the COVID-19 pandemic. The operative word being – reactive. In 

the context of road infrastructures and systems across the globe – the new normal is an 

interconnected digital ecosystem of technologies, which: monitor, control, and influence 

physical road assets. This universal uprising and adoption of cyber-physical systems is often 

termed: Industry 4.0. 

In this paper, the author introduces and discusses best practices for increasing cyber 

resilience transversally, across the many technical domains and digital system classes within 

the Road Sector, both existing and emerging, with an emphasis on the “prioritize and prepare” 

phase of the cycle. Traffic Management Systems, Tunnel Ventilation Systems and Connected 

Autonomous Vehicles are among the many technological developments designed to bring 

increased: safety, reliability, throughput, or efficiency. The inherent threat of digital 

compromise is a common trait shared by all these systems and the many others like them. 

Inadequate or totally absent cyber-resilience embedded within these systems may result in 

outcomes that are in fact opposite to the intended purpose they are designed to bring. What 

actions should we be taking now; to safe-guard our future transportation and mobility 

systems? – the lifeblood of the world’s recovering economies. 

Pre-COVID-19, some of the greatest minds had already prophesized that one of the next large-

scale threats looming for mankind, was that of a global pandemic. The Road Industry is 

advised to draw upon the lessons learned, resulting from our collective ill-preparedness for 

the ongoing pandemic – through a proactive and pre-emptive approach to cyber-resilience of 

critical road systems. Thus, ensuring the digital technology we embrace as our new backbone, 

does not become our Achilles heel. 

Main Lessons learned, 

relevant Messages, 

Beneficiaries 

Recommendations 

Today all nations, industries and corporations are facing a similar challenge when it comes to 

cyber-resilience and cyber-readiness. Resilience in the sense of achieving a defined target 

baseline, such that when a cyber-event does occur, safety critical systems and / or business 

operations will not suffer an outcome that is beyond the impact threshold of the 

stakeholder(s) in question. Readiness in the sense of timing, i.e. has the right degree of cyber-

resilience been attained at a given point in time vs. the threat-landscape faced, in conjunction 

with what’s at stake? Advancement in digital technology does not wait for industry players to 

catch-up – it moves on indiscriminately and at great pace. Cyber Threat Actors make it their 

business to be ahead of their targets. Therefore, pre-emptive and persistent action is the only 

solution to achieve cyber-readiness. 
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Interesting chapter, sections 

or annexes for further reading 
The whole paper is of interest. 

 

  



 

 

ROAD INFRASTRUCTURE AND TRANSPORT SECURITY - LITERATURE REVIEW 

 

2022R07EN 

200 

 

APPENDIX C.1: GLOSSARY AND ACRONYMS FROM “SECURITY OF ROAD 

INFRASTRUCTURE”, FINAL REPORT OF THE TASK FORCE C.1., PIARC 2019 
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APPENDIX C.2: GLOSSARY OF INTELLIGENCE AND CYBER SECURITY
9 

 

(ROOT) ACCESS  

It is used in operating systems to indicate the user who has administrator rights. The user with 

the “root access” permission is therefore the user who has maximum control over the system, 

and is the only one who can perform operations not allowed by other standard users.  

 

AI 

Abbreviation of Artificial Intelligence, a discipline that deals with the study of typical functions of 

human intelligence and their possible replication using IT methods and tools.  

 

ALGORITHM  

Procedure that allows the resolution of problems of a logical and mathematical or practical 

nature.  

 

ANTIVIRUS  

Software that recognizes the presence of computer viruses in files and mass memories and tries 

to remove or neutralize them.  

 

APT (Advanced Persistent Threat) 

Threat consisting of a targeted attack, aimed at installing a series of malware within the target 

networks, in order to be able to keep active the channels used for the leakage of valuable 

information from the target's IT infrastructures. 

 

(CONTROLLED) AREA  

Area set up near a reserved area, where only information classified at a RESERVED level can be 

processed. It must be equipped with protective measures such as to allow access only to 

authorized persons for reasons relating to their employment, position or profession.  

 

(DDOS) ATTACK  

Namely Distributed Denial of Service attack, a combined attack of numerous machines designed 

to lead to the collapse of websites or servers, most of the time conducted by means of a Botnet  

 

ATTRIBUTION  

Term that identifies the attribution of a cyber-attack such as, for example, a cyber-espionage 

campaign, to a particular hostile actor. 

 

AVATAR  

 

9 Sources:: Presidenza del Consiglio dei Ministri - Sistema di informazione per la sicurezza della 

Repubblica (Prime Minister's Office - Information System for the Security of the Republic), ” 

Cyberbook - Il Glossario di Sicurezza Cibernetica” and “Glossario Intelligence”, Italy 2019, 

www.sicurezzanazionale.gov.it  
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Fictitious identity, nickname, virtual image on the network.  

 

(DIGITAL) AWARENESS  

Pay particular attention, full knowledge and ability to use and manage IT technologies and social 

media. 

 

BACKDOOR  

In English it indicates the service door, the one usually at the back of a building. This is the name 

of a system, often hidden, used to bypass the normal authentication procedure to a computer 

system and gain access to it. In some cases, the backdoors are deliberately installed by the system 

administrator to facilitate maintenance in case of problems. Often, however, they are stealthily 

installed and used by hackers in order to continue to have access to the system they have 

compromised.  

 

BACKUP  

Total or partial saving of the contents of a memory.  

 

BLUE BOX  

The "blue box" is historically one of the first tools used to "hack" telephone systems, exploiting 

their technology and security holes. It was an electronic device that emitted sound signals, or 

"tones", corresponding to the signaling messages, and these were sent directly to the telephone 

line. The most common use that was made was to make free calls. Through the blue box it was in 

fact possible to alter the signaling between the telephone exchanges, and to divert the call to the 

desired destination while calling a different number. In this way, the telephone operator's 

charging system was deceived.  

 

BOT  

Programs that are able to reproduce human behavior online such as, for example, populating a 

social profile and sending messages in a chat.  

 

BOTNET  

A computer network used for remote attacks consisting of infected computers often belonging to 

unaware people and managed remotely. Such jargon-infected machines are called zombies.  

 

BRING YOUR OWN DEVICE (BYOD)  

Set of internal policies of an organization, whether public or private, aimed at regulating the use 

of personal digital devices within it, by its employees. 

 

BUG  

Error in a computer procedure.  

 

CHANGELIST  

Represents the list of changes made by a developer in updating a software.  

 

CODE  
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Code indicates data that represent instructions that a computer can execute. Everything that is 

performed by a computer or smartphone, such as an app, is made up of code!  

 

(SOURCE) CODE  

The source code or simply source code is the text of an algorithm written by the programmer in 

any programming language. It is called source because it is from here that you start to get the 

desired program or app.  

 

(MALICIOUS) CODE  

Malicious code is used to refer to a series of data that represent potentially harmful instructions.  

 

COMMON SENSE (referring to the use of the network)  

In the context of IT security and the use of the network, it refers to the application of a series of 

good practices and basic rules that have the purpose of preventing, mitigating, counteracting the 

risks associated with online world and cyber-attacks. 

 

CONFIDENCE BUILDING MEASURE (CBM)  

Series of actions aimed at preventing possible escalation deriving from operations conducted in 

cyber space.  

 

CRITICAL INFRASTRUCTURE 

Systems, resources and networks, and their ensembles - both physical and virtual - essential for 

the performance of one's vital functions or more states. 

 

CRYPTOCURRENCIES  

Digital currencies that rely on cryptography both for their generation and for the validation of 

transactions.  

 

CRYPTOGRAPHY 

Technique which, through the use of algorithms and encryption keys, ensures the confidentiality 

of a message, making the content viewable only by whom owns the keys. It can be symmetric 

(sender and receiver share the same key) or asymmetric (two distinct keys, one to encrypt, the 

other to decrypt). 

 

CYBERSECURITY 

Condition in which the cyber-space is protected with respect to events, of a voluntary or 

accidental nature, consistent in the undue acquisition and transfer of data, in their illegitimate 

modification or destruction or in blocking of information systems, thanks to suitable physical, 

logical and procedural security measures. These include: audits of security, management of 

security patches, authentication procedures, access management, analysis risk, detection and 

reaction to accidents / attacks, mitigation of impacts, recovery of the object components of 

attack, training and personnel training, as well as verification and enhancement of the physical 

security of the premises where the information and communication systems are located. 

 

(NATIONAL) CYBERNETIC CRISIS  
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Situation in which the event takes on dimensions, intensity or nature such as to affect national 

security or cannot be faced by individual administrations competent in the ordinary way, but with 

the taking of coordinated decisions in the inter-ministerial seat.  

 

CYBER-ATTACK  

It refers to a cyber-attack maneuver by one or more individuals towards a system, with the aim 

of accessing, modifying, destroying or stealing information and data.  

 

CYBER-BULLYING  

Online manifestation of a wider phenomenon, better known as bullying. The latter is 

characterized by violent and intimidating actions exercised by a bully, or a group of bullies, on a 

victim. The actions may concern verbal harassment, physical assault, persecution, generally 

carried out in the school environment. Today, technology allows bullies to infiltrate victims' 

homes, to materialize in every moment of their lives, haunting them with offensive messages, 

images, videos sent via smartphones or posted on websites via the Internet. Bullying then 

becomes cyberbullying. Cyberbullying defines a set of aggressive and intentional actions, by a 

single person or a group, carried out using electronic tools (sms, mms, photos, videos, emails, chat 

rooms, instant messaging, websites, phone calls), whose objective is that of causing damage to a 

peer unable to defend himself.  

 

CYBER-CRIME  

Any crime or criminal behavior carried out in the context of IT procedures.  

 

CYBER-DEFENSE  

The set of doctrine, organization and activities aimed at preventing, detecting, limiting and 

countering the effects of attacks conducted in and through cyber-space or to the detriment of 

one or more of its constituent elements.  

 

CYBER-SECURITY  

Condition in which the cyber-space is protected from events, of a voluntary or accidental nature, 

consisting in the improper acquisition and transfer of data, in their illegitimate modification or 

destruction or in the blocking of information systems, thanks to suitable measures of physical, 

logical and procedural security. These include: security audits, management of security patches, 

authentication procedures, access management, analysis risk, detection and reaction to incidents 

/ attacks, mitigation of the impacts, recovery of the object components of attack, training and 

personnel training, as well as verification and enhancement of the physical security of the 

premises where the information and communication systems are located. 

 

CYBER-SPACE  

The set of interconnected IT infrastructures, including hardware, software, data and users as well 

as the logical relationships, however established, between them. It includes, among other things, 

the internet, communication networks, process actuator systems and mobile equipment with 

network connection.  

 

CYBER-WAR  



 

 

ROAD INFRASTRUCTURE AND TRANSPORT SECURITY - LITERATURE REVIEW 

 

2022R07EN 

208 

 

The set of operations conducted in and through cyber-space in order to deny the adversary - 

whether state or not - the effective use of systems, weapons and IT tools or in any case of 

infrastructures and processes controlled by them. It also includes defense and "enabling" 

activities (i.e. aimed at ensuring the availability and use of cyber-space). It can take the 

physiognomy of a "traditional" conflict - when it involves the armed forces of two or more states. 

That is “Irregular”, when it takes place between official and unofficial forces. It can represent the 

only form of comparison or constitute one aspect of a conflict involving others domains (earth, 

sea, sky and space); in both cases, its effects can be limited to cyber-space or result in concrete 

damage, including loss of life. 

 

DARK WEB  

Contents of the web in darknets (dark networks) that can only be reached with specific software.  

 

DATA BREACH  

In the field of cybersecurity this refers to the breach of data security, which can occur by mistake 

or intentionally, through the destruction, loss, modification, disclosure or access to the personal 

data of one or more people.  

 

DEEP WEB  

A portion of the internet that is not indexed by traditional search engines.  

 

DISTRIBUTED DENIAL OF SERVICE (DDOS)  

DoS attack launched by a large number of compromised and infected systems (botnets), aimed at 

making a computer system or a resource unavailable to legitimate users through the saturation 

of resources and the overload of network connections of the server systems.  

 

DNS POISONING  

Also known as DNS Cache Poisoning, it is the compromise of a Domain Name System (DNS) server 

involving the replacement of the address of a legitimate site with that of another site, for example, 

infected by the attacker.  

 

DOXING  

It comes from the English "documents", abbreviated to "dox", and is the practice of publicly 

disseminating a person's private and sensitive information online. 

 

ENCRYPTION 

It is the conversion of data into a form that can only be decrypted by those who have a reading 

key or by those who are able to violate the encryption mechanism. 

 

(SOCIAL) ENGINEERING  

Psychological techniques for the user to perform certain actions or sensitive information such as, 

for example, allowing access to computer systems  

 

EXPLOIT  
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A portion of "code" that, by exploiting a vulnerability, allows, in the right circumstances and with 

the right capabilities, to access a computer system.  

 

FALSE FLAG  

These are operations, generally conducted in cyber space but not only, carried out using such 

precautions as to mislead the adversary about the real traceability of the same to a specific hostile 

actor.  

 

FIREWALL  

From the English "fire door" is a device that allows you to protect computer networks from 

unwanted access, but like all technologies, it is sometimes possible to bypass it!  

 

FIRMWARE  

It derives from “firm” and “software”, or permanent software component, and is a set of 

instructions integrated directly into a programmed electronic component, which allow a device 

to start up and interact with other devices. Although these are permanent instructions, modern 

devices allow for firmware updates.  

 

FOLLOWER  

In Social Networks, those who decide to follow, as in Twitter, the communications of a user, 

becoming their follower. 

 

FLAMER  

It derives from the English term “flame”. In the jargon of the Internet, it is the one who "ignites" 

online discussions by causing arguments.  

 

FTP  

The File Transfer Protocol (FTP) is an Internet protocol that facilitates the uploading or 

downloading of digital files.  

 

GDPR  

Starting from 25 May 2018, the EU Regulation 2016/679, known as GDPR (General Data Protection 

Regulation), concerning the protection of individuals with regard to the processing and free 

circulation of personal data, is directly applicable in all European Member States. 

 

HACKER  

In itself the hacker is neither good nor bad, they are only extremely curious people, girls, boys, 

capable of studying and discovering new things, as well as "different" uses of what they find in 

front of them. They are usually divided into black or white hats depending on whether they are 

“good hackers” or “bad hackers”, but that's a definition that real hackers don't like!  

 

HACKTIVISTA  

Term that derives from the union of two words, hacking and activism and indicates who engages 

in the practices of hacker-style digital direct action. In the field of hacktivism, the forms of 
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traditional direct action are transformed into their electronic equivalents, which are expressed 

mainly, but not only, in DDoS attacks and web defacement.  

 

HATER  

It comes from the English verb “to hate”. It is a term used on the Internet to refer to users who 

usually despise, defame or criticize a person with destructive intent.  

 

HTTP  

The HyperText Transfer Protocol (HTTP), that is the transfer protocol of a hypertext, is a protocol, 

a standard, used as the main system for information on the web. HTTP is based on a 

communication system between "client" and "server": the client makes a request and the server 

returns the response. In common use the customer corresponds to the browser with which you 

browse the internet (for example Chrome, Edge, Firefox, Opera, Safari), the server is the machine 

on which the website resides.  

 

HTTPS  

By adding an "S", which contains the meaning of Security, to the HTTP protocol, we get HTTPS. 

This is in fact a protocol for communication through a network of user computers on the Internet, 

within a secure, encrypted connection. HTTPS allows you to verify that the site is visited, provides 

greater protection of privacy and ensures that the data exchanged between the user and the 

website is not visited or tampered with. 

 

HUMAN FACTOR  

Information security is characterized by the presence of a series of hardware and software 

components. The term "Human Factor" in this context refers to another important aspect of the 

IT security chain itself: the presence of man. Human intervention is in fact present and decisive 

both from the side of those who have malicious intentions, such as a hacker, and from those who 

protect their data, or write programs used in the field of security. In terms of defense against 

attacks by hackers, the set of good rules of conduct to be adopted by individuals or organizations 

is a crucial aspect to prevent or mitigate the consequences of the attacks themselves.  

 

INDICATORS OF COMPROMISE (IOC)  

Indicators used to guide a known threat and generally referable to IP addresses of the Command 

and Control infrastructures (C&C), hashes (MD5, SHA1, etc.) and malware modules (libre, dropper, 

etc.).  

 

IP ADDRESS 

This is a unique code, consisting of four sets of digits between 0 and 255 that identifies each device 

directly connected to the internet.  

 

INDUSTRIAL CONTROL SYSTEM (ICS)  

Industrial control systems and data control acquisition systems (SCADA), distributed control 

systems (Distributed Control Systems-DCS) and programmable logic control systems 

(Programmable Logic Controller-PLC), usually used in industrial plants.  
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INTELLIGENCE 

a) The product of processing one or more piece of information of interest for national security. In 

this sense, it corresponds to the term information. The word has a generic value; it is therefore 

often accompanied by adjectives intended to specify purposes (strategic, tactical, operational), 

nature (situational or forecast), source of origin or subject to which it refers (economic-financial, 

military, etc.). 

b) Set of functions, activities and bodies involved in the planning, research, elaboration process 

and dissemination of information of interest. for national security. 

 

INTERNET OF THINGS (IOT)  

Neologism referring to the interconnection of objects via the Internet, which can thus 

communicate data about themselves and access aggregate information from others, offering a 

new level of interaction. The fields of use are many: from industrial applications (production 

processes), to logistics and infomobility, or to energy efficiency, remote assistance, environmental 

protection and home automation. 

 

IT  

Information Technology, i.e. the set of all technologies relating to the processing of information, 

normally understood as digital processing of information.  

 

KEYLOGGER  

It is a tool that allows you to record everything that is typed on a keyboard without the victim's 

knowledge. 

 

LANDING PAGE  

It is the page that the visitor reaches after clicking on a link or an advertisement.  

 

LINK  

A type of active link, acting on which you are automatically redirected to further information or 

further information.  

 

LINUX  

It is the most popular free operating system. Editable and freely distributable. In short, the 

operating system preferred by hackers, scientists, geeks and anyone involved in computer 

security, to be precise should be called GNU / Linux.  

 

LOGIN  

Procedure by which you access a reserved section of an Internet site.  

 

MALWARE  

Pirate software inserted into a computer system, generally in a clandestine way, with the 

intention of compromising the confidentiality, integrity or availability of the target data, 

applications or operating systems.  

 

MISINFORMATION 
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Dissemination of unfounded or artfully distorted information in order to damage the public image 

of an opponent and / or to influence their choices. 

 

NATIONAL SECURITY  

Condition in which a country is guaranteed full possibilities for peaceful development by 

safeguarding the intangibility of its constituent components, its values and its ability to pursue its 

fundamental interests in the face of harmful or potentially harmful phenomena, conduct and 

events. such. It is a constitutional asset that enjoys priority protection.  

 

NETIQUETTE  

The set of rules for the correct behavior of users on the network. It aims to guarantee the correct 

exchange of data and information in compliance with the rules of civilization and the opinion of 

others.  

 

NOOB  

Abbreviation for newbie, that is, for those who are beginners!  

 

OPEN SOURCE  

It is that software whose source code is available, unlike most commercial programs. It is called 

more precisely "Free Software" because it is freely available, modifiable and redistributable by all 

users.  

 

PASSWORD  

Sequence of characters known only to the legitimate owner: its introduction allows access to parts 

of programs or sites, confirming that the applicant has the necessary qualifications.  

 

PHISHING  

Cyber-attack generally having the aim of stealing sensitive information (userid, password, credit 

card numbers, PIN) by sending generic false emails to a large number of addresses. Emails are 

designed to convince recipients to open an attachment or access fake websites. The phisher uses 

the acquired data to purchase goods, transfer sums of money or even just as a "bridge" for further 

attacks.  

 

PROXY  

It is a server that can be used to mask your IP. 

 

QR CODE  

Two-dimensional barcode (or 2D code), i.e. a matrix, used to store information generally read 

through a mobile or smartphone. But it is also a Mobile Marketing tool that allows you to 

continuously obtain new flows of qualified and targeted contacts. 

 

RANSOMWARE  

Malware that encrypts the files on the victim's computer, requiring the payment of a ransom for 

their decryption. Ransomware are, in most cases, trojans spread via malicious or compromised 

websites, or by means of e-mail. These appear as apparently harmless attachments (such as PDF 
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files) coming from legitimate senders (institutional or private subjects). This element prompts 

unsuspecting users to open the attachment, which reports as the object wordings that refer to 

invoices, bills, payment orders and other similar items.  

 

REVERSE ENGINEERING  

It is a process that literally means reverse engineering, and consists in analyzing in detail the 

operation of an object, such as a device, a digital component or a software, in order to obtain all 

the information necessary to produce a new device or software that works similar to the original 

one. 

 

RISK 

Although often used as a synonym for danger and threat, the term indicates potential damage 

(for an organization, body or state) that derives from an event (more intentional than accidental) 

attributable to a threat and its own interaction with the vulnerabilities of a system, of its own 

sectors or elements. Threats, vulnerabilities, impact are therefore the main variables according to 

the which is assessed the existence of a risk and the relative level for the purposes of its 

management, i.e., the adoption of necessary countermeasures (both preventive and reactive). 

 

RISK ANALYSIS 

Method widely used in the economic and technical fields, also used by intelligence with regard to 

security national. In this case, it consists in the identification and assessment of vulnerabilities, 

threats and theirs potential impact both with reference to geographical contexts or phenomena 

as in relation to the field of information classified, for the purpose of adopting the necessary 

countermeasures. 

 

ROOTKIT  

Malicious software, sometimes very sophisticated, capable of accessing a computer and 

guaranteeing access to the attacker, bypassing the control by the system administrator even 

managing to hide its presence. 

 

SCRIPT KIDDIE  

Although not directly linked to the age of the person, Script Kiddie derives from "program" (script), 

and "boy" (kid) in English, and is a derogatory term that indicates those people who use codes or 

programs, written largely by others, to make people believe they are computer literate.  

 

SMARTPHONE  

Type of mobile phone which, in addition to telephone functions, integrates the management of 

personal data, Internet connection, e-mail, etc.  

 

SNIFFING  

This is the name of the activity that involves "intercepting" the data passing over a network, 

including communications, passwords 

 

SOCIAL ENGINEERING  
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The art of psychologically manipulating people to perform certain actions or reveal confidential 

information, such as access credentials to computer systems.  

 

SPAM  

Unwanted e-mail messages, usually advertising or malicious.  

 

SPEAR-PHISHING  

Phishing-type cyber-attack conducted against specific users by sending emails formulated with 

the aim of stealing sensitive information from the recipient or inducing him/her to open malicious 

attachments or links.  

 

SPOOFING  

Manipulation of telematic data such as the sender's IP address or email, as well as the file 

extension, such as to make them appear harmless or, in any case, coming from known subjects or 

that do not generate suspicions.  

SPYWARE  

Type of malicious software that “spies” a user's network activities to steal codes, actions, etc.  

 

SQL INJECTION  

Technique aimed at targeting web applications that rely on databases programmed with SQL 

language, through the exploitation of vulnerabilities such as the inefficiency of checks on the data 

received in input and the insertion of malicious code into queries. Such attacks allow you to access 

system administration functions as well as steal or alter data.  

 

STUXNET  

It is a computer virus created and spread in 2006. It consisted of a series of digital attacks against 

Iran. The purpose of the software was the sabotage of the nuclear power plant Iranian of Natanz. 

The sabotage took place by making the centrifuges of the plant spin at an excessive speed to 

disable them, preventing the identification of the anomaly. 

 

TAG RFID  

Radio Frequency IDentification: it is a wireless device without batteries, containing various types 

of information, it can be found in credit cards for contact-less payments or in bus tickets. With a 

suitable device it is possible to read and / or modify the information contained within it. 

 

TERRORISM 

Phenomenon consisting of ideologically motivated use of indiscriminate violence, by non-state 

subjects or individuals (with or without the support of so-called "sponsors") operating in hiding 

(this characteristic is valid to distinguish terrorism from other forms of violent conflict), against 

the civilian population, institutions or individuals interests of a state or to the detriment of an 

organization international in order to spread terror and condition its orientations and choices. It 

also includes the activities of instrumental and accessory type, including those of a propaganda 

nature. It can be inspired by "secular" ideologies (both far right and far left), from claims of an 

ethnic or ethnic-separatist nature or by religious instances. 
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TYPOSQUATTING  

It consists in the domain registration of a name very similar to that of a well-known domain. The 

difference is usually minimal and designed in such a way as not to be graphically distinguishable 

by the user (for example, the lowercase "l" is often replaced by the number "1").  

 

THREAT 

Potentially harmful phenomenon, situation and / or behavior to national security. It can be 

represented by activities of states, non-state organizations or individuals. Depending on the forms 

of expression, the agents, the attacked property and the context, it can be defined as a criminal 

threat, a terrorist threat, an economic threat, transnational threat, etc. 

 

(ASYMMETRIC) THREAT 

Concept originally developed in the military field, indicates the use - in order to overcome the 

disadvantage towards of the opponent - of methods of aggression other than those traditional, 

often to the detriment of civilian objectives, intended to produce also a serious psychological 

impact. Typically, asymmetric is the terrorist threat. 

 

(CBRN) THREAT 

Possible use of Chemical, Biological, Radiological or Nuclear agents or related weapons by a hostile 

subject. In order to adapt it to the most widespread operational trends of terrorism, especially in 

crisis theaters, the acronym CBRN has been enriched in recent years with a final "E", to include 

the threat related to the use of explosives (possibly associated with the agents mentioned in the 

so-called “dirty bombs”). 

 

(CONVENTIONAL) THREAT 

Possible use of the war device by a hostile country according to precise rules of military doctrine 

and tactics. 

 

(CRIMINAL) THREAT 

Threat constituted by organized crime. 

 

(CYBER) THREAT 

Expression used to indicate the set of contraindicated behaviors that can be carried out in and 

through the cyber-space or to the detriment of the latter and its constituent elements. It consists 

of cyber-attacks: actions of individuals or organizations, whether state or not, aimed at 

destroying, damaging or hinder the regular functioning of the systems and networks and / or 

process actuator systems controlled by them, or to violate the integrity and confidentiality of data 

/ information.  

 

Depending on the actors and the purposes, we talk about:  

• cyber-crime: complex of activities with criminal purposes (such as, for example, the fraud 

or electronic fraud, identity theft, theft of undue information or creations and 

intellectuals’ properties); 

• cyber espionage (cyber-espionage): acquisition undue sensitive, proprietary or data / 

information classified; 
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• cyber-terrorism: set of ideologically motivated actions, aimed at conditioning a state or 

an international organization. 

This categorization has a purely descriptive value, it being understood that, in practice, the 

contraindicated action often does not present any peculiar characterization: an intrusion into a 

computer system, for example, can be instrumental as much to the subtraction of data for 

purposes of profit (criminal origin) for espionage purposes o terrorists or, again, to cd. 

"Hacktivism" or "Cyber agitation" (the use of computers and related systems, with or without the 

use of hacking techniques, such as form of ideologically motivated protest). 

 

(ECONOMIC-FINANCIAL) THREAT 

Set of phenomena of economic illegality (money laundering, market distorting practices, tax and 

social security evasion, counterfeiting and smuggling, etc.) and of the activities to the detriment 

of economic, financial and industrial interests and scientific ones put in place by subjects, state or 

not, with particular regard to: critical infrastructures; employment levels and productive; 

technological and scientific heritage; 

free competition and operation of the financial markets. 

 

(EVERSIVE) THREAT 

Threat constituted by subversion. 

 

(UNCONVENTIONAL) THREAT 

Possible use by a hostile party, whether State or not, of attack methodologies different from 

traditional ones. In a technical meaning indicates the cd. “CBRN threat”. See also asymmetric 

threat 

 

(TERRORIST) THREAT 

Threat constituted by terrorism. 

 

(TRANSNATIONAL) THREAT 

Generic expression used to indicate phenomena, situations and / or conducts harmful to national 

security affecting more territorial areas and are not rarely attributable to actors of various 

nationalities. The main security threats, from terrorism to organized crime, from economic-

financial to the cyber threat have transnational relevance. After all, even threatened "internally", 

such as the anarcho-insurrectionism and "autochthonous" organized crime, they have currently 

an “external” dimension, as regards spheres of operation and reference ambitions and / or 

inspiration. To indicate pervasiveness and potential impact on international stability of response 

the concept of "global threat" is frequently used. 

 

TROJAN  

A type of malicious software, which lurks in the host PC disguising itself as a harmless program, 

such as the mythical Trojan Horse, which was brought inside the city walls, causing its destruction.  

 

TROLL  

In Scandinavian legends the troll is a demonic inhabitant of woods, mountains, lonely places: it is 

the equivalent of the "ogre" of other European popular traditions. In Internet jargon, the troll is 
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the user of a virtual community who hinders the normal course of a discussion by sending 

provocative, irritating or off topic messages.  

 

UNDERGROUND  

This term refers to the environment, usually digital, frequented for the purchase or sharing of 

hacking tools.  

 

URL  

Sequence of characters that uniquely identifies the Internet address of a page, document or 

resource.  

 

USERNAME  

The identifying name of the user which is normally visible, as opposed to the password. 

 

VIRUS  

Malicious software that can infest a PC, inserting itself into an application program, causing direct 

or indirect damage, and that can spread to other PCs via shared files, emails, etc.  

 

VOIP (VOICE OVER IP)  

Protocol that allows voice transmission over the Internet, with IP protocol. It allows you to get 

voice over the Internet.  

 

WEB  

Internet service that allows you to browse and use the multimedia contents of the Net.  

 

WEB DEFACEMENT  

Attack conducted against a website and consisting in modifying its contents limited to the 

homepage or also including the sub-pages of the site.  

 

WEBMASTER  

In an Internet site, the person responsible for the correct functioning of the site and its contents. 

 

WHITE - GRAY - BLACK HAT  

It is defined as a "white hat", a hacker, an expert in programming and IT security, able to break 

into network systems with the aim of helping the owners of that system to discover any access 

flaws , evaluate its reliability, and solve potential security problems, thus respecting the hacker 

ethics. It can therefore be defined in all respects a "good hacker". The white hat contrasts with 

those who illegally enter computer systems with the aim of illegally stealing information or 

causing damage, which is called "black hat". An intermediate figure between white hat and black 

hat is instead the "gray hat", which has the inclination to violate laws and ethics, but does not 

have the malicious intent typical of the "black hat".  

 

WIRELESS  

Wireless communication system. 
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ZERO DAY  

This term (or 0-day) indicates a computer threat that exploits vulnerabilities in software 

applications that have not yet been disclosed or for which a patch has not yet been distributed. 

Zero-day attacks are considered a very serious threat, as they exploit security holes for which no 

solution is currently available. 
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APPENDIX D: FIGHT AGAINST VANDALISM 

FIGHT AGAINST VANDALISM 
Version 6 December 2021 

LIST OF CASE SHEETS 

1. CANADA-QUEBEC: ANTI-GRAFFITI PROTECTION 

2. BRAZIL: SURVEILLANCE BY VARIOUS MEANS INCLUDING DRONES 

3. FRANCE: REST AREA - IMAGE ENHANCEMENT - ANTI-GRAFFITI MEASURES 

4. FRANCE: ANTI-THEFT OF CONSTRUCTION SITE SIGNALLING BATTERIES 

5. FRANCE: ANTI-GRAFFITI PRODUCT FOR ENGINEERING STRUCTURES 

6. FRANCE: PROTECTION GRID - ANTI-GRAFFITI GABIONS FOR STRUCTURES 

7. FRANCE: ANTI-THEFT DEVICE FOR TUNNEL EQUIPMENT ROOMS 

8. FRANCE: ANTI-THEFT OF PHOTOVOLTAIC PANELS 

9. FRANCE: ANTI-THEFT CABLE-LOCKING MANHOLE COVERS 

10. FRANCE: ANTI-DESTRUCTION OF SPEED CAMERAS 

11. SWITZERLAND: ANTI-GRAFFITI POLICY ON ENGINEERING STRUCTURES 

12. SWITZERLAND: GRAFFITI REMOVAL PROCESS ON CIVIL ENGINEERING 

STRUCTURES 
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SHEET 1: CANADA-QUEBEC / GRAFFITI PROTECTION 

SURVEY ON ANTI-VANDALISM MEASURES AND DEVICES 

 

Road managers are confronted daily with acts of vandalism. Very often, the consequences are 

significant because, in addition to the damage to material goods which are not always quickly 

repaired, the image of the road service is damaged. And sometimes the act of vandalism is 

accompanied by moral aggression towards the service or maintenance staff. 

 

The Task Force of the World Road Association (PIARC) in charge of infrastructure security has 

decided to launch a survey in order to collect, in the simplest possible way, good practices about 

anti-vandalism measures and devices. 

 

In practice, this task involves filling out a double-sided form by measure or device chosen. 

The road managers interviewed are free to submit one or more A4 sheets. 

 

DEVICE OR MEASURE 1  

TYPES  

 anti-theft                   anti-graffiti       

 anti-drone                   anti-destruction (signs, radars,)  

CATEGORIES  

 Device designed and manufactured in-house  Device designed and manufactured 

externally 

OBJECTIVES RESEARCHED WITH THE DEVICE  

The primary purpose of the non-sacrificial anti-graffiti coating is to make the removal of graffiti 

easier compared to an untreated surface by using lower cleaning pressure and not requiring any 

solvent. 

DESCRIPTION  

The anti-graffiti coating can be applied on a concrete surface, a steel surface or a masonry 

structure. It should be reapplied after approximately 10 graffiti cleanings or less if the pressure 

used for cleaning is too high. The application is done by spraying or by application with a roller. 

The anti-graffiti coating must meet ASTM D7089 and conform to cleanability level 1 (non-

sacrificial). 

EVALUATION OF THE MEASURE OR DEVICE (Only effective measures or devices are sought with 

a score between 5 and 10 on a scale of 0 to 10): 8 
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Photo 1: Tests after successive cleanings on metallic coating 

 

 

Photo 2: Tests after successive cleanings on concrete surface 

 

E-mail for more information: Steven.Larivee@transports.gouv.qc.ca 

Name of the contact (author of the file): Steven Larivée 

Organization to which the contact belongs (name and address): Ministère des Transports du 

Québec 

Country: Canada-Quebec 

  

file:///C:/C:/Users/Piarc/AppData/Local/Packages/microsoft.windowscommunicationsapps_8wekyb3d8bbwe/LocalState/Files/S0/1/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/O52MMJDE/Steven.Larivee@transports.gouv.qc.ca
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SHEET 2: BRAZIL/ ROUTE MONITORING 

 

SURVEY ON ANTI-VANDALISM MEASURES AND DEVICES 

 

Road managers are confronted daily with acts of vandalism. Very often, the consequences are 

significant because, in addition to the damage to material goods which are not always quickly 

repaired, the image of the road service is damaged. And sometimes the act of vandalism is 

accompanied by moral aggression towards the service or maintenance staff. 

 

The Task Force of the World Road Association (PIARC) in charge of infrastructure security has 

decided to launch a survey in order to collect, in the simplest possible way, good practices about 

anti-vandalism measures and devices. 

 

In practice, this task involves filling out a double-sided form by measure or device chosen. 

The road managers interviewed are free to submit one or more A4 sheets. 

 

DEVICE OR MEASURE 1  

TYPES  

 anti-theft                         anti-graffiti        

 anti-drone                       anti-destruction (signs, radars,) 

CATEGORIES  

 Device designed and manufactured in-house  Device designed and manufactured 

externally 

OBJECTIVES RESEARCHED WITH THE DEVICE  

The primary goal is to provide the agents in charge of surveillance with real-time information on 

the status of a route and also on the vehicle owners. 

DESCRIPTION  

It is necessary to create models of the type of surveillance according to the level of violence 

identified for a given region. Thus, for regions with more violence and crime, the type of model 

will be adopted with a greater number of countermeasures. Otherwise, these measures will be 

reduced if necessary. Examples: 

- for areas with an important level of vehicle theft: DRONES + GUARD TOWERS WITH DRONE 

BATTERY  RECHARGE + GPS TRACKERS (geotracer or GPS TRACKERS) 

-For areas with a high rate of sign theft: LOCATOR CHIPS. 

-For regions with high levels of vandalism on the road network: DRONES + WATCHTOWERS. 

 

EVALUATION OF THE MEASURE OR DEVICE (Only effective measures or devices are sought with 

a score between 5 and 10 on a scale of 0 to 10):  
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Example of a tower that allows the recharging of drone batteries 

https://www.tudocelular.com/tech/noticias/n89309/huawei-torres-celular-recarrega-baterias-

drones.html 

 

Contact email for more information: eudemberg@gmail.com 

Name and surname of the contact person (author of the form): Eudemberg Pinheiro 

Organization to which the contact person belongs (name and address): 

Departamento Nacional de Infraestructura de Transportes/DNIT 

Address: Rua Maria Alice Ferraz, nº 1531. 

Bairro: Luciano Cavalcante.  

Country: Brazil 

  

https://www.tudocelular.com/tech/noticias/n89309/huawei-torres-celular-recarrega-baterias-drones.html
https://www.tudocelular.com/tech/noticias/n89309/huawei-torres-celular-recarrega-baterias-drones.html
mailto:eudemberg@gmail.com
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SHEET 3: FRANCE/ANTI-GRAFFITI MEASURES - IMAGE ENHANCEMENT OF AN AREA  

SURVEY ON ANTI-VANDALISM MEASURES AND DEVICES 

 

Road managers are confronted daily with acts of vandalism. Very often, the consequences are 

significant because, in addition to the damage to material goods which are not always quickly 

repaired, the image of the road service is damaged. And sometimes the act of vandalism is 

accompanied by moral aggression towards the service or maintenance staff. 

 

The Task Force of the World Road Association (PIARC) in charge of infrastructure security has 

decided to launch a survey in order to collect, in the simplest possible way, good practices about 

anti-vandalism measures and devices. 

 

In practice, this task involves filling out a double-sided form by measure or device chosen. 

The road managers interviewed are free to submit one or more A4 sheets. 

 

TYPES  

 anti-theft                      anti-graffiti        

 anti-drone                      anti-destruction (signs, radars,) 

 

CATEGORIES  

 Device designed and manufactured in-house   Device designed and manufactured  

        externally 

RESEARCH OBJECTIVES  

Avoid graffiti on the premises of an isolated service area. 

Enhance the external image of the area as seen from the A75 tourist motorway  

 

DESCRIPTION  

The solution was to create modern and symbolic murals. 

A man reflects the peasant world against a mountainous and volcanic background characteristic 

of the Auvergne region; a young woman is represented near the entrance. Issoire is the nearest 

town and the service area is located in the valley of the Allier, a tributary of the Loire River and a 

place of salmon migration. A fisherman is shown on one side of the toilet block. 

 

EVALUATION OF THE MEASURE OR DEVICE (score between 5 and 10): 6 out of 10 
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Comments: 

 

Success in removing outdoor graffiti 

But regular interior degradation with mini graffiti. 

E-mail for more information: remi.amosse@developpement-durable.gouv.fr 

Name and surname of the contact person (author of the file): Rémi Amossé, Head of Department 

Organization to which the contact person belongs (name and address): Ministry of Transport 

DIR Massif Central- District Nord, route de l'ancien pont d'Orbeil, 63500 Issoire FRANCE 
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SHEET 4: FRANCE/ANTI-THEFT OF CONSTRUCTION SITE SIGNALLING 

BATTERIES  

SURVEY ON ANTI-VANDALISM MEASURES AND DEVICES 

 

Road managers are confronted daily with acts of vandalism. Very often, the consequences are 

significant because, in addition to the damage to material goods which are not always quickly 

repaired, the image of the road service is damaged. And sometimes the act of vandalism is 

accompanied by moral aggression towards the service or maintenance staff. 

The Task Force of the World Road Association (PIARC) in charge of infrastructure security has 

decided to launch a survey in order to collect, in the simplest possible way, good practices about 

anti-vandalism measures and devices. 

 

In practice, this task involves filling out a double-sided form by measure or device chosen. The 

road managers interviewed are free to submit one or more A4 sheets. 

 

TYPES  

 anti-theft                       anti-graffiti        

 anti-drone                      anti-destruction (signs, radars,) 

 

CATEGORIES  

 Device designed and manufactured in-house  Device designed and manufactured 

externally 

 

RESEARCH OBJECTIVES  

 

To fight against the theft of batteries used on building sites for light signalling (beacons, lights...) 

and thus guarantee a safe and permanent signalling. 

To reduce the risks to road users and road service personnel due to the absence of traffic lights. 

 

DESCRIPTION  

 

The A75/A750 Maintenance and Operations Centre in Montarnaud near Montpellier, which is 

particularly affected by repeated battery thefts, has designed a high-performance anti-theft 

device. It is a battery system (a battery + a specific box with a handle and visible connections). The 

whole system is fixed to a C100 slide support and cannot be dismantled without special tools. 

 

EVALUATION OF THE MEASURE OR DEVICE (score between 5 and 10): 9 out of 10  
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Support with spacers that slide into the post of the slides  Post C100 - no removal of the spacer  

Top and side of the battery holder  

Battery and mounting assembly before installation 

Batteries with adapted casings 

 

Design DIR Massif Central: 

 Thierry ORSET CEI Montarnaud 

Realization welding DIR Massif Central: 

Patrice GREA CEI Montarnaud 

 

Approximate system cost:  

 

Other information: 

 

E-mail for more information: vanessa.levassort@developpement-durable.gouv.fr 

Name and surname of the contact (author of the file): Vanessa Levassort 

Organization to which the contact person belongs (name and address): Ministry of Transport 

DIR Massif Central- District Sud, 11 rue des Chasselas, route de Canet  

34800 Clermont l'Hérault FRANCE 

 

  

mailto:remi.amosse@developpement-durable.gouv
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SHEET 5: FRANCE/ ANTI-GRAFFITI PRODUCT FOR ENGINEERING 

STRUCTURES  

SURVEY ON ANTI-VANDALISM MEASURES AND DEVICES 

 

Road managers are confronted daily with acts of vandalism. Very often, the consequences are 

significant because, in addition to the damage to material goods which are not always quickly 

repaired, the image of the road service is damaged. And sometimes the act of vandalism is 

accompanied by moral aggression towards the service or maintenance staff. 

 

The Task Force of the World Road Association (PIARC) in charge of infrastructure security has 

decided to launch a survey in order to collect, in the simplest possible way, good practices about 

anti-vandalism measures and devices. 

 

In practice, this task involves filling out a double-sided form by measure or device chosen. 

The road managers interviewed are free to submit one or more A4 sheets. 

 

TYPES  

 anti-theft                              anti-graffiti        

 anti-drone                             anti-destruction (signs, radars,) 

 

CATEGORIES  

 Device designed and manufactured in-house  Device designed and manufactured 

externally 

 

RESEARCH OBJECTIVES  

 

Avoid graffiti on engineering structures and noise barriers. Facilitate the removal of graffiti by 

preventive treatment 

 

DESCRIPTION  

 

The bypass of the town of Le Puy en Velay in the Auvergne region (Route Nationale 88) includes 

numerous structures and noise barriers. 

The services in charge of the design of the structures (Road Engineering Service of the DIR Massif 

Central) have planned the installation of an anti-graffiti product as a preventive measure. 

 

EVALUATION OF THE MEASURE OR DEVICE (score between 5 and 10): 8 out of 10 
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Agglomeration of Puy en Velay 
Taulhac Viaduct 

Covered trench-noise barriers 

Comments: 

For example, the product used on the bridge over 

the Loire is the Pieri Graffistop permanent type 

The treatment system consists of two products: 

- A primer which regulates the porosity and evens  

out the surface. 

- The protection which forms a real barrier 

between the support and the external aggressions.  

 

 Cost between 15 and 20 €/m2 

 

E-mail for more information: xavier.cheilletz@developpement-durable.gouv.fr 

Name and surname of the contact (author of the file): Xavier Cheilletz- Christian Peyral 

Organization to which the contact person belongs (name and address): Ministry of Transport 

DIR Massif Central- District Centre, 18 Rue Jean Solvain, 43000 Le Puy-en-Velay FRANCE 

  

mailto:remi.amosse@developpement-durable.gouv
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SHEET 6: FRANCE/ ANTI-GRAFFITI GABIONS FOR STRUCTURES  

SURVEY ON ANTI-VANDALISM MEASURES AND DEVICES 

 

Road managers are confronted daily with acts of vandalism. Very often, the consequences are 

significant because, in addition to the damage to material goods which are not always quickly 

repaired, the image of the road service is damaged. And sometimes the act of vandalism is 

accompanied by moral aggression towards the service or maintenance staff. 

The Task Force of the World Road Association (PIARC) in charge of infrastructure security has 

decided to launch a survey in order to collect, in the simplest possible way, good practices about 

anti-vandalism measures and devices. 

 

In practice, this task involves filling out a double-sided form by measure or device chosen. 

The road managers interviewed are free to submit one or more A4 sheets. 

TYPES  

 anti-theft                              anti-graffiti        

 anti-drone                             anti-destruction (signs, radars,) 

 

CATEGORIES  

 Device designed and manufactured in-house  Device designed and manufactured 

externally 

 

RESEARCH OBJECTIVES  

- Avoiding the covering of structures with graffiti 

- Vegetate the walls whenever possible 

 

DESCRIPTION  

Ex1: it is a question of putting up a fence in front of the tagged structures to make it difficult to 

put up new graffiti and to facilitate the development of climbing vegetation 

EX2: this involves placing gabions in front of the abutments of engineering structures that are less 

or not subject to graffiti development. 

 

EVALUATION OF THE MEASURE OR DEVICE (score between 5 and 10): 5 
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Photo 1: A6 Noise barrier protection: 

Fences in front of walls 

 

 

 

 

 

 

 

 

Photo 2: A6 bridge 

abutment protection 

Gabions in front of walls  

Philippe CHANARD shot of the A6 motorway south of Paris (Essonne) 

Comments: Graffiti appeared in various places showing the limits of the protections. 

E-mail for more information: Piarc-France@outlook.fr 

Name and surname of the contact person (author of the file): Philippe CHANARD 

Organization on which the contact person depends (name and address): PIARC FRANCE 

Road network DIR IdF 
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SHEET 7: FRANCE/ANTI-BURGLARY FOR TUNNEL TECHNICAL ROOM  

SURVEY ON ANTI-VANDALISM MEASURES AND DEVICES 

 

Road managers are confronted daily with acts of vandalism. Very often, the consequences are 

significant because, in addition to the damage to material goods which are not always quickly 

repaired, the image of the road service is damaged. And sometimes the act of vandalism is 

accompanied by moral aggression towards the service or maintenance staff. 

The Task Force of the World Road Association (PIARC) in charge of infrastructure security has 

decided to launch a survey in order to collect, in the simplest possible way, good practices about 

anti-vandalism measures and devices. 

 

In practice, this task involves filling out a double-sided form by measure or device chosen. 

The road managers interviewed are free to submit one or more A4 sheets. 

TYPES 

 anti-theft                              anti-graffiti        

 anti-drone                             anti-destruction (signs, radars,) 

 

CATEGORIES  

 Device designed and manufactured in-house  Device designed and manufactured 

externally 

 

RESEARCH OBJECTIVES  

Preventing recurrent acts of vandalism and intrusion into the technical shelters of the transmission 

and control networks of tunnel traffic management and safety equipment. 

DESCRIPTION  

-Installation of an alarm system for the technical room (ALT System) with feedback to the Traffic 

Management Centre and the possibility of communicating with the shelter in the event of an 

infringement, installation of intrusion sensors, installation of a 110 db siren with flashing lights 

when the alarm is triggered, installation of a loudspeaker in the technical room and an 

autonomous system in the event of a power cut. 

- Means: use of reformed radios - installation by road staff at very low cost per room. 

 

EVALUATION OF THE MEASURE OR DEVICE (score between 5 and 10): 9 
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Photo 1: Example of a fractured door Photo 2: Control unit with recovered radio 

 

 

 

 

 

 

 

 

 

 

 

 

Photo 3: Radio antenna on technical premises Photo 4: Opening sensor 

 

Explanatory diagrams or sketches 

Traffic control center display 

LOCAL ALARM.... 

 

 

 

 

 

 

 

 

E-mail for more information: 

georges.debernardi@developpement-durable.gouv.fr 

Name and surname of the contact (author of the file): DEBERNARDI Georges 

Organization on which the contact depends (name and address): 

DIRMED/DU/CIGT2/PM/RADIO Chemin du Commandant Jean-Francois Matëi 13240 Septièmes 

les vallons 

  

mailto:georges.debernardi@developpement-durable.gouv.fr
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SHEET 8: FRANCE/ ANTI-THEFT OF PHOTOVOLTAIC PANELS 

SURVEY ON ANTI-VANDALISM MEASURES AND DEVICES 

 

Road managers are confronted daily with acts of vandalism. Very often, the consequences are 

significant because, in addition to the damage to material goods which are not always quickly 

repaired, the image of the road service is damaged. And sometimes the act of vandalism is 

accompanied by moral aggression towards the service or maintenance staff. 

The Task Force of the World Road Association (PIARC) in charge of infrastructure security has 

decided to launch a survey in order to collect, in the simplest possible way, good practices about 

anti-vandalism measures and devices. 

 

In practice, this task involves filling out a double-sided form by measure or device chosen. 

The road managers interviewed are free to submit one or more A4 sheets. 

TYPES  

 anti-theft                              anti-graffiti        

 anti-drone                             anti-destruction (signs, radars,) 

 

CATEGORIES  

 Device designed and manufactured in-house   Device designed and manufactured 

externally 

 

RESEARCH OBJECTIVES  

The aim was to avoid having the solar panels stolen.  

 

DESCRIPTION  

The photovoltaic panels are embedded in the masonry. The only way to remove them is to 

dismantle part of the structure. This device has so far prevented any attempt at theft. Moreover, 

it is positioned at a distance from the lighting system that it operates and in an area that is hardly 

visible to users. 

The disadvantage is that the panels have to be dismantled for replacement. But this system could 

be modified by sealing a metal frame in the masonry. The panels themselves would be sealed to 

this frame, which would allow only the sealing mortar fixing the panels to be destroyed during 

removal. A reduction in the size of the device, the use of reinforced concrete and the installation 

of lifting sleeves would make this device transportable (SVT). 

 

EVALUATION OF THE MEASURE OR DEVICE (score between 5 and 10): 9 
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E-mail for more information: gilles.delaumeni@developpement-durable.gouv.fr 

Name of the contact (author of the file): Gilles Delaumeni 

Organization to which the contact person belongs (name and address): 

DIRCE SREX of Moulins District of Moulins 
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SHEET 9: FRANCE/ CABLE THEFT PREVENTION/ MANHOLE COVER LOCKING  

SURVEY ON ANTI-VANDALISM MEASURES AND DEVICES 

 

Road managers are confronted daily with acts of vandalism. Very often, the consequences are 

significant because, in addition to the damage to material goods which are not always quickly 

repaired, the image of the road service is damaged. And sometimes the act of vandalism is 

accompanied by moral aggression towards the service or maintenance staff. 

The Task Force of the World Road Association (PIARC) in charge of infrastructure security has 

decided to launch a survey in order to collect, in the simplest possible way, good practices about 

anti-vandalism measures and devices. 

 

In practice, this task involves filling out a double-sided form by measure or device chosen. 

The road managers interviewed are free to submit one or more A4 sheets. 

TYPES  

 anti-theft                              anti-graffiti        

 anti-drone                             anti-destruction (signs, radars,) 

 

CATEGORIES  

 Device designed and manufactured in-house   Device designed and manufactured 

externally 

 

RESEARCH OBJECTIVES  

Slow down or discourage cable thieves in strategic or high-risk areas. 

 

DESCRIPTION  

It requires the installation of lockable buffers on the chamber frame and a special key (VOR 5) not 

commercially available.  

To access the interior of the chamber, simply insert the key in the hole provided for this purpose 

and present on the 1st pad. Once the 1st pad is unlocked and opened, the other pads can be 

removed by sliding them out. 

 

EVALUATION OF THE MEASURE OR DEVICE (score between 5 and 10): 9 

OUR SOLUTIONS C250-FXVOR range  

-reliable and efficient certified system (20mn) 

-mechanism undetectable from the outside 

-compatibility between the chamber and the cover (NF362) 

-noise control pads 
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Explanatory diagrams or sketches 

 

 

E-mail for more information: Jacques.Dupuy@developpement-durable.gouv.fr 

Name and surname of the contact (author of the file): SENÉ Olivier 

Organization to which the contact person belongs (name and address): 

DIRCE - PC de Genas Lieu-dit " Les Grandes Terres " 69740 GENAS 
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SHEET 10: FRANCE/ ANTI-DESTRUCTION OF SPEED CAMERAS 

 

SURVEY ON ANTI-VANDALISM MEASURES AND DEVICES 

 

Road managers are confronted daily with acts of vandalism. Very often, the consequences are 

significant because, in addition to the damage to material goods which are not always quickly 

repaired, the image of the road service is damaged. And sometimes the act of vandalism is 

accompanied by moral aggression towards the service or maintenance staff. 

The Task Force of the World Road Association (PIARC) in charge of infrastructure security has 

decided to launch a survey in order to collect, in the simplest possible way, good practices about 

anti-vandalism measures and devices. 

 

In practice, this task involves filling out a double-sided form by measure or device chosen. 

The road managers interviewed are free to submit one or more A4 sheets. 

TYPES  

 anti-theft                            anti-graffiti        

 anti-drone                           anti-destruction (signs, radars,) 

 

CATEGORIES  

 Device designed and manufactured in-house     Device designed and manufactured 

externally 

 

RESEARCH OBJECTIVES  

 

Common case: Fighting against the defacement of speed cameras related to automated speed 

control  

 

Special case: Reduce the risks for road service personnel and companies in charge of road works 

by respecting speed reduction.  

 

DESCRIPTION  

 

The particularity of automated enforcement in France compared to other countries is the 

centralization of the recording of speeding offences by officers (National Police and Gendarmerie 

officers), the whole system between the photographic record and its processing being protected 

and encrypted. Two organizations manage the fines, from their issue to their collection and 

processing: the National Processing Centre and the Fine Collection Centre.  

 

Radars are either fixed field equipment or in-vehicle field equipment. The former are subject to 

regular acts of vandalism. The Ministry of the Interior has modified the design of speed cameras 

and has increased the criminal penalties for the multiple damages to these road safety devices. 

 

EVALUATION OF THE MEASURE OR DEVICE (score between 5 and 10): 7 out of 10 
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Older generation of ground speed cameras can be 

damaged with: glued plastic bags, paint or fire. 

 

New taller and more compact turret radars: 

from 2.6m to 4 m from the ground 

 

 

 Penalties provided for in the French Criminal Code: 

-damage to windows by means of stickers, graffiti: 

fine of up to €15,000 

-individual destruction by fire, theft or explosion: fine 

of up to €75,000 

-destruction by masked groups or individuals: fine of 

up to €100,000 

 

Signalling of speed cameras with graffiti  

Site: https://www.securite-routiere.gouv.fr/radars 

 

E-mail for more information: Piarc-France@outlook.fr 

Name and surname of the contact (author of the file): Philippe CHANARD  

Organization to which the contact person belongs (name and address): PIARC France and 

previously Ministry of Transport 

  

file:///C:/Users/Jacques/Downloads/Site :%20https:/www.securite-routiere.gouv.fr/radars
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SHEET 11: SWITZERLAND / ANTI-GRAFFITI POLICY ON ENGINEERING 

STRUCTURES 

SURVEY ON ANTI-VANDALISM MEASURES AND DEVICES 

 

Road managers are confronted daily with acts of vandalism. Very often, the consequences are 

significant because, in addition to the damage to material goods which are not always quickly 

repaired, the image of the road service is damaged. And sometimes the act of vandalism is 

accompanied by moral aggression towards the service or maintenance staff. 

 

The Task Force of the World Road Association (PIARC) in charge of infrastructure security has 

decided to launch a survey in order to collect, in the simplest possible way, good practices about 

anti-vandalism measures and devices. 

 

In practice, this task involves filling out a double-sided form by measure or device chosen. 

The road managers interviewed are free to submit one or more A4 sheets. 

 

TYPES (check the box) 

 anti-theft                          anti-graffiti        

 anti-drone                           anti-destruction (signs, radars,) 

 

CATEGORIES (check the box) 

 Policy designed internally by OFROU (SWITZERLAND)  Device designed and 

manufactured externally 

 

RESEARCH OBJECTIVES (in 2 lines) 

 

To define an effective graffiti protection policy for structures on Swiss national roads. 

 

DESCRIPTION (in 5 lines) - attach photo(s) or diagrams or sketches on the back 

 

The graffiti policy of the Federal Roads Office (OFROU in French) applies to all structures within 

the maintenance area of national roads. Depending on the type of graffiti, its location and the 

importance of the structure, interventions should be kept to a minimum. The concept is based on 

practical criteria of effectiveness and cost. Responsibility for implementing this policy lies with the 

asset managers of the individual OFROU branches. They carry out the work in cooperation with 

the operations and maintenance managers of the 11 regional units. 

 

EVALUATION OF THE MEASURE OR DEVICE (score between 5 and 10): 9 

  



 

 

ROAD INFRASTRUCTURE AND TRANSPORT SECURITY - LITERATURE REVIEW 

 

2022R07EN 

241 

 

INTERVENTION CRITERIA 

 

1-NATURE OF THE GRAFFITI 

• Political, racist, anti-religious messages - remove immediately. 

• Stylized graffiti with pornographic content - remove immediately. 

• Tags: in general - to be removed periodically. 

 

If the Branch Heritage Manager deems the artistic value and message of the graffiti acceptable, and if 

other criteria do not require cleaning, the graffiti may remain on the structure. 

             
Graffiti acceptable                                   Tags to remove 

 

2-PLACEMENT OF GRAFFITI 

 

In urban areas and on bypass roads in large cities, graffiti on visible parts of engineering structures must be 

removed periodically. 

 • In certain cases and in cooperation with the local authorities, certain surfaces may be made available for 

artistic graffiti. An agreement on the location, style and colours to be used must be made in advance with 

the branch's asset manager (e.g. in the form of a sketch). In this case, the graffiti may remain on the 

structure. 

 • Structures along or over roads with heavy daily traffic - to be removed immediately 

 • Exceptional structures (conservation value of structures) - to be removed periodically 

 • Structures with traffic signs - remove immediately 

 • Tunnels (inner walls and gates) - remove immediately 

 

METHOD OF INTERVENTION 

 

Each subsidiary's asset manager decides whether a surface contaminated by unwanted graffiti or tags 

should be cleaned. In high-risk urban areas, he or she may, for example, suggest that surfaces be fitted 

with preventive anti-graffiti protection. 

 

Definitions: Graffiti is calligraphic writing or designs, written, painted, or etched on a surface not 

normally intended for that purpose. Graffiti is sprayed with aerosol cans, scribbled with markers 

or scratched with sharp objects. Simple inscriptions or logos are called tags. Graffiti consists of a 

combination of stylized letters or drawings. 
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Explanatory diagrams or sketches related to the intervention evaluation process 

 

 

E-mail for more information: pablo.julia@astra.admin.ch 

Name and surname of the contact (author of the file): Pablo JULIA (OFROU central) 

Organization to which the contact person belongs (name and address): 

Federal Department of the Environment, Transport, Energy and Communications (DETEC) - 

Federal Roads Office (OFROU in French). Road Infrastructure Division I. Postal address: OFROU 

3003 Bern 

Main location: Pulverstrasse 13 3063 Ittigen  

  

mailto:pablo.julia@astra.admin.ch
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SHEET 12: SWITZERLAND / PROCESS FOR CLEANING GRAFFITI ON 

STRUCTURES 

 

SURVEY ON ANTI-VANDALISM MEASURES AND DEVICES 

 

Road managers are confronted daily with acts of vandalism. Very often, the consequences are 

significant because, in addition to the damage to material goods which are not always quickly 

repaired, the image of the road service is damaged. And sometimes the act of vandalism is 

accompanied by moral aggression towards the service or maintenance staff. 

 

The Task Force of the World Road Association (PIARC) in charge of infrastructure security has 

decided to launch a survey in order to collect, in the simplest possible way, good practices about 

anti-vandalism measures and devices. 

 

In practice, this task involves filling out a double-sided form by measure or device chosen. 

The road managers interviewed are free to submit one or more A4 sheets. 

 

TYPES  

 anti-theft     anti-graffiti        

 anti-drone     anti-destruction (signs, radars,) 

 

CATEGORIES  

 Graffiti removal process designed in-house by FEDRO (SWITZERLAND) 

 Externally designed and manufactured device 

 

RESEARCH OBJECTIVES  

 

To define a process for cleaning graffiti on structures on Swiss national roads and the various 

cleaning methods 

 

DESCRIPTION  

 

The clean-up process is based on several steps: damage survey (local), assessment (central), 

clean-up, subsequent control (local), repression and deterrence (local). 

 

Two methods of intervention to eliminate graffiti are commonly used: cleaning with preventive 

treatment and cleaning without preventive treatment. 

 

In exposed structures where rapid cleaning is required, preventive treatment is a good solution. 

 

EVALUATION OF THE MEASURE OR DEVICE (score between 5 and 10): 9 
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CLEANING PROCESS 

 

 

 

Reminder of definitions: Graffiti are calligraphic inscriptions or drawings, written, painted or 

engraved on a surface not normally intended for that purpose. Simple inscriptions or logos are 

called tags.  
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CLEANING METHODS 

 

1-Cleaning with preventive treatment (anti-graffiti systems)  

Prevention is necessary when graffiti must be removed immediately or periodically in accordance 

with the intervention criteria. Anti-graffiti systems (AGS) consist of two components: anti-graffiti 

prophylactics and cleaning technology. Anti-graffiti prophylactics are liquid products which, after 

being applied to the surface of the structure, form a protective layer which prevents the graffiti 

dyes from penetrating the surface. Graffiti can be removed with the appropriate cleaning 

technology. 

 

The following are distinguished: 

 

Temporary anti-graffiti systems. This is usually an invisible protective layer that fixes the graffiti 

(prevents it from penetrating the concrete). For example: solvent-free water-based emulsions for 

the removal of tags. Products based on acrylates, biopolymers, waxes or waxy products are used 

as prophylactics for temporary GAS. Hot water jets under pressure remove graffiti by 

amalgamating it with the protective film and removing the residue. Subsequent cleaning with 

chemical solvents often improves the final result. 

 

Semi-permanent anti-graffiti systems. Semi-permanent GAS prophylactics often consist of several 

layers. The top layer, called the sacrificial layer, consists of waxes or waxy products, and the 

permanent bottom layer consists of silanes, siloxanes or acrylates. The cleaning technology 

suitable for the system is mainly hot water jetting under pressure, in some systems with the 

support of chemical cleaning agents. In the graffiti removal process, in two-layer systems, the 

graffiti is removed together with the sacrificial layer. In these systems, it is necessary to apply a 

new sacrificial layer afterwards. 

 

Permanent anti-graffiti systems. Prophylactic products for permanent graffiti protection systems 

usually consist of polyurethanes or epoxy resins as chemical-resistant layers. However, products 

based on silanes/siloxanes and acrylates are also used. Multifunctional protection systems based 

on nanotechnology can also be used to provide permanent protection. The advantage of a 

nanocoating is its high chemical and mechanical resistance after application. It can withstand 

temperatures of up to 450°C, is UV-stable and frost-resistant. In addition, it is scratch and wear 

resistant, which gives the surface a long-lasting protection. The protection system is chosen by 

the head of asset management according to the type of structure and the criteria for intervention.  

 

2-Cleaning without preventive treatment  

 

It is very important that clean-up can be done quickly, as one graffiti attracts another, and cleanup 

deters taggers from putting their messages where graffiti does not stay for long. Soiled surfaces 

can be treated in various ways:  

 

-Chemical methods: Acid treatment, use of strippers and solvents for chemical cleaning of exposed 

concrete surfaces. This method requires accompanying measures to protect the environment. 

After cleaning, a hydrophobic surface treatment is recommended as a preventive measure. 
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-Mechanical methods: Hot water under high pressure - this is a non-polluting method that is 

suitable for all surfaces. It is also suitable for removing graffiti from surfaces treated with anti-

graffiti. Sandblasting - this is a process that has been tried and tested on many construction sites 

for a long time. Depending on the requirements, it can be applied in a dosed, light or abrasive 

manner to clean concrete and natural or artificial stone. Low-pressure hydro-rubbing - this is a 

low-pressure rotating pneumatic spraying process (0.5 to 1.5 bar on the surface), where a soft air-

water-micro-aggregate mixture, created in a mixing chamber, is expelled in a homogeneous and 

humidified swirling flow. The mixture "hydrogums" the surface by gently attacking it laterally 

without altering the support.  

 

-Painting: Another option is to repaint the graffitied surface directly. In the case of chemical or 

mechanical methods, the damaged concrete surface must be protected after cleaning with a 

protective coating. 

 

E-mail for more information: pablo.julia@astra.admin.ch 

Name and surname of the contact (author of the file): Pablo JULIA (OFROU central) 

Organization to which the contact person belongs (name and address): 

Federal Department of the Environment, Transport, Energy and Communications (DETEC) - 

Federal Roads Office (OFROU in French) 

Road Infrastructure Division I. Postal address: OFROU 3003 Bern 

Main location: Pulverstrasse 13 3063 Ittigen 

  

mailto:pablo.julia@astra.admin.ch
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APPENDIX E: ILLEGAL FREIGHT TRANSPORT 

 

ILLEGAL FREIGHT TRANSPORT 

 

Transport security is a big challenge, causing huge losses to carriers and companies in case of 

piracy and theft , gross fraud with huge economic damages to Countries and very serious criminal 

acts. Fight and prevention include procedures and technological devices for detection, 

transmission and response10. 

Freight transport security concerns criminal acts that affect supply chain:  

-piracy and theft  

-transportation of illegal freight 

 

Piracy and theft 

 

Piracy and cargo theft t11 on road are very sensitive issues because they involve a massive 

economic cost: cash value of the cargo, insurance losses, business interruption, damages to 

property. Miscellaneous products and food are easy to distribute in the grey market and can end 

up in street markets where sales are not regulated and represent unfair competition in the 

economy. These crime groups are self-taught and constantly improve their methodology, 

technology and infrastructure, resulting in an efficient operational approach. Besides, in some 

way they get precise information about the cargo flows and exact time of trips. 

Traffics of illegal freight 

 

The traffics of illegal goods concerns illicit commercial activities that use transport networks to 

pursue the for-profit purposes of criminal organizations who manage Illegal markets. The relative 

transport flows on the road network are constantly evolving in terms of geographical areas 

(worldwide, continental, national), volumes and typologies. Four fundamental types of illicit trade 

can be identified: 

•goods or services that are prohibited for sale in a specific territory, such narcotics, counterfeit 

medicines, smuggling of migrants and prostitution; 

•irregular sale of regulated goods (goods that violate intellectual property rights and those that 

do not comply with legal standards) such as human organ and weapons; 

•sale of products with evasion of excise duty and, in general, violation of the rules that regulate 

the market12 (smuggling or fraud, as in the case of tobaccos or alcoholic products and 

hydrocarbons); 

 

10 See the presentation by Saverio Palchetti in the Instant Book of the Conference “Seguridad y 

protección de infraestructura crítica”, instituto mexicano del transporte. Querétaro, México, Junio 

8, 2017. 

11 See in the Final Report of the Task Force PIARC C.1, 2019R12EN2019, Appendix 1.5 - Truck stolen for freight theft. 

12 Its prerequisites are a regulation that significantly affects prices or completely prohibits the 

distribution of a given good or service. The conditions for smuggling are found with a price 

difference between two or more markets, whereby the illicit trade procures a product at a low 
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•sale of stolen goods (antiques, cultural goods, cars, electronics). 

 

With regard to transport networks, traffickers seek to obtain economic synergies by optimizing 

the use of networks in the transport of goods or services. The activity of traffickers is not mainly 

in the single product or in the point-to-point service, but in the network that allows them to 

manage various illicit products and services even in parallel. The logistic network model of illicit 

trafficking is the one that minimizes the number of transport operations while not minimizing the 

individual routes: the hub and spoke model. Illicit trafficking hubs are generally classified as a 

source, a transit point or a destination and are chosen by criminal organizations based on 

characteristics that meet specific needs: 

-presence of an infrastructure developed to manage international exchanges (large 

-ports or airports); 

-weakness of the institutions (corruption, inadequate legislation, not transparent financial 

institutions); 

-economies in difficulty with high levels of unemployment; 

-poor commitment or capacity of the security forces (small number of agents, widespread 

illegality, poorly controlled national borders). 

 

It is necessary to consider the great flexibility of the routes, which are continuously modified, 

diverted or more or less exploited depending on the political circumstances, economic 

convenience or intensification of controls and law enforcement activities. The impact of illicit 

traffic on the road world is obviously important given the logistical indispensability of road 

sections for the transport of goods. For example, the routes and hubs used for drug trafficking 

coincide with those of other trafficking, including arms and humans. There are transcontinental 

smuggling routes to Europe and to Asia and Africa. In each continent, main hubs can be identified, 

from which the traffic routes depart with secondary flows mostly by road. In Europe, the Balkans 

are the preferred route for smuggling of all kinds, not only of narcotics, but also of firearms, 

cigarettes, humans, works of art and much more. Indeed, the region serves as the main 

transhipment point for goods and migrants bound for Europe. The trade in counterfeit medicines 

mainly travels the routes of the Middle East and North Africa. Traffickers in human beings travel 

the land routes that cross the Balkans and arrive in Central Europe from Asia and Africa. There are 

also other land routes between the two Americas. The smuggling routes of art objects and 

archaeological finds involve North Africa and the Middle East and, in general, where there are 

archaeological sites. In this case, the same routes are used through which other goods are 

smuggled with an overlap of routes which shows the centrality of the network with respect to the 

individual traffic of goods. 

 

Illicit drug trade 

 
price, managing its transport and / or storage until the good is sold at a higher price. Therefore, a 

commodity may be considered contraband in one country, but perfectly legal in another due to 

different regulations (eg. alcohol). 
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The illicit narcotics market concerns four macro-categories: opiates, cocaine, cannabis, 

amphetamine-type stimulants (ATS). The drug trafficking chain is made up of producers, 

traffickers, drug dealers and consumers, including logistic centers and military apparatuses which 

the organizations use as transversal structures between the traffic and drug dealing activities. The 

trade in narcotics takes place mainly on land and sea routes. There are climatic constraints for 

cocaine and heroin, therefore the production of these substances is localized only in certain areas 

of the world. The trafficking of cannabis and amphetamine-type synthetic stimulants is based on 

a more widespread production with a more difficult identification of the routes and agricultural 

areas used. Cannabis is the largest narcotics retail market. Opium cultivation is concentrated in 

the Central Asian region. Opium can be consumed as it is, or it can be transformed into heroin. 

 

Trafficking in counterfeit medicines 

Basically, pharmaceutical counterfeiting13 is a fraud, which can affect the packaging, ingredients, 

origin, production and quality of the product14. 

 

Smuggling of migrants and trafficking in human beings through organ trafficking 

Trafficking in prostitution and child trafficking are part of the smuggling of migrants. Corruption 

is present in all phases of traffic, it represents its starting point, affecting the world of road 

transport. At the recruitment stage, it allows traffickers to run bogus and unauthorized travel 

agencies. False identity documents, false birth certificates, visas and permits, lack of inspections 

of vehicles, documents and people, illegal border crossing, are the result of corruption involving 

road administrations and police forces. 

 

The trafficking of antiques and cultural goods 

The trade in ancient artifacts represents an important source of income for organized crime and 

terrorist groups. Cultural heritage is a natural resource15. 

 

Tobacco smuggling 

This market is highly attractive to criminal organizations. The illicit tobacco trade includes a wide 

variety of products, including cigarettes first, then cigars, cigarillos, hookah tobacco, raw or loose 

tobacco and chewing and snuff. From the point of view of illicit trafficking, the areas of production, 

 

13 According to the World Health Organization, “counterfeiting is a medicine that is deliberately 

and fraudulently mislabeled with respect to identity and / or source. Counterfeiting can be applied 

to both branded and generic products and counterfeit products can include products with the 

correct ingredients or with the wrong ingredients, without active ingredients, with insufficient 

active ingredients or with fake packaging”. 

14 A special mention deserves tramadol, a synthetic opiate substance, used both as a stimulant and to increase resistance to physical 

exertion, therefore nicknamed "the fighter's drug". The traffic of tramadol is managed directly by Isis to finance the terrorist activities 

that the organization plans and carries out all over the world. 

15 As is well known, the jihadists did not hesitate to loot archaeological sites and resell historical 

objects to finance war and terrorist activity. 
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transhipment and destination can be distinguished. Tobacco products can be classified into five 

main categories: 

-smuggled products, legally packaged tobacco products that are diverted to markets where their 

marketing is not permitted or where taxes and duties are not paid; 

-counterfeit products, illegal products with false manufacturing labels, fake trademarks or 

unauthorized trademarks, no taxes and duties are paid; often these are harmful products; 

-cheap white, cigarettes legally produced to be exported and sold illegally in a country where their 

sale is not authorized; 

-Loose and / or raw tobacco, used for the manufacture of cigarettes but can also be used for 

illegal cigarettes or “roll-your-own” tobacco, without paying taxes; 

-raw or unprocessed tobacco, parts of the tobacco plant (leaf, stem, etc.) usually discarded. 

 

Illegal trade in hydrocarbons and precious materials 

Terrorist and criminal organizations can use natural resources as a means to increase their funding 

by controlling a wide variety of raw materials such as gas, crude oil, diamonds, gold16. 

 

International arms trafficking 

The arms market is less profitable than other illicit markets, but it is a strategic market for 

organized crime and for a multitude of terrorist, para-military and revolutionary groups 

responsible for armed violence. Even for weapons, the trafficking is all characterized by a strong 

network structure with the abandonment of traditional specializations. Traditional weapons are 

divided into common weapons (including hunting ones), war, sports. To these must be added 

chemical and atomic weapons. 

  

 

16 In the territories under its control, Isis has used different techniques for years to procure financing and to exchange crude or refined 

oil for weapons and other goods. Under Saddam Hussein’s regime, oil was smuggled from Iraq through neighboring countries (Syria, 

Iran and Lebanon). It is well known that Iraqi oil was also smuggled by truck overland, through Turkey and Jordan. These methods 

were repeated in the years following the fall of the regime and have also become typical of Isis.  
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APPENDIX F: TERRORISM IN SAHEL AND WEST AFRICA 

 

TERRORISM IN SAHEL AND WEST AFRICA 

 
1. THE MAIN TERRORIST ORGANIZATIONS IN AFRICA17 18 

 

1) Al-Qaeda in the Islamic Maghreb  

Acronym AQIM 

Reference Organization / 

Ideology 

al-Qaeda 

Constitution 2007 

Leader Being defined after the death of the historical leader, 

Abdelmalek Droukdel (killed by French special forces on 3 

June 2020) 

Influence Area Algeria, Ivory Coast, Guinea Bissau, Libya, Burkina Faso, 

Mali, Mauritania, Niger 

Estimated Number of Belongings Unspecified, in the order of several thousand units 

Economic Activities Extortion, competition in the management of smuggling of 

human beings (territory management), trafficking in arms 

and drugs, smuggling of gold, medicines and tobacco 

 

2) Jama’at Nusra al -Islam wal Muslimin 

Acronym  JNIM 

Reference Organization / 

Ideology 

 al-Qaeda; strategic-functional alliance that brings 

together representative forces of AQIM, al-Mourabitoun, 

Ansar al-Din, Ansarul Islam, FLM and MUJAO; however, the 

individual actors (apart from MUJAO, which seems to have 

completely merged into JNIM) maintain their own 

independence, albeit in convergence towards the 

achievement of common objectives 

Constitution 2017 

 

17 By terrorist organization we mean a complex structure, with great capacity for action and 

management, to which minority groups and factions adhere, more or less dependent on it. 

18 Source:: Fondazione ICSA, Il Jihadismo in Africa ai tempi del Covid-19, June 2020, Italy. 
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Leader  Iyad ag Ghali 

Influence Area  Burkina Faso, Mali, Niger 

Estimated Number of Belongings Unspecified; take into account thousands of units as the 

sum of the various adhering forces 

Economic Activities Extortion, competition in the management of smuggling of 

human beings (land management), trafficking in arms and 

drugs, smuggling medicines and tobacco 

 

3) Ansar al-Din  

Acronym   

Reference Organization / 

Ideology 

 al-Qaeda; included in the JNIM alliance 

Constitution 2011 

Leader Iyad ag Ghali, (currently also declared leader of the Qaedist 

alliance JNIM) 

Influence Area Direct influence in Mali and Niger; within the JNIM alliance 

it contributes to actions in the various areas of influence of 

the Qaedist front 

Estimated Number of Belongings Unspecified, between 600 and 1,000 units 

Economic Activities Extortion, competition in the management of smuggling of 

human beings (land management), trafficking in arms and 

drugs, smuggling medicines and tobacco 

 

4) Al-Mourabitoun 

Acronym   

Reference Organization / 

Ideology 

 al-Qaeda; included in the JNIM alliance 

Constitution 2013 

Leader  Mokhtar Belmokhtar 

Influence Area  Algeria, South Libya region, Burkina Faso, Mali, 

Mauritania, Niger 

Estimated Number of Belongings  Unspecified, about 500 units 

Economic Activities  Extortion, competition in the management of smuggling 

of human beings (land management), trafficking in arms 

and drugs, tobacco smuggling 

 

5) Ansarul Islam  

Acronym   

Reference Organization / 

Ideology 

 al-Qaeda; included in the JNIM alliance 

Constitution 2016 

Leader  Jafar Dicko 

Influence Area  Burkina Faso, Niger 

Estimated Number of Belongings  about 200-300 units 
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Economic Activities  Extortion, competition in the management of smuggling 

of human beings (territory management), gold smuggling, 

arms trafficking 

 

6) Macina Liberation Front 

 

7) Islamic State in the Greater Sahara  

Acronym  ISGS 

Reference Organization / 

Ideology 

 Islamic State 

Constitution 2015 

Leader  Adnan Abu Waleed al-Sahrawi 

Influence Area  Burkina Faso, Ivory Coast, Mali, Niger 

Estimated Number of Belongings  Unspecified, it is estimated no more than 500 units 

Economic Activities  Extortion, competition in the management of smuggling 

of human beings (territory management), trafficking in 

arms and drugs, smuggling 

  

8) Islamic State in West Africa Province  

Acronym  ISWAP 

Reference Organization / 

Ideology 

 Islamic State 

Constitution March 2015 as an internal fringe of Boko Haram; 

ideologically linked to Islamic State's planning; from the 

second half of 2018, ISWAP started a policy of progressive 

and decisive separation from Boko Haram, highlighting its 

own strategic line 

Leader  Lawan Abubakar 

Influence Area  Nigeria (mainly north-eastern regions), Cameroon, Chad 

Estimated Number of Belongings Unspecified, in the order of 2,500-3,000 units, with a 

growth trend in 2019 thanks to a structured recruitment 

activity in the area 

Acronym  FLM (Front de Libération du Macina) 

Reference Organization / 

Ideology 

 al-Qaeda; included in the JINM alliance 

Constitution 2013 

Leader  Amadou Koufa 

Influence Area  Burkina Faso, Mali, Mauritania 

Estimated Number of Belongings  Unspecified, between 400 and 600 units 

Economic Activities Extortion, competition in the management of smuggling of 

human beings (land management), trafficking in arms and 

drugs, smuggling medicines and tobacco. 
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Economic Activities  Extortion, competition in the management of smuggling 

of human beings (land management), trafficking in arms 

and drugs, smuggling medicines and tobacco 

 

9) Boko Haram  

Acronym   

Reference Organization / 

Ideology 

Islamic State (however, it maintains its own identity and 

independent form with respect to the Islamic State 

project; it is characterized as an organization with a purely 

regional vocation) 

Constitution 2002 

Leader Abu Bakr Shekau  

Influence Area Nigeria (mainly north-eastern regions), Cameroon, Chad 

Estimated Number of Belongings Approximately 2,000 units following the spin-off of ISWAP 

Economic Activities Extortion, competition in the management of smuggling of 

human beings (land management), trafficking in arms and 

drugs, smuggling medicines and tobacco 

 

10) Islamic State in Somalia  

Acronym ISS  

Reference Organization / 

Ideology 

 Islamic State 

Constitution October 2015 (split from al-Shabaab) 

Leader Abdulqadr Mumin  

Influence Area  Northern Somalia, Puntaland 

Estimated Number of Belongings  About 300 

Economic Activities  Extortion, migratory phenomena, human trafficking (land 

management), drug trafficking, smuggling 

 

11) Islamic State in Somalia, Kenya, Tanzania and Uganda (Jahba East Africa)  

Acronym  ISSKTU 

Reference Organization / Ideology  Islamic State 

Constitution October 2016 (from a split of al-Shabaab) 

Leader  Mohamed Abdi Ali (until 2019), currently unspecified 

leadership 

Influence Area  Somalia (western region), Kenya, Tanzania and Uganda 

Estimated Number of Belongings  Not specified, a few hundred units 

Economic Activities  Extortion, kidnapping, robbery, drug trafficking, 

smuggling 

 

12) Al-Shabaab  

Acronym   

Reference Organization / Ideology  al-Qaeda (since 2012) 

Constitution 2006 
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Leader Ahmed Umar (aka Abu Ubaidah) 

Influence Area Somalia, Kenya, Tanzania, Uganda 

Estimated Number of Belongings Several thousand, it is estimated about 7,000 units 

Economic Activities Extortion, kidnapping, arms trafficking, drugs, smuggling 

of goods including sugar and coal 

 

2) THE TERRORIST ATTACKS IN AFRICA 

 

 
3. THE GEOPOLITICAL FRAMEWORK IN SAHEL AND WEST AFRICA (2020) 

 

3.1 The current situation 

 

The current geopolitical situation of the Sahel region and part of West Africa appears increasingly 

unstable and with a worrying medium-long term outlook. 

 

North Africa and the Sahel are crossed by criminal groups involved in the trafficking of arms, 

drugs, archaeological finds, human beings, and jihadist-style terrorist groups, interested in 

acquiring the consent of the population also, in some cases, through a mitigation of the harshness 

of sharia law. 

 

Very often criminal and terrorist groups operate in symbiosis because they are functional to each 

other. It happens for example in the Sahel, where they try to implant alternative economic 

models of territorial governance. African jihadism is characterized by a marked pragmatism which 

is determined by the complete overlap between Islamic fundamentalism, terrorism, organized 

crime of the mafia type, drug trafficking and human trafficking. 

 

Rather than directly threatening the West within the borders of its territory, the African jihad 

prefers to undermine and parasitize western economies on the sidelines, through smuggling and 

illegal trafficking on African soil. While referring to international terrorist networks, these 



 

 

ROAD INFRASTRUCTURE AND TRANSPORT SECURITY - LITERATURE REVIEW 

 

2022R07EN 

256 

 

formations have above all an insurgency character, are rooted in their territory and find reason 

for being and profit in it. 

 

The fact that these African terrorist groups use international jihadist rhetoric, referring to al 

Qaeda or Isis on the one hand, serves the same transnational terrorist organizations to strengthen 

their image by relying on local insurgencies (also to distract public opinion from their own 

territorial defeats, as in the case of Isis); on the other hand it is a tool through which African 

jihadist groups cloak themselves with international importance and projection to increase their 

appeal and recruitment capacity on the spot. 

 

The terrorist attacks that have taken place seem more linked to local insurgency and internal 

destabilization than to a global and in particular anti-Western terrorist capacity. However, there 

is an anti-American narrative, visible for example in Somali terrorism, with al Shabaab strongly 

determined to oppose both the Somali government and US allies. 

 

In the Sahel, we are witnessing a worsening of competition between pro-Qaedist formations and 

groups affiliated to the Islamic State. The current scenario still sees al Qaeda in the Islamic 

Maghreb-Aqim in a dominant position, thanks to its military capacity and experience in 

determining socio-economic and space management policies. But the elimination of its leader 

Abdelmalek Droukdel, an Algerian, killed in Mali in 2020, could change the balance in the area in 

favor of another increasingly rising jihadist name: Jama'at Nasr al Islam wal Muslim JNIM 

federation of jihadist groups, qaedists led by the charismatic Iyad ag Ghaly. 

 

3.2 The projection towards the Mediterranean 

 

The Sahel and West Africa are a transit space towards Mediterranean Africa, where jihadist 

terrorism acts to control the strategic points of Niger, Mali, Mauritania and Burkina Faso. Here, 

the lines of illicit trafficking transit mainly in the Libyan hub and towards the Mediterranean. In 

this context of illegal economy, co-managed with transnational and local crime, the control of the 

territory represents a fundamental moment for terrorist organizations and factions to be 

recognized as important actors in the illicit trafficking chain.  

 

Here terrorism, facilitated by a vacuum of legitimate power, acts in order to conquer spaces and 

manage socio-cultural realities. From this point of view, the routes through which the caravans 

transporting migrants, drugs, tobacco, weapons and counterfeit medicines pass, generate the 

economic profit which represents a prerequisite for structuring an alternative model of territorial 

governance (we speak of territories "differently governed "). 

 

This allows the creation of business activities in third countries in order to launder illicit proceeds 

which represents a crucial moment in the evolution of jihadism in some areas of the Sahel. Here, 

military action and a graduated ideological imposition become instruments of affirmation and 

social control; a real method of replacing customs and values which, upon taking violent control 

of the territory, combines the marriages of the jihadists with the girls of the local tribes, up to the 

progressive inclusion of part of the younger generations in the organization. The result is a 
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progressive cultural renewal of the local communities, soaked with jihadist characters, in 

exchange for the satisfaction of basic needs. 

 

3.3 Actors in the scenario 

 

The military presence of various foreign countries in the Sahelian region has redefined the spaces 

of action of terrorist organizations, consequently generating an intensification of the competition 

for the domination of the living space between the Qaedist faction, led by al-Qaeda in the Islamic 

Maghreb-AQIM and groups affiliated with Islamic State, including Islamic State in the Greater 

Sahara ISGS. 

 

The current scenario still seems to see AQIM as dominant, strong in its military capacity and 

experience in determining socio-economic and space management policies; this condition, to 

date, guarantees the organization a sort of supremacy in the control of illicit trafficking that 

transits from Mauritania, Niger and Burkina Faso towards Fezzan. However, it is Mali that 

represents the focal point of an economic and relational strategy with other jihadist groups linked 

to the Qaedist matrix such as Ansar al Din, guardian of the most rigid vision of the shari'ah in Mali, 

Mujao al Mourabitoun, Macina Front and Ansarul Islam. 

 

The action of these jihadist groups has matured to converge in a shared policy, which then 

materialized, in 2017, in the creation of a common front, called Jama’at Nasr al Islam wal Muslim 

JNIM headed by the charismatic Iyad ag Ghaly. The Africanization of the Sahelian jihad with the 

displacement of the center of gravity of Islamist terrorism in the Sahel, seems to represent a real 

political project of cooperation to secure the individual interests of the adherents. 

  

In this context, the killing of Droukdel leaves a power vacuum that could soon be filled with a 

figure of jihadist leader less linked to the Algerian old guard and more rooted in the Sahel. 

 

JNIM's goal is twofold and ambitious: 1) oppose the Islamic State in the region; 2) facilitate a 

geopolitical expansion towards the southwest, in order to intercept and govern the alternative 

routes of illicit trafficking that from the Gulf of Guinea, through the Ivory Coast, go up to the north. 

 

Guinea Bissau is the continental hub for drug loads from Latin America. Here in September 2019 

a shipment of almost 2 tons of pure cocaine was seized, attributable to the criminal network of 

AQIM. Clear indicator of how illicit trafficking that sees the instrumental alliance between 

terrorism and transnational crime is on the rise. 

 

The policy of expansion of the interests of al Qaeda, aimed at opposing the loyal groups of Islamic 

State, has led to attacks on military targets and police barracks for the procurement of weapons 

and ammunition to be used against the real enemy, increasingly identified in the competitor 

jihadist. The presence of Islamic State in Africa, which dates back to 2015 with the establishment 

of Islamic State in the Greater Sahara from an offshoot of the Qaedist militancy, was further 

strengthened in 2017 with the arrival of foreign fighters from the Iraqi Syrian theater, bearers of 

funding, action techniques and a deep-rooted relational network. 
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During 2019, in the Sahel and West Africa there was an impressive increase in victims related to 

terrorism, over 4,000. Burkina Faso has become a further terrain of confrontation between 

competing jihadist groups, AQIM and ISGS, engaged in a sort of jihad proxy war also through the 

use of duly financed local criminal organizations. The terrorist actions in Burkina Faso in 2019 led 

to about 1,800 victims (while in 2016 there were about 80). This weakens Burkina Faso's already 

compromised security system, making it increasingly exposed; an example of this are the recent 

attacks conducted against the military base of Sollè on April 9, 2021, by the Qaedist front JNIM, 

and that of February 29, directed against a police station by representatives of Islamic State in the 

Greater Sahara. The opposing actors of the global jihad appear particularly interested in 

circumscribing their interference on a very rich territory from the point of view of gold reserves 

which, from a cost / benefit point of view, represent a new opportunity to collect huge profits. 

 

Further south, the Islamic State in West Province ISWAP and the original Boko Haram cell operate 

in the north-eastern area of Nigeria on the border with Chad and Cameroon. A process of defining 

the power relations in the area is underway between them. While Boko Haram has preferred to 

continue to pursue a strategy of indiscriminate violence, in the last two years ISWAP has 

developed a concrete ability to control the territory aimed at maximizing the exploitation of the 

territory through its full "profitability". 

 

ISWAP acts within the Cameroonian border to intercept and manage the route of illicit trafficking 

from the Central African Republic. In Chad, in addition to securing part of the pre-existing 

turnover, mainly focused on arms trafficking, it intends to implement control over local business 

activities. The organization claims a percentage of the smoked fish and red pepper trade and 

directly manages part of the craft activities. ISWAP is laying the foundations for its progressive 

insertion into the social fabric that will also take place in this case, through the enrollment in its 

ranks of young generations from controlled realities and mixed marriages. This aspect, in the 

medium to long term, will represent the glue of a new social model, laying the foundations for a 

cultural redefinition of social realities. 

 

3.4 Covid 19 and drug trafficking 

 

According to the recent UNDC Research Brief, COVID 19 and the drug supply chain: from 

production and trafficking to use, the unfolding of the pandemic from Covid 19 (with the relative 

restrictions imposed on the populations) does not seem to have stopped drug trafficking at the 

detail managed by drug traffickers and jihadists in the Middle East and North Africa. While taking 

into account the differences in the availability of information on drug trafficking from country to 

country, it appears that the blockade measures have not made the distribution of drugs in major 

cities more difficult, as evidenced by major kidnappings in Cairo, Egypt, and Tangier, in Morocco, 

in mid-April 2020. The continuity in drug supply and demand could be explained by a lack of rigor 

in the application of restrictions on mobility. 

 

In general, it is presumable that drug traffickers and jihadists, at this stage, are organizing 

themselves to find alternative transport routes and methods in order to bypass border controls 

that have become more stringent because they are exercised on smaller volumes of traffic. 
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In Western countries, unlike in the Middle East and North Africa, the lockdown has led to an 

interruption in the availability of drugs at the street market level and to an increase in consumer 

prices. In particular, there is a shortage of heroin in Europe, South West Asia and North America. 

 

3.5 The jihad in Europe 

 

The experience of Islamic State and its propaganda has encouraged thousands of young 

Europeans to experience the jihad - mainly representatives of the second and third Muslim 

generations but also of young converts and immigrants. Jihad has become a vector for directing 

and manifesting violent actions, less and less steeped in religious convictions and increasingly 

characterized by attitudes of individual opposition. 

 

Therefore, alongside the manifestations of 'ideological' and structured terrorism, represented 

globally by hierarchically defined organizations, in Europe we are witnessing new representative 

forms of a different jihadism than the associative one of terrorist organizations such as Al Qaeda 

and Islamic State. Terrorism today therefore runs on a double track, the 'classic' one of terrorist 

organizations and the more subtle one, characterized by individual methods of taking on the 

jihadist message, of an anti-system character, catalyst of social opposition and cultural 

resentments. In this condition, the aspect of the purely destructive end prevails over the one that 

wants to affirm the value of what one struggles for. The spirit of the action is directed 'against' 

the social system in which one lives, rather than being really oriented 'in favor' of the jihadist 

cause, whose claim becomes something purely instrumental to legitimize blind violence and an 

essentially devastating desire. 

 

The terrorist attacks carried out in Europe in the last two years confirm that the young 

perpetrators, in almost all cases, did not have a 'structured' jihadist profile and embarked on a 

particularly rapid radicalization process. This speed raises doubts on the real ideological 

significance of the phenomenon and on the possibility of defining it as an introspective path, 

aware and supported by true religious doctrinal reasons. 

 

For the purposes of the preventive activity, this difference represents an important point for 

defining the contrast techniques and strategies to be set up to limit the offensive capacity of this 

phenomenon. In fact, attention must be paid to the anti-system social spaces present in the 

endogenous European and Western criticalities. The radicalization process, the effects of a lack of 

integration, under the opportunistic thrust exerted by the jihadist experience of the self-

proclaimed Islamic State, far from vanished, are essential aspects to be able to understand a now 

structural phenomenon, a real 'black swan' in many Western countries. 
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APPENDIX G: EXTRACTS FROM PIARC REPORT “COVID-19: INITIAL IMPACTS AND 

RESPONSES TO THE PANDEMIC FROM ROAD AND TRANSPORT AGENCIES”, CHAPTERS 

6.8 AND 7.7 SECURITY19 

 

6.8 SECURITY 

 

Approaching the Covid-19 pandemic requires skills similar to those for managing security as 

pandemic is a security threat. Furthermore, the growth of cyber-attacks in this period increases 

the importance of both security managers and competent structures such as the Departments of 

Corporate Protection, in the context of Public and Private Agencies, including those responsible 

for roads and transport. 

 

Management of the pandemic  

 

The world crisis caused by the spread of Covid-19 has called into question the operational 

management of every organization and in particular of road and/or transport agencies in order to 

ensure the performance of operational, economic and administrative activities in a pandemic 

context. The pandemic has highlighted the importance of the ability to deal with complex 

emergency situations which require a multidisciplinary approach: labour, legal, financial, 

logistical, health skills and security. 

 

Pandemic as a threat 

 

A pandemic is a security threat that is considered unintentional and unpredictable. Covid-19 

pandemic has resulted in a crisis situation for which the concepts related to the issue of resilience 

are totally applicable: to start well ahead of possible events (prepare, prevent, protect) and to 

include the phase after the occurrence of the event (respond, recover). At the onset of the 

pandemic, it is therefore necessary to define a plan to ensure business resilience for the 

management of business continuity, for overcoming the crisis and for restarting operations. 

 

Biological and cyber viruses 

 

The type and depth of response needed to battle a pandemic is similar to the level and depth of 

response needed to ward off cyberattacks. It starts by training groups of people about the value 

of having safer interactions (in cyberspace as well as in physical space) and providing them with 

effective tools to do so. Creating a culture of security is the essential first step to face cyber 

threats. Enacting a varied approach like the above, is called “security minded approach” . It must 

develop to include organizational processes, protocols and resources to detect, prevent and 

respond to cyber attacks, going beyond good habits and paying attention to how the organization 

is secured from the inside out. The same approach is required to counter the development of a 

pandemic. Biological and cyber viruses have a lot in common. While it may seem odd to assess 

 

19 Covid-19: Initial Impacts and Responses to the Pandemic from Road and Transport Agencies, 

PIARC Covid-19 Response Team, 2020 
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methodologies in seemingly different disciplines — epidemiology and cybersecurity —, parallel 

analyses like these provide experts with new and valuable insights that can lead to creative and 

impactful solutions.  
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Security manager and corporate protection 

 

Security managers are equipped with the skills to ensure the overall management of the security 

process. They can also be useful in the health sector as well as for risk control, technologies and 

surveillance services. This is to prevent not only cybernetic attacks, as happened in the case of 

some hospitals, but also physical attacks such as attacks on healthcare personnel or criminal 

actions aimed at theft and damage. In this sense, health facilities can be understood as "critical 

infrastructures" and vulnerable to threats, aggressions and damage to people or property, due to 

the large size of the spaces and the continuous flow of people over the course of 24 hours. 

 

In the case of a large organization such as a road and/or transport agency, a corporate security 

manager is not adequate and an organizational structure in top staff must be created in order to 

face more complex situations. Especially in case of many different expertise needed. This can be 

named in different ways: “Department of Corporate Protection” or “Prevention and Protection 

Service” or even a “Corporate Crisis Unit”. They are created mainly to be responsible for the 

obligations and the appropriate initiatives in the field of the management of physical and IT 

security measures. 

 

In the specific time of pandemic, the above structures have been also called upon to address other 

issues that go from the reorganization and sanitation of workplaces, to the management of 

measures to protect the health of workers, from the resetting of the methods of employment of 

employees, to the preparation of the necessary documentation for the presentation of 

applications and authorizations, the monitoring of employee quarantines and their safe return 

and behaviour to service and, finally, the facing the IT problems connected with the increase in 

smart working (or remote working) . 

 

For the above purposes, operating instructions must be issued, for example "Information 

management for preventing the spread of Covid-19 ". An ad hoc Task Force "Contact Tracing & 

Monitoring" can be also useful to be really operational on the ground H24 7/7 in order to ensure 

the containment of the spread of the virus, increase and improve the tracking and monitoring 

activities, preventing to cases of corporate contagion. This activity is particularly necessary in the 

case of a Road and/or Transport Agency which operates continuously 365 days a year. The 

activities of this unit must be in compliance with the indications issued by the competent 

Ministries (in particular Ministries of Interior/Health/Transportation). 

 

In Italy, Anas S.p.A., the administration that manages the national roads and highways, has a 

Corporate Protection Department which, during the pandemic crisis ensured the primary service 

of the mobility. This is an absolute civil value and an essential element of the Italian national 

emergency system to ensure business continuity in the crisis and for the timely resumption of 

operations in the road sector. The reaction to the pandemic represented an unprecedented case 

that proved the effectiveness of a preventive preparation and planning for the correct 

management of traffic in critical conditions, to be carried out in collaboration among road and 

motorway operators, the Police Forces and the National Civil Protection. The Department 

provides also to Anas also adequate security measures to the information systems to avoid 
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disruptions or, even worse, exposure to cyber-attacks that can hinder the response to the 

emergency. 

 

A broader perspective for security functions in the time of pandemic 

 

Therefore, in the need to prevent the spread of the pandemic within a road and/or transport 

agency, the Department of Corporate Protection (or other names) is playing and continues to play 

an essential role in the pandemic, also assuming functions beyond the traditional field of activity 

including the coordination of various Departments in a company. With this regard, the list below 

shows activities of close and extensive knowledge carried out in the Covid-19 emergency, 

articulated in main topics and other possible topics: 

i) Government measures: 

• Rules, decrees, laws approved during the pandemic for its containment, economic 

measures, safety/security, etc. 

• Protocols for the resumption of activities in industries and construction sites 

• Mobilization of police forces to control health measures (in particular, travel restrictions, 

grouping restrictions, etc.), which can have an impact on coordinated actions with road 

operators. 

• Identification of essential critical infrastructure workers (for example, in USA through the 

Cybersecurity & Infrastructure Security Agency). 

ii) Reorganization of workplaces and events, risk analysis and technologies: 

• Corporate security protocols and risk analysis 

• Reorganization of workplaces and events 

• Matrix for control and monitoring and technologies for the minimization of risk 

iii) Personnel management and the use of social safety nets: 

• Smart working in the public and private sectors as an alternative tool for preserving 

productivity and protecting workers' health; reference legislation; benefits in terms of 

cost savings and unused time 

• Forms of protection of workers with regard to social safety nets 

• Necessary obligations of the worker and the employer both in the classic working 

environment and in the concept of smart working (teleworking requires the verification 

of the security of domestic installations before any use of company or administrative 

equipment at home). 

• Privacy protection and exceptions due to the measures to contain the spread of the virus 

from Covid-19; tracking and geolocation of individuals and workers, in light of the 

necessary balance between health protection and civil and constitutional rights regarding 

the processing of personal data 

iv) Managing psycho-social risks for the well-being of workers in emergency and post-emergency: 

• Restructuring processes, organizational changes in the company, new rules and 

procedures for physical distancing: the impact on the psycho-physical well-being of 

workers 

• Tools and methodologies for the psychophysical well-being of workers 

• Management of psychosocial risks and smart working 

v) Management of contracts: 
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• Total or partial supervening impossibility of performance in contracts in relation to 

government measures, dispute resolution and related issues 

• Security and procurement 

vi) Travel Safety / Travel Risk Management: 

• Protection programs for corporate travellers 

• Mitigation of risks along the international perimeter of the company's interests 

vii) Logistics management: 

• Evolution of logistics and supply chain management models 

• Logistics of e-Commerce and omnichannel distribution 

• Distribution logistics strategies 

• International supply chains and evolution of shipments and logistics services 

viii) Cyber security: 

• Evolution of cyber threats and tactical tools for identification and contrast 

• Cyber risk analysis and assessment for the protection of your IT assets 

• Cyber risk in the smart working regime 

• Obligations deriving from being part of the National Cyber Security Perimeter (Computer 

Incident Response) 

 

A particular mention should be made about the defence against cybernetic attacks. In this case it 

is necessary to move from a traditional defence based on the concepts of the "security-minded 

approach" described above to predictive and contextual preventive defence solutions. In this 

case, the activity of the company’s intelligence must include: the tracking, research and 

continuous analysis of the attackers, the production of strategic, tactical, operational and 

technical reports on emerging cyber threats, the supervision and monitoring of the organization's 

data also outside its perimeter, the ability to respond to complex IT incidents. 

 

To support activities of a Road Administration in the pandemic period, we can refer to some 

relevant governmental organizations responsible for infrastructure security. In particular in the 

UK, the Centre for the Protection of National Infrastructure (CPNI) provides a number of 

recommendations, checklists and useful advice. 

 

7.7. SECURITY 

 

 
 

The emergency has highlighted the importance of the ability for road organisations to deal with 

complex situations which require a multidisciplinary approach: labour, legal, financial, logistical, 

health skills and security. Work from home has also created new challenges for road authorities 

in dealing with cyber security. 

 

At the same time, in this period, the strong increase of cyber-attacks, underlines the capital 

importance of a corporate security minded approach for integrated organizational processes, 
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protocols and resources in order to respond to complex IT incidents. Cyber viruses must be taken 

seriously as they have the potential to cause disruption at the most inappropriate time. 

 

Biological and cyber viruses have a lot in common and a cybernetic pandemic scenario is among 

those that must be taken into consideration for the future. Nowadays, the roles of the security 

managers and of the departments of corporate protection are of primary importance for the 

application of the concepts related to resilience: prepare, prevent, protect, respond, recover. 

 


