


AIPCR-World Road Association organized on April 7, 2017 at the 
Ministry of Infrastructure and Transport - Viale dell’Arte 16 in Rome- a 
Workshop on the subject of “Road Infrastructure Security”. In the 
Strategic Plan 2016-2019, the Association has created an international 
Task Force “Infrastructure Security” with the participation of 
representatives from about 20 countries in the world. The Task Force 
is elaborating recommendations to propose to institutions, agencies, 
concessionaires in the road sector, as well as the automotive sector. 
This, in order to limit the effects of criminal attacks and prevent them 
as much as possible in addition to increasing awareness with respect to 
present threats. Managing authorities, transport companies and 
stakeholders involved in the road sector are particularly aware of the 
problems of security also as the evolution of the technical solutions of 
safety. In the presence of the sector’s Italian experts , this workshop 
was the first date of a series which will analyze the theme of road 
security, of topical interest and not completely explored. For 
“Infrastructure security” the programmed prevention regarding risks 
tied to terrorism, sabotage and fraud in general is intended.  This theme 
goes with that of safety that concerns the protection against accidental 
risks. 
The fundamental element of infrastructure security is the act  involving 
planned prevention, that is, a predictive and not only a reactive position 
with respect to the scenarios of threat, not only the ones known but also 
the ones possible. 

Two important questions have emerged within the International Task 
Force. The first, what should be done if one day, in our own company, a 
criminal act takes place as already occurred elsewhere? The second, 
what new threats are we going to face in the next 5-10 years?

The tragic events which took place in Europe and in the world, have 
revealed the existence of a potential threat to places where the road 
crosses or passes normally attended by groups of people (service 
stations, bus stations, markets, malls, vehicles in queue, etc.) or 
crowded due to extraordinary events. The road, already a potential site 
for various types of criminal acts and illegal trafficking, could be the site 
for atrocious actions and the privileged means to  strike galleries, 
bridges and viaducts. But also as in Paris, Nice, Bruxelles and Berlin for 
massacres in markets, open spaces for gatherings and entertainment 
locations. The most sensitive case studies concern road galleries, 
where, in general, the requirements for safety and for security mix in 
various ways. Other case studies concern hacker attacks that could 
modify variable message signs giving false information to drivers or 
interrupting the functioning of the lighting and ventilation systems in 
galleries and highway stretches controlled from remote. In this context, 
a possible threat can be due to a vulnerable network where a place, a 
container, a cabin, a ventilation system, a video camera can be access 
points for a possible cyber-attack. In this case, the question to be asked 
is what happens in case of an intentional action of malware, with 

response time, personnel, etc.
It is therefore necessary that in the managing authorities, 
concessionaires and  agencies a need for  a preventive attitude of 
awareness and resilience to gain a new reaction capacity to face possible 
and unforeseeable critical events is strengthened. A “predictive 
attitudine” and not only a reactive one is essential with respect to 
potential threats towards things and persons.
Imagining oneself in certain critical situations helps to better 
comprehend the true dynamics of a critical situation. For example, the 
necessity on behalf of a road operator to take action immediately in case 
of emergency, also without having complete knowledge of the occurred 
or waiting for the arrival of specialized forces. The speed and the clarity 
of the response in case of criminal actions or simple unexpected 
dangerous situations is essential to the evolution of the events and for 
the importance of the human factor. In an article published in La 
Repubblica on last July 16, the article refers to “car jihad” and the risk 
of assaults with trucks, vehicles and SUV in various cities of the world. 
The article concludes saying that “the massacre of Nice will force us to 
always look with anxiety at the mastodon of the road that approaches us”.
Looking ahead, new types of risks are coming out, especially in relation 
to possible cyber-attacks which could involve vehicles connected to 
internet, cyber security of driverless vehicles and the so called 
“intelligent” roads.
In the meantime the rapid evolution of cyber threats cannot be 
overlooked, that is cyber security. New forms of hacking, attacks on 
payment systems, new financial crimes, theft of bank data and illegal 
competition do not spare the world of road and highway companies that 
are exposed in the same way as the economic world to reputation and 
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or waiting for the arrival of specialized forces. The speed and the clarity 
of the response in case of criminal actions or simple unexpected 
dangerous situations is essential to the evolution of the events and for 
the importance of the human factor. In an article published in La 
Repubblica on last July 16, the article refers to “car jihad” and the risk 
of assaults with trucks, vehicles and SUV in various cities of the world. 
The article concludes saying that “the massacre of Nice will force us to 
always look with anxiety at the mastodon of the road that approaches us”.
Looking ahead, new types of risks are coming out, especially in relation 
to possible cyber-attacks which could involve vehicles connected to 
internet, cyber security of driverless vehicles and the so called 
“intelligent” roads.
In the meantime the rapid evolution of cyber threats cannot be 
overlooked, that is cyber security. New forms of hacking, attacks on 
payment systems, new financial crimes, theft of bank data and illegal 
competition do not spare the world of road and highway companies that 
are exposed in the same way as the economic world to reputation and 

company risks.
With respect to radical and costly infrastructure protection 
interventions for security, safety measures techniques appear 
economically more sustainable and represent a  more realistic goal in 
the short term. The reinforcement of existing protective measures, of 
traffic control systems and surveillance, with a good company security 
organization, with training measures and raising awareness of the 
personnel involved in security emergencies, appear to be possible 
alternatives. However, for the future, in the new realizations the BIM 
criteria must be integrated, and for this our Ministry of Infrastructure 
has already been activated, in primis for the strategic constructions with 
particular security standards as for example in the U.K. with the PAS 
1192-5 according to a concept of Integrated Security.

The aim of the workshop was to increase awareness on the subject of 
security and to collect real life scenarios with the contribution of the 
participants. Some may be real situations that have occurred and for this 
collection of news articles helps. Others could be situations “nearly 
missed”, where events almost took place with their lethal effects or 
situations resulting from a specific vision of an insider: that is, abstract 
but possible situations in relation to the protection of  company assets 
from malicious or terroristic actions. From the participants, 
contributions and suggestions are expected for the activity of the 
International Task Force Infrastructure Security in accordance with the 
objectives of the World Road Association.

The coordination of the north-west territory, which includes Liguria, Valle 
D’Aosta, Piemonte and Lombardia, is responsible for the entire stretches 
of the Italian border with France and Switzerland.
The trial project in Valle D’Aosta began due to the need for security and 
control mostly along the borders towards Switzerland and France, after the 
Schengen Treaty, when the border garrisons of police forces and customs 
agency were eliminated. 
Nevertheless, security is required near the borders, and since a physical 
presence at the borders no longer exists, these border controls have to 
necessarily become technological.
Today, one of the main problems is that of illegal trafficking. The trafficking 
of stolen goods is the most widespread in areas near the borders since the 
movement is facilitated from one country to another. The highest request 
is for high level technology merchandise: electronic components and 
medicines. There certainly is worry concerning possible terrorist attacks 
and transport of dangerous goods. Dangerous goods usually travel in an 
illegal manner in disguise across the borders. Some transport operators do 
not display the appropriate signs on the vehicle, therefore not declaring 
origin, place of departure and destination of shipment.
For these necessary security needs, a technical table has been activated 
between the Valle D’Aosta Region, Anas, Società del Traforo del Gran San 
Bernardo, Autostrade Valdostane SAV, Communities of Valle D’Aosta, 
Raccordo RAV and State Police. The scope was to design and achieve, with 
a first step to be implemented, a control system for the north-west 

territory. Geographically, the access points to Valle D’Aosta are easily 
controlled; you can enter the Valley from the south through Pont St. 
Martin, through the SS26 or by motorway. From the north, Switzerland 
side, through the Gran San Bernardo (GSB) S.S.27 or through “Colle GSB”. 
This is closed due to snow from November to May-June and transit is 
possible through the Traforo GSB. Therefore, surveillance of the cross 
border intersection/tunnel guarantees the transit control throughout the 
year. The other passages are: the French border, across the SS26, through 
Colle del Piccolo San Bernardo or the Tunnel  Monte Bianco. Considering 
that tunnels are controlled by video cameras or other sensors, it is possible 
to have a complete coverage of the territory through the installation of 
sensors on the road intersections managed by Anas.
For this important purpose, the Valle D’Aosta Region, in agreement with 
the Aosta police headquarters, the GSB Tunnel, Anas and the highway 
companies, have the intention to grant the use of its optical fibre to connect 
video cameras and sensors. 
The project to control traffic in transit in Valle D’Aosta, foresees six groups 
of high definition video cameras integrated with other sensors. The optical 
fibre assures high working efficiency. The images and data collected will be 
stored on the Anas server for 48 hours as foreseen by law. The same 
images are available at the police operational center.
The results will be important for road safety purposes. Other than 
controlling emergency situations such as avalanches, mud slides, falling 
rocks, a video camera can also detect a heavy snowfall at the top of a pass 

and it can evaluate from remote if the road should be closed. It must be 
considered that the borders, due to the Schengen agreements,  are not 
controlled and therefore video surveillance is very useful. Furthermore, 
with sensors, ice can be detected, if it is forming and at what temperature, 
therefore deciding if to intervene with sodium chloride or calcium chloride, 
if at different temperature and, at the same time, traffic can be controlled. 
With the installation of high resolution video cameras it is also possible to 
read license plates and ADR labels with a reading capacity of up to 250km 
per hour, with night vision and in reduced visibility conditions. The reading 
of license plates permits to contrast, due to quick response time, the theft 
of a license plate for terroristic purposes and its transfer to another vehicle. 
A license plate can be cut and reassembled. By reading  and elaborating it 
from remote the system can verify ownership, origin, insurance. It is 
important that the software recognizes, brand, type and color of each single 
vehicle in order to complicate the possibility of counterfeiting. 
All this in rapid timing for criminality. Vehicles can be classified 
automatically by category, through recognition of the shape, link it to origin 
and destination, verify the weight per axel of heavy vehicles and therefore 
verify the goods transported for the safety of infrastructure and detect 
unusual and suspicious behavior. With other sensors thermographic 
measurements can be performed for dangerous goods not declared inside 
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AIPCR-World Road Association organized on April 7, 2017 at the 
Ministry of Infrastructure and Transport - Viale dell’Arte 16 in Rome- a 
Workshop on the subject of “Road Infrastructure Security”. In the 
Strategic Plan 2016-2019, the Association has created an international 
Task Force “Infrastructure Security” with the participation of 
representatives from about 20 countries in the world. The Task Force 
is elaborating recommendations to propose to institutions, agencies, 
concessionaires in the road sector, as well as the automotive sector. 
This, in order to limit the effects of criminal attacks and prevent them 
as much as possible in addition to increasing awareness with respect to 
present threats. Managing authorities, transport companies and 
stakeholders involved in the road sector are particularly aware of the 
problems of security also as the evolution of the technical solutions of 
safety. In the presence of the sector’s Italian experts , this workshop 
was the first date of a series which will analyze the theme of road 
security, of topical interest and not completely explored. For 
“Infrastructure security” the programmed prevention regarding risks 
tied to terrorism, sabotage and fraud in general is intended.  This theme 
goes with that of safety that concerns the protection against accidental 
risks. 
The fundamental element of infrastructure security is the act  involving 
planned prevention, that is, a predictive and not only a reactive position 
with respect to the scenarios of threat, not only the ones known but also 
the ones possible. 

Two important questions have emerged within the International Task 
Force. The first, what should be done if one day, in our own company, a 
criminal act takes place as already occurred elsewhere? The second, 
what new threats are we going to face in the next 5-10 years?

The tragic events which took place in Europe and in the world, have 
revealed the existence of a potential threat to places where the road 
crosses or passes normally attended by groups of people (service 
stations, bus stations, markets, malls, vehicles in queue, etc.) or 
crowded due to extraordinary events. The road, already a potential site 
for various types of criminal acts and illegal trafficking, could be the site 
for atrocious actions and the privileged means to  strike galleries, 
bridges and viaducts. But also as in Paris, Nice, Bruxelles and Berlin for 
massacres in markets, open spaces for gatherings and entertainment 
locations. The most sensitive case studies concern road galleries, 
where, in general, the requirements for safety and for security mix in 
various ways. Other case studies concern hacker attacks that could 
modify variable message signs giving false information to drivers or 
interrupting the functioning of the lighting and ventilation systems in 
galleries and highway stretches controlled from remote. In this context, 
a possible threat can be due to a vulnerable network where a place, a 
container, a cabin, a ventilation system, a video camera can be access 
points for a possible cyber-attack. In this case, the question to be asked 
is what happens in case of an intentional action of malware, with 

response time, personnel, etc.
It is therefore necessary that in the managing authorities, 
concessionaires and  agencies a need for  a preventive attitude of 
awareness and resilience to gain a new reaction capacity to face possible 
and unforeseeable critical events is strengthened. A “predictive 
attitudine” and not only a reactive one is essential with respect to 
potential threats towards things and persons.
Imagining oneself in certain critical situations helps to better 
comprehend the true dynamics of a critical situation. For example, the 
necessity on behalf of a road operator to take action immediately in case 
of emergency, also without having complete knowledge of the occurred 
or waiting for the arrival of specialized forces. The speed and the clarity 
of the response in case of criminal actions or simple unexpected 
dangerous situations is essential to the evolution of the events and for 
the importance of the human factor. In an article published in La 
Repubblica on last July 16, the article refers to “car jihad” and the risk 
of assaults with trucks, vehicles and SUV in various cities of the world. 
The article concludes saying that “the massacre of Nice will force us to 
always look with anxiety at the mastodon of the road that approaches us”.
Looking ahead, new types of risks are coming out, especially in relation 
to possible cyber-attacks which could involve vehicles connected to 
internet, cyber security of driverless vehicles and the so called 
“intelligent” roads.
In the meantime the rapid evolution of cyber threats cannot be 
overlooked, that is cyber security. New forms of hacking, attacks on 
payment systems, new financial crimes, theft of bank data and illegal 
competition do not spare the world of road and highway companies that 
are exposed in the same way as the economic world to reputation and 
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The coordination of the north-west territory, which includes Liguria, Valle 
D’Aosta, Piemonte and Lombardia, is responsible for the entire stretches 
of the Italian border with France and Switzerland.
The trial project in Valle D’Aosta began due to the need for security and 
control mostly along the borders towards Switzerland and France, after the 
Schengen Treaty, when the border garrisons of police forces and customs 
agency were eliminated. 
Nevertheless, security is required near the borders, and since a physical 
presence at the borders no longer exists, these border controls have to 
necessarily become technological.
Today, one of the main problems is that of illegal trafficking. The trafficking 
of stolen goods is the most widespread in areas near the borders since the 
movement is facilitated from one country to another. The highest request 
is for high level technology merchandise: electronic components and 
medicines. There certainly is worry concerning possible terrorist attacks 
and transport of dangerous goods. Dangerous goods usually travel in an 
illegal manner in disguise across the borders. Some transport operators do 
not display the appropriate signs on the vehicle, therefore not declaring 
origin, place of departure and destination of shipment.
For these necessary security needs, a technical table has been activated 
between the Valle D’Aosta Region, Anas, Società del Traforo del Gran San 
Bernardo, Autostrade Valdostane SAV, Communities of Valle D’Aosta, 
Raccordo RAV and State Police. The scope was to design and achieve, with 
a first step to be implemented, a control system for the north-west 

territory. Geographically, the access points to Valle D’Aosta are easily 
controlled; you can enter the Valley from the south through Pont St. 
Martin, through the SS26 or by motorway. From the north, Switzerland 
side, through the Gran San Bernardo (GSB) S.S.27 or through “Colle GSB”. 
This is closed due to snow from November to May-June and transit is 
possible through the Traforo GSB. Therefore, surveillance of the cross 
border intersection/tunnel guarantees the transit control throughout the 
year. The other passages are: the French border, across the SS26, through 
Colle del Piccolo San Bernardo or the Tunnel  Monte Bianco. Considering 
that tunnels are controlled by video cameras or other sensors, it is possible 
to have a complete coverage of the territory through the installation of 
sensors on the road intersections managed by Anas.
For this important purpose, the Valle D’Aosta Region, in agreement with 
the Aosta police headquarters, the GSB Tunnel, Anas and the highway 
companies, have the intention to grant the use of its optical fibre to connect 
video cameras and sensors. 
The project to control traffic in transit in Valle D’Aosta, foresees six groups 
of high definition video cameras integrated with other sensors. The optical 
fibre assures high working efficiency. The images and data collected will be 
stored on the Anas server for 48 hours as foreseen by law. The same 
images are available at the police operational center.
The results will be important for road safety purposes. Other than 
controlling emergency situations such as avalanches, mud slides, falling 
rocks, a video camera can also detect a heavy snowfall at the top of a pass 

and it can evaluate from remote if the road should be closed. It must be 
considered that the borders, due to the Schengen agreements,  are not 
controlled and therefore video surveillance is very useful. Furthermore, 
with sensors, ice can be detected, if it is forming and at what temperature, 
therefore deciding if to intervene with sodium chloride or calcium chloride, 
if at different temperature and, at the same time, traffic can be controlled. 
With the installation of high resolution video cameras it is also possible to 
read license plates and ADR labels with a reading capacity of up to 250km 
per hour, with night vision and in reduced visibility conditions. The reading 
of license plates permits to contrast, due to quick response time, the theft 
of a license plate for terroristic purposes and its transfer to another vehicle. 
A license plate can be cut and reassembled. By reading  and elaborating it 
from remote the system can verify ownership, origin, insurance. It is 
important that the software recognizes, brand, type and color of each single 
vehicle in order to complicate the possibility of counterfeiting. 
All this in rapid timing for criminality. Vehicles can be classified 
automatically by category, through recognition of the shape, link it to origin 
and destination, verify the weight per axel of heavy vehicles and therefore 
verify the goods transported for the safety of infrastructure and detect 
unusual and suspicious behavior. With other sensors thermographic 
measurements can be performed for dangerous goods not declared inside 
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AIPCR-World Road Association organized on April 7, 2017 at the 
Ministry of Infrastructure and Transport - Viale dell’Arte 16 in Rome- a 
Workshop on the subject of “Road Infrastructure Security”. In the 
Strategic Plan 2016-2019, the Association has created an international 
Task Force “Infrastructure Security” with the participation of 
representatives from about 20 countries in the world. The Task Force 
is elaborating recommendations to propose to institutions, agencies, 
concessionaires in the road sector, as well as the automotive sector. 
This, in order to limit the effects of criminal attacks and prevent them 
as much as possible in addition to increasing awareness with respect to 
present threats. Managing authorities, transport companies and 
stakeholders involved in the road sector are particularly aware of the 
problems of security also as the evolution of the technical solutions of 
safety. In the presence of the sector’s Italian experts , this workshop 
was the first date of a series which will analyze the theme of road 
security, of topical interest and not completely explored. For 
“Infrastructure security” the programmed prevention regarding risks 
tied to terrorism, sabotage and fraud in general is intended.  This theme 
goes with that of safety that concerns the protection against accidental 
risks. 
The fundamental element of infrastructure security is the act  involving 
planned prevention, that is, a predictive and not only a reactive position 
with respect to the scenarios of threat, not only the ones known but also 
the ones possible. 

Two important questions have emerged within the International Task 
Force. The first, what should be done if one day, in our own company, a 
criminal act takes place as already occurred elsewhere? The second, 
what new threats are we going to face in the next 5-10 years?

The tragic events which took place in Europe and in the world, have 
revealed the existence of a potential threat to places where the road 
crosses or passes normally attended by groups of people (service 
stations, bus stations, markets, malls, vehicles in queue, etc.) or 
crowded due to extraordinary events. The road, already a potential site 
for various types of criminal acts and illegal trafficking, could be the site 
for atrocious actions and the privileged means to  strike galleries, 
bridges and viaducts. But also as in Paris, Nice, Bruxelles and Berlin for 
massacres in markets, open spaces for gatherings and entertainment 
locations. The most sensitive case studies concern road galleries, 
where, in general, the requirements for safety and for security mix in 
various ways. Other case studies concern hacker attacks that could 
modify variable message signs giving false information to drivers or 
interrupting the functioning of the lighting and ventilation systems in 
galleries and highway stretches controlled from remote. In this context, 
a possible threat can be due to a vulnerable network where a place, a 
container, a cabin, a ventilation system, a video camera can be access 
points for a possible cyber-attack. In this case, the question to be asked 
is what happens in case of an intentional action of malware, with 

response time, personnel, etc.
It is therefore necessary that in the managing authorities, 
concessionaires and  agencies a need for  a preventive attitude of 
awareness and resilience to gain a new reaction capacity to face possible 
and unforeseeable critical events is strengthened. A “predictive 
attitudine” and not only a reactive one is essential with respect to 
potential threats towards things and persons.
Imagining oneself in certain critical situations helps to better 
comprehend the true dynamics of a critical situation. For example, the 
necessity on behalf of a road operator to take action immediately in case 
of emergency, also without having complete knowledge of the occurred 
or waiting for the arrival of specialized forces. The speed and the clarity 
of the response in case of criminal actions or simple unexpected 
dangerous situations is essential to the evolution of the events and for 
the importance of the human factor. In an article published in La 
Repubblica on last July 16, the article refers to “car jihad” and the risk 
of assaults with trucks, vehicles and SUV in various cities of the world. 
The article concludes saying that “the massacre of Nice will force us to 
always look with anxiety at the mastodon of the road that approaches us”.
Looking ahead, new types of risks are coming out, especially in relation 
to possible cyber-attacks which could involve vehicles connected to 
internet, cyber security of driverless vehicles and the so called 
“intelligent” roads.
In the meantime the rapid evolution of cyber threats cannot be 
overlooked, that is cyber security. New forms of hacking, attacks on 
payment systems, new financial crimes, theft of bank data and illegal 
competition do not spare the world of road and highway companies that 
are exposed in the same way as the economic world to reputation and 
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The coordination of the north-west territory, which includes Liguria, Valle 
D’Aosta, Piemonte and Lombardia, is responsible for the entire stretches 
of the Italian border with France and Switzerland.
The trial project in Valle D’Aosta began due to the need for security and 
control mostly along the borders towards Switzerland and France, after the 
Schengen Treaty, when the border garrisons of police forces and customs 
agency were eliminated. 
Nevertheless, security is required near the borders, and since a physical 
presence at the borders no longer exists, these border controls have to 
necessarily become technological.
Today, one of the main problems is that of illegal trafficking. The trafficking 
of stolen goods is the most widespread in areas near the borders since the 
movement is facilitated from one country to another. The highest request 
is for high level technology merchandise: electronic components and 
medicines. There certainly is worry concerning possible terrorist attacks 
and transport of dangerous goods. Dangerous goods usually travel in an 
illegal manner in disguise across the borders. Some transport operators do 
not display the appropriate signs on the vehicle, therefore not declaring 
origin, place of departure and destination of shipment.
For these necessary security needs, a technical table has been activated 
between the Valle D’Aosta Region, Anas, Società del Traforo del Gran San 
Bernardo, Autostrade Valdostane SAV, Communities of Valle D’Aosta, 
Raccordo RAV and State Police. The scope was to design and achieve, with 
a first step to be implemented, a control system for the north-west 

territory. Geographically, the access points to Valle D’Aosta are easily 
controlled; you can enter the Valley from the south through Pont St. 
Martin, through the SS26 or by motorway. From the north, Switzerland 
side, through the Gran San Bernardo (GSB) S.S.27 or through “Colle GSB”. 
This is closed due to snow from November to May-June and transit is 
possible through the Traforo GSB. Therefore, surveillance of the cross 
border intersection/tunnel guarantees the transit control throughout the 
year. The other passages are: the French border, across the SS26, through 
Colle del Piccolo San Bernardo or the Tunnel  Monte Bianco. Considering 
that tunnels are controlled by video cameras or other sensors, it is possible 
to have a complete coverage of the territory through the installation of 
sensors on the road intersections managed by Anas.
For this important purpose, the Valle D’Aosta Region, in agreement with 
the Aosta police headquarters, the GSB Tunnel, Anas and the highway 
companies, have the intention to grant the use of its optical fibre to connect 
video cameras and sensors. 
The project to control traffic in transit in Valle D’Aosta, foresees six groups 
of high definition video cameras integrated with other sensors. The optical 
fibre assures high working efficiency. The images and data collected will be 
stored on the Anas server for 48 hours as foreseen by law. The same 
images are available at the police operational center.
The results will be important for road safety purposes. Other than 
controlling emergency situations such as avalanches, mud slides, falling 
rocks, a video camera can also detect a heavy snowfall at the top of a pass 

and it can evaluate from remote if the road should be closed. It must be 
considered that the borders, due to the Schengen agreements,  are not 
controlled and therefore video surveillance is very useful. Furthermore, 
with sensors, ice can be detected, if it is forming and at what temperature, 
therefore deciding if to intervene with sodium chloride or calcium chloride, 
if at different temperature and, at the same time, traffic can be controlled. 
With the installation of high resolution video cameras it is also possible to 
read license plates and ADR labels with a reading capacity of up to 250km 
per hour, with night vision and in reduced visibility conditions. The reading 
of license plates permits to contrast, due to quick response time, the theft 
of a license plate for terroristic purposes and its transfer to another vehicle. 
A license plate can be cut and reassembled. By reading  and elaborating it 
from remote the system can verify ownership, origin, insurance. It is 
important that the software recognizes, brand, type and color of each single 
vehicle in order to complicate the possibility of counterfeiting. 
All this in rapid timing for criminality. Vehicles can be classified 
automatically by category, through recognition of the shape, link it to origin 
and destination, verify the weight per axel of heavy vehicles and therefore 
verify the goods transported for the safety of infrastructure and detect 
unusual and suspicious behavior. With other sensors thermographic 
measurements can be performed for dangerous goods not declared inside 
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AIPCR-World Road Association organized on April 7, 2017 at the 
Ministry of Infrastructure and Transport - Viale dell’Arte 16 in Rome- a 
Workshop on the subject of “Road Infrastructure Security”. In the 
Strategic Plan 2016-2019, the Association has created an international 
Task Force “Infrastructure Security” with the participation of 
representatives from about 20 countries in the world. The Task Force 
is elaborating recommendations to propose to institutions, agencies, 
concessionaires in the road sector, as well as the automotive sector. 
This, in order to limit the effects of criminal attacks and prevent them 
as much as possible in addition to increasing awareness with respect to 
present threats. Managing authorities, transport companies and 
stakeholders involved in the road sector are particularly aware of the 
problems of security also as the evolution of the technical solutions of 
safety. In the presence of the sector’s Italian experts , this workshop 
was the first date of a series which will analyze the theme of road 
security, of topical interest and not completely explored. For 
“Infrastructure security” the programmed prevention regarding risks 
tied to terrorism, sabotage and fraud in general is intended.  This theme 
goes with that of safety that concerns the protection against accidental 
risks. 
The fundamental element of infrastructure security is the act  involving 
planned prevention, that is, a predictive and not only a reactive position 
with respect to the scenarios of threat, not only the ones known but also 
the ones possible. 

Two important questions have emerged within the International Task 
Force. The first, what should be done if one day, in our own company, a 
criminal act takes place as already occurred elsewhere? The second, 
what new threats are we going to face in the next 5-10 years?

The tragic events which took place in Europe and in the world, have 
revealed the existence of a potential threat to places where the road 
crosses or passes normally attended by groups of people (service 
stations, bus stations, markets, malls, vehicles in queue, etc.) or 
crowded due to extraordinary events. The road, already a potential site 
for various types of criminal acts and illegal trafficking, could be the site 
for atrocious actions and the privileged means to  strike galleries, 
bridges and viaducts. But also as in Paris, Nice, Bruxelles and Berlin for 
massacres in markets, open spaces for gatherings and entertainment 
locations. The most sensitive case studies concern road galleries, 
where, in general, the requirements for safety and for security mix in 
various ways. Other case studies concern hacker attacks that could 
modify variable message signs giving false information to drivers or 
interrupting the functioning of the lighting and ventilation systems in 
galleries and highway stretches controlled from remote. In this context, 
a possible threat can be due to a vulnerable network where a place, a 
container, a cabin, a ventilation system, a video camera can be access 
points for a possible cyber-attack. In this case, the question to be asked 
is what happens in case of an intentional action of malware, with 

response time, personnel, etc.
It is therefore necessary that in the managing authorities, 
concessionaires and  agencies a need for  a preventive attitude of 
awareness and resilience to gain a new reaction capacity to face possible 
and unforeseeable critical events is strengthened. A “predictive 
attitudine” and not only a reactive one is essential with respect to 
potential threats towards things and persons.
Imagining oneself in certain critical situations helps to better 
comprehend the true dynamics of a critical situation. For example, the 
necessity on behalf of a road operator to take action immediately in case 
of emergency, also without having complete knowledge of the occurred 
or waiting for the arrival of specialized forces. The speed and the clarity 
of the response in case of criminal actions or simple unexpected 
dangerous situations is essential to the evolution of the events and for 
the importance of the human factor. In an article published in La 
Repubblica on last July 16, the article refers to “car jihad” and the risk 
of assaults with trucks, vehicles and SUV in various cities of the world. 
The article concludes saying that “the massacre of Nice will force us to 
always look with anxiety at the mastodon of the road that approaches us”.
Looking ahead, new types of risks are coming out, especially in relation 
to possible cyber-attacks which could involve vehicles connected to 
internet, cyber security of driverless vehicles and the so called 
“intelligent” roads.
In the meantime the rapid evolution of cyber threats cannot be 
overlooked, that is cyber security. New forms of hacking, attacks on 
payment systems, new financial crimes, theft of bank data and illegal 
competition do not spare the world of road and highway companies that 
are exposed in the same way as the economic world to reputation and 
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The coordination of the north-west territory, which includes Liguria, Valle 
D’Aosta, Piemonte and Lombardia, is responsible for the entire stretches 
of the Italian border with France and Switzerland.
The trial project in Valle D’Aosta began due to the need for security and 
control mostly along the borders towards Switzerland and France, after the 
Schengen Treaty, when the border garrisons of police forces and customs 
agency were eliminated. 
Nevertheless, security is required near the borders, and since a physical 
presence at the borders no longer exists, these border controls have to 
necessarily become technological.
Today, one of the main problems is that of illegal trafficking. The trafficking 
of stolen goods is the most widespread in areas near the borders since the 
movement is facilitated from one country to another. The highest request 
is for high level technology merchandise: electronic components and 
medicines. There certainly is worry concerning possible terrorist attacks 
and transport of dangerous goods. Dangerous goods usually travel in an 
illegal manner in disguise across the borders. Some transport operators do 
not display the appropriate signs on the vehicle, therefore not declaring 
origin, place of departure and destination of shipment.
For these necessary security needs, a technical table has been activated 
between the Valle D’Aosta Region, Anas, Società del Traforo del Gran San 
Bernardo, Autostrade Valdostane SAV, Communities of Valle D’Aosta, 
Raccordo RAV and State Police. The scope was to design and achieve, with 
a first step to be implemented, a control system for the north-west 

territory. Geographically, the access points to Valle D’Aosta are easily 
controlled; you can enter the Valley from the south through Pont St. 
Martin, through the SS26 or by motorway. From the north, Switzerland 
side, through the Gran San Bernardo (GSB) S.S.27 or through “Colle GSB”. 
This is closed due to snow from November to May-June and transit is 
possible through the Traforo GSB. Therefore, surveillance of the cross 
border intersection/tunnel guarantees the transit control throughout the 
year. The other passages are: the French border, across the SS26, through 
Colle del Piccolo San Bernardo or the Tunnel  Monte Bianco. Considering 
that tunnels are controlled by video cameras or other sensors, it is possible 
to have a complete coverage of the territory through the installation of 
sensors on the road intersections managed by Anas.
For this important purpose, the Valle D’Aosta Region, in agreement with 
the Aosta police headquarters, the GSB Tunnel, Anas and the highway 
companies, have the intention to grant the use of its optical fibre to connect 
video cameras and sensors. 
The project to control traffic in transit in Valle D’Aosta, foresees six groups 
of high definition video cameras integrated with other sensors. The optical 
fibre assures high working efficiency. The images and data collected will be 
stored on the Anas server for 48 hours as foreseen by law. The same 
images are available at the police operational center.
The results will be important for road safety purposes. Other than 
controlling emergency situations such as avalanches, mud slides, falling 
rocks, a video camera can also detect a heavy snowfall at the top of a pass 

and it can evaluate from remote if the road should be closed. It must be 
considered that the borders, due to the Schengen agreements,  are not 
controlled and therefore video surveillance is very useful. Furthermore, 
with sensors, ice can be detected, if it is forming and at what temperature, 
therefore deciding if to intervene with sodium chloride or calcium chloride, 
if at different temperature and, at the same time, traffic can be controlled. 
With the installation of high resolution video cameras it is also possible to 
read license plates and ADR labels with a reading capacity of up to 250km 
per hour, with night vision and in reduced visibility conditions. The reading 
of license plates permits to contrast, due to quick response time, the theft 
of a license plate for terroristic purposes and its transfer to another vehicle. 
A license plate can be cut and reassembled. By reading  and elaborating it 
from remote the system can verify ownership, origin, insurance. It is 
important that the software recognizes, brand, type and color of each single 
vehicle in order to complicate the possibility of counterfeiting. 
All this in rapid timing for criminality. Vehicles can be classified 
automatically by category, through recognition of the shape, link it to origin 
and destination, verify the weight per axel of heavy vehicles and therefore 
verify the goods transported for the safety of infrastructure and detect 
unusual and suspicious behavior. With other sensors thermographic 
measurements can be performed for dangerous goods not declared inside 
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AIPCR-World Road Association organized on April 7, 2017 at the 
Ministry of Infrastructure and Transport - Viale dell’Arte 16 in Rome- a 
Workshop on the subject of “Road Infrastructure Security”. In the 
Strategic Plan 2016-2019, the Association has created an international 
Task Force “Infrastructure Security” with the participation of 
representatives from about 20 countries in the world. The Task Force 
is elaborating recommendations to propose to institutions, agencies, 
concessionaires in the road sector, as well as the automotive sector. 
This, in order to limit the effects of criminal attacks and prevent them 
as much as possible in addition to increasing awareness with respect to 
present threats. Managing authorities, transport companies and 
stakeholders involved in the road sector are particularly aware of the 
problems of security also as the evolution of the technical solutions of 
safety. In the presence of the sector’s Italian experts , this workshop 
was the first date of a series which will analyze the theme of road 
security, of topical interest and not completely explored. For 
“Infrastructure security” the programmed prevention regarding risks 
tied to terrorism, sabotage and fraud in general is intended.  This theme 
goes with that of safety that concerns the protection against accidental 
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planned prevention, that is, a predictive and not only a reactive position 
with respect to the scenarios of threat, not only the ones known but also 
the ones possible. 

Two important questions have emerged within the International Task 
Force. The first, what should be done if one day, in our own company, a 
criminal act takes place as already occurred elsewhere? The second, 
what new threats are we going to face in the next 5-10 years?

The tragic events which took place in Europe and in the world, have 
revealed the existence of a potential threat to places where the road 
crosses or passes normally attended by groups of people (service 
stations, bus stations, markets, malls, vehicles in queue, etc.) or 
crowded due to extraordinary events. The road, already a potential site 
for various types of criminal acts and illegal trafficking, could be the site 
for atrocious actions and the privileged means to  strike galleries, 
bridges and viaducts. But also as in Paris, Nice, Bruxelles and Berlin for 
massacres in markets, open spaces for gatherings and entertainment 
locations. The most sensitive case studies concern road galleries, 
where, in general, the requirements for safety and for security mix in 
various ways. Other case studies concern hacker attacks that could 
modify variable message signs giving false information to drivers or 
interrupting the functioning of the lighting and ventilation systems in 
galleries and highway stretches controlled from remote. In this context, 
a possible threat can be due to a vulnerable network where a place, a 
container, a cabin, a ventilation system, a video camera can be access 
points for a possible cyber-attack. In this case, the question to be asked 
is what happens in case of an intentional action of malware, with 

response time, personnel, etc.
It is therefore necessary that in the managing authorities, 
concessionaires and  agencies a need for  a preventive attitude of 
awareness and resilience to gain a new reaction capacity to face possible 
and unforeseeable critical events is strengthened. A “predictive 
attitudine” and not only a reactive one is essential with respect to 
potential threats towards things and persons.
Imagining oneself in certain critical situations helps to better 
comprehend the true dynamics of a critical situation. For example, the 
necessity on behalf of a road operator to take action immediately in case 
of emergency, also without having complete knowledge of the occurred 
or waiting for the arrival of specialized forces. The speed and the clarity 
of the response in case of criminal actions or simple unexpected 
dangerous situations is essential to the evolution of the events and for 
the importance of the human factor. In an article published in La 
Repubblica on last July 16, the article refers to “car jihad” and the risk 
of assaults with trucks, vehicles and SUV in various cities of the world. 
The article concludes saying that “the massacre of Nice will force us to 
always look with anxiety at the mastodon of the road that approaches us”.
Looking ahead, new types of risks are coming out, especially in relation 
to possible cyber-attacks which could involve vehicles connected to 
internet, cyber security of driverless vehicles and the so called 
“intelligent” roads.
In the meantime the rapid evolution of cyber threats cannot be 
overlooked, that is cyber security. New forms of hacking, attacks on 
payment systems, new financial crimes, theft of bank data and illegal 
competition do not spare the world of road and highway companies that 
are exposed in the same way as the economic world to reputation and 
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The safeguarding of security has to always be considered in relation to the 
company’s best performance. Anas, like every company that provides 
services, has to guarantee the regular functioning of such services. 
Security has to contribute to the obtainment of this goal as it is a favourable 
factor for the Company. Sometimes, instead, security or rather the 
necessity for security, risk being a limit. Or at least an increase in the 
liabilities not sustained by adequate productivity analysis. In other words, 
the risks of self-centredness need to be overcome.
Therefore, the fundamental theme is how to reconcile efficiency with 
security. Actually, the securities. A few have already been mentioned: we 
have talked about service, physical security, safety and could go on with 
cyber, information and so on. For each security different vulnerabilities 
correspond: can we provide all the defenses asked for by each 
vulnerability?
The answer is necessarily no. It could appear trivial to affirm that 100% 
security does not exist. But it is precisely for this reason that the mapping 
of risks must be considered and are essentially aimed at assessing their 
relevance in order to select the actions to be implemented. Even after the 
implementation of these actions the margin for residual risk cannot be 
ignored.To this simple logic the role of “Company security” recently 
instituted in Anas has been inspired. This, in order to control all areas of 

“protection” of the Company core business. If we cannot assume that total 
security can be assured, it is however our obligation to search the highest 
level of security possible.
For this purpose efforts must be concentrated on two elements.
First of all, the selection of the priorities based on a wise choice of the 
selection criteria and mostly on a careful weighing of the danger and 
probability indexes. A high level of danger without a high level of 
probability, can be a risk in taking expensive actions not compatible with 
efficiency and cost effectiveness.
The second element is that of cooperation. That is, researching forms of 
interoperability between the various areas capable of reciprocal 
integration. In simple terms, the definition of types of operational links that 
consent to share instruments for security. This, in a logic of reciprocally 
increasing the level of control. In the critical infrastructure sector this is 
simple. For example, imagine the benefits that could be derived from the 
integration of the efforts placed by each area of protection/security in the 
company and from defining reciprocal agreements of assistance in case of 
crisis.
In conclusion, the improvement of security, in a habitual trend search of 
absolute security, passes through the concrete analysis carried out and the 
functioning of the types of cooperation achieved.

Roberto Massi
Responsible “ad interim” for Anas S.p.A. Security
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and transport of dangerous goods. Dangerous goods usually travel in an 
illegal manner in disguise across the borders. Some transport operators do 
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of high definition video cameras integrated with other sensors. The optical 
fibre assures high working efficiency. The images and data collected will be 
stored on the Anas server for 48 hours as foreseen by law. The same 
images are available at the police operational center.
The results will be important for road safety purposes. Other than 
controlling emergency situations such as avalanches, mud slides, falling 
rocks, a video camera can also detect a heavy snowfall at the top of a pass 
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with sensors, ice can be detected, if it is forming and at what temperature, 
therefore deciding if to intervene with sodium chloride or calcium chloride, 
if at different temperature and, at the same time, traffic can be controlled. 
With the installation of high resolution video cameras it is also possible to 
read license plates and ADR labels with a reading capacity of up to 250km 
per hour, with night vision and in reduced visibility conditions. The reading 
of license plates permits to contrast, due to quick response time, the theft 
of a license plate for terroristic purposes and its transfer to another vehicle. 
A license plate can be cut and reassembled. By reading  and elaborating it 
from remote the system can verify ownership, origin, insurance. It is 
important that the software recognizes, brand, type and color of each single 
vehicle in order to complicate the possibility of counterfeiting. 
All this in rapid timing for criminality. Vehicles can be classified 
automatically by category, through recognition of the shape, link it to origin 
and destination, verify the weight per axel of heavy vehicles and therefore 
verify the goods transported for the safety of infrastructure and detect 
unusual and suspicious behavior. With other sensors thermographic 
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criminal act takes place as already occurred elsewhere? The second, 
what new threats are we going to face in the next 5-10 years?

The tragic events which took place in Europe and in the world, have 
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for various types of criminal acts and illegal trafficking, could be the site 
for atrocious actions and the privileged means to  strike galleries, 
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massacres in markets, open spaces for gatherings and entertainment 
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modify variable message signs giving false information to drivers or 
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galleries and highway stretches controlled from remote. In this context, 
a possible threat can be due to a vulnerable network where a place, a 
container, a cabin, a ventilation system, a video camera can be access 
points for a possible cyber-attack. In this case, the question to be asked 
is what happens in case of an intentional action of malware, with 
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It is therefore necessary that in the managing authorities, 
concessionaires and  agencies a need for  a preventive attitude of 
awareness and resilience to gain a new reaction capacity to face possible 
and unforeseeable critical events is strengthened. A “predictive 
attitudine” and not only a reactive one is essential with respect to 
potential threats towards things and persons.
Imagining oneself in certain critical situations helps to better 
comprehend the true dynamics of a critical situation. For example, the 
necessity on behalf of a road operator to take action immediately in case 
of emergency, also without having complete knowledge of the occurred 
or waiting for the arrival of specialized forces. The speed and the clarity 
of the response in case of criminal actions or simple unexpected 
dangerous situations is essential to the evolution of the events and for 
the importance of the human factor. In an article published in La 
Repubblica on last July 16, the article refers to “car jihad” and the risk 
of assaults with trucks, vehicles and SUV in various cities of the world. 
The article concludes saying that “the massacre of Nice will force us to 
always look with anxiety at the mastodon of the road that approaches us”.
Looking ahead, new types of risks are coming out, especially in relation 
to possible cyber-attacks which could involve vehicles connected to 
internet, cyber security of driverless vehicles and the so called 
“intelligent” roads.
In the meantime the rapid evolution of cyber threats cannot be 
overlooked, that is cyber security. New forms of hacking, attacks on 
payment systems, new financial crimes, theft of bank data and illegal 
competition do not spare the world of road and highway companies that 
are exposed in the same way as the economic world to reputation and 
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The coordination of the north-west territory, which includes Liguria, Valle 
D’Aosta, Piemonte and Lombardia, is responsible for the entire stretches 
of the Italian border with France and Switzerland.
The trial project in Valle D’Aosta began due to the need for security and 
control mostly along the borders towards Switzerland and France, after the 
Schengen Treaty, when the border garrisons of police forces and customs 
agency were eliminated. 
Nevertheless, security is required near the borders, and since a physical 
presence at the borders no longer exists, these border controls have to 
necessarily become technological.
Today, one of the main problems is that of illegal trafficking. The trafficking 
of stolen goods is the most widespread in areas near the borders since the 
movement is facilitated from one country to another. The highest request 
is for high level technology merchandise: electronic components and 
medicines. There certainly is worry concerning possible terrorist attacks 
and transport of dangerous goods. Dangerous goods usually travel in an 
illegal manner in disguise across the borders. Some transport operators do 
not display the appropriate signs on the vehicle, therefore not declaring 
origin, place of departure and destination of shipment.
For these necessary security needs, a technical table has been activated 
between the Valle D’Aosta Region, Anas, Società del Traforo del Gran San 
Bernardo, Autostrade Valdostane SAV, Communities of Valle D’Aosta, 
Raccordo RAV and State Police. The scope was to design and achieve, with 
a first step to be implemented, a control system for the north-west 

territory. Geographically, the access points to Valle D’Aosta are easily 
controlled; you can enter the Valley from the south through Pont St. 
Martin, through the SS26 or by motorway. From the north, Switzerland 
side, through the Gran San Bernardo (GSB) S.S.27 or through “Colle GSB”. 
This is closed due to snow from November to May-June and transit is 
possible through the Traforo GSB. Therefore, surveillance of the cross 
border intersection/tunnel guarantees the transit control throughout the 
year. The other passages are: the French border, across the SS26, through 
Colle del Piccolo San Bernardo or the Tunnel  Monte Bianco. Considering 
that tunnels are controlled by video cameras or other sensors, it is possible 
to have a complete coverage of the territory through the installation of 
sensors on the road intersections managed by Anas.
For this important purpose, the Valle D’Aosta Region, in agreement with 
the Aosta police headquarters, the GSB Tunnel, Anas and the highway 
companies, have the intention to grant the use of its optical fibre to connect 
video cameras and sensors. 
The project to control traffic in transit in Valle D’Aosta, foresees six groups 
of high definition video cameras integrated with other sensors. The optical 
fibre assures high working efficiency. The images and data collected will be 
stored on the Anas server for 48 hours as foreseen by law. The same 
images are available at the police operational center.
The results will be important for road safety purposes. Other than 
controlling emergency situations such as avalanches, mud slides, falling 
rocks, a video camera can also detect a heavy snowfall at the top of a pass 

Dino Vurro
Coordinator North - West Area  Anas S.p.A.

and it can evaluate from remote if the road should be closed. It must be 
considered that the borders, due to the Schengen agreements,  are not 
controlled and therefore video surveillance is very useful. Furthermore, 
with sensors, ice can be detected, if it is forming and at what temperature, 
therefore deciding if to intervene with sodium chloride or calcium chloride, 
if at different temperature and, at the same time, traffic can be controlled. 
With the installation of high resolution video cameras it is also possible to 
read license plates and ADR labels with a reading capacity of up to 250km 
per hour, with night vision and in reduced visibility conditions. The reading 
of license plates permits to contrast, due to quick response time, the theft 
of a license plate for terroristic purposes and its transfer to another vehicle. 
A license plate can be cut and reassembled. By reading  and elaborating it 
from remote the system can verify ownership, origin, insurance. It is 
important that the software recognizes, brand, type and color of each single 
vehicle in order to complicate the possibility of counterfeiting. 
All this in rapid timing for criminality. Vehicles can be classified 
automatically by category, through recognition of the shape, link it to origin 
and destination, verify the weight per axel of heavy vehicles and therefore 
verify the goods transported for the safety of infrastructure and detect 
unusual and suspicious behavior. With other sensors thermographic 
measurements can be performed for dangerous goods not declared inside 
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D’Aosta, Piemonte and Lombardia, is responsible for the entire stretches 
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control mostly along the borders towards Switzerland and France, after the 
Schengen Treaty, when the border garrisons of police forces and customs 
agency were eliminated. 
Nevertheless, security is required near the borders, and since a physical 
presence at the borders no longer exists, these border controls have to 
necessarily become technological.
Today, one of the main problems is that of illegal trafficking. The trafficking 
of stolen goods is the most widespread in areas near the borders since the 
movement is facilitated from one country to another. The highest request 
is for high level technology merchandise: electronic components and 
medicines. There certainly is worry concerning possible terrorist attacks 
and transport of dangerous goods. Dangerous goods usually travel in an 
illegal manner in disguise across the borders. Some transport operators do 
not display the appropriate signs on the vehicle, therefore not declaring 
origin, place of departure and destination of shipment.
For these necessary security needs, a technical table has been activated 
between the Valle D’Aosta Region, Anas, Società del Traforo del Gran San 
Bernardo, Autostrade Valdostane SAV, Communities of Valle D’Aosta, 
Raccordo RAV and State Police. The scope was to design and achieve, with 
a first step to be implemented, a control system for the north-west 

territory. Geographically, the access points to Valle D’Aosta are easily 
controlled; you can enter the Valley from the south through Pont St. 
Martin, through the SS26 or by motorway. From the north, Switzerland 
side, through the Gran San Bernardo (GSB) S.S.27 or through “Colle GSB”. 
This is closed due to snow from November to May-June and transit is 
possible through the Traforo GSB. Therefore, surveillance of the cross 
border intersection/tunnel guarantees the transit control throughout the 
year. The other passages are: the French border, across the SS26, through 
Colle del Piccolo San Bernardo or the Tunnel  Monte Bianco. Considering 
that tunnels are controlled by video cameras or other sensors, it is possible 
to have a complete coverage of the territory through the installation of 
sensors on the road intersections managed by Anas.
For this important purpose, the Valle D’Aosta Region, in agreement with 
the Aosta police headquarters, the GSB Tunnel, Anas and the highway 
companies, have the intention to grant the use of its optical fibre to connect 
video cameras and sensors. 
The project to control traffic in transit in Valle D’Aosta, foresees six groups 
of high definition video cameras integrated with other sensors. The optical 
fibre assures high working efficiency. The images and data collected will be 
stored on the Anas server for 48 hours as foreseen by law. The same 
images are available at the police operational center.
The results will be important for road safety purposes. Other than 
controlling emergency situations such as avalanches, mud slides, falling 
rocks, a video camera can also detect a heavy snowfall at the top of a pass 
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and it can evaluate from remote if the road should be closed. It must be 
considered that the borders, due to the Schengen agreements,  are not 
controlled and therefore video surveillance is very useful. Furthermore, 
with sensors, ice can be detected, if it is forming and at what temperature, 
therefore deciding if to intervene with sodium chloride or calcium chloride, 
if at different temperature and, at the same time, traffic can be controlled. 
With the installation of high resolution video cameras it is also possible to 
read license plates and ADR labels with a reading capacity of up to 250km 
per hour, with night vision and in reduced visibility conditions. The reading 
of license plates permits to contrast, due to quick response time, the theft 
of a license plate for terroristic purposes and its transfer to another vehicle. 
A license plate can be cut and reassembled. By reading  and elaborating it 
from remote the system can verify ownership, origin, insurance. It is 
important that the software recognizes, brand, type and color of each single 
vehicle in order to complicate the possibility of counterfeiting. 
All this in rapid timing for criminality. Vehicles can be classified 
automatically by category, through recognition of the shape, link it to origin 
and destination, verify the weight per axel of heavy vehicles and therefore 
verify the goods transported for the safety of infrastructure and detect 
unusual and suspicious behavior. With other sensors thermographic 
measurements can be performed for dangerous goods not declared inside 

a vehicle as well as count the persons that go in and out in order to verify 
the differences. On the instrument panels all information (weather, traffic, 
etc.) can be provided in real time.  All information can be provided freely 
and in real time to all participants part of the agreement and in the future 
whomever requests it, upon payment, for the information that is not 
sensitive.
I would like to underline the decisive role in this project of the Aosta police 
headquarters and  the President of the Traforo GSB who was the real 
driving force behind this initiative bringing together all the Aostan 
operators interested. The case of Valle D’Aosta, presently at an 
experimental stage, constitutes an example of coordination and 
collaboration among various Administrations for a common goal of safety 
and security. It represents a live test for innovative technological 
applications. 
There is no doubt, that progressively and looking forward in the future, 
control of roads need to be intensified in order to improve operations, 
safety and security. The first aim is to cover the most critical situations, 
starting from the macro areas of the north-west. Possibly extending this 
successful experience of institutional cooperation also to the Regions of 
Piemonte, Lombardia, Liguria and others in Italy throughout the Anas 
network.

applicability of norms in a bordering country.
Nevertheless, it was considered that galleries could represent a challenge 
for persons or groups that act with malicious intent. It is in fact sufficient 
to examine the consequences of road accidents due to negligence that have 
occurred in the last 20 years (Monte Bianco, Tunnel of Tauri, etc.) to 
appreciate in a brief way, what could be the extent of consequences of 
intentional acts in a tunnel.  The study of adequate and sustainable 
measures of security, in particular the evaluation and the ranking of threats 
that can strike the Frejus Tunnel and the realization of the relative 
countermeasures, has been suggested by the Intergovernmental 
Commission for the Frejus Tunnel. This Commission was established by 
the Italian-French Agreement of February 23,1972 for the joint 
construction and management of the infrastructure. This was necessary in 
order to implement the  requirement of the European Directive 
2008/114/CE (Identification and designation of the critical European 
infrastructure and evaluation for increasing its protection). A Security Plan 
for the Manager of the infrastructure was necessary (art.5).In the Tunnel’s 
case, the aforementioned Commission imposed that the organism be  
bi-national and therefore take into account  the existing legislation in each 
of the two territories on public security issues. For the Italian part, the 
security plan managed by both (PSOB) - finally approved by the 
Intergovernmental Commission on May 26,2016 and delivered for its part 
of competency to the elected national authority for public safety – complies 
to the requisites of the legislative decree of April 11, 2011 n.61 
implementing Directive 2008/11/CE. It was approved by our provincial 
authority for public safety, the Prefect of Turin. The preliminary study for 
the drafting of the plan began with the details of the infrastructure, from 
the present management of technology services of the infrastructure (fire 
extinguishing system, air purification, electrical connections, light signage, 
radio connectivity) and from the analysis of infrastructure services for the 
management of alarms and events that impact the access points and 
outflow from the tunnel. Possible criminal events were then assumed 

Traffic Patrol Police Service

The Traffic Patrol Police Service within the Department of Public Safety of 
the Ministry of the Interior carries out various tasks in relation to the 
theme of road safety. Among these, are also those related to the activity of 
coordination of road surveillance services carried out by the specialized 
area of the Traffic Police within the National Police Force. The surveillance 
is followed along the main motorway arteries and large extra urban areas, 
as well as along the roads that connect Italy with the bordering countries. 
The theme of road safety, meaning public safety for those utilizing the road 
infrastructure is often tied to the issues concerning security of the same 
road infrastructure. This, especially when it assumes a strategic high 
importance for the international routes.

The Frejus tunnel as a critical infrastructure

The Frejus tunnel is a cross-border road tunnel, used by vehicles for the 
transport of persons and freight, including dangerous goods. It has been 
open to circulation since July 12, 1980. It is a bi-directional tunnel with a 
length of 13km that connects the A43 motorway in the municipality of 
Mondane to the A32 motorway in the municipality of Bardonecchia. As 
foreseen by the agreement for the Frejus, the infrastructure is managed by 
GEF, the Gruppo Europeo di Interesse Economico (G.E.I.E.-European 
Group for Economic Interest), regulated by the dispositions of the CEE 

homogeneous reaction of the public security system. Another important 
measure was the identification on behalf of the operator of an officer 
exclusively dedicated to maintaining direct and unique relations  with the 
authorities which safeguard public security. This, so as to create a rapid 
channel of communication between who has the information regarding the 
threat or on the possible actions of sabotage of the infrastructure and the 
operator and vice versa. The operator, that has indications of attacks on its 
network or suspected losses of control on one or more of its plants 
necessary to the infrastructure, in turn, has an immediate partner to whom 
to communicate the necessity of activating a plan of action for public 
security. In the 2015 Plan - originally limited only to attacks of physical 
nature- it was integrated with scenarios concerning attacks to the 
computer and information systems, behind the functioning of the security 
systems of the tunnel. It was therefore foreseen, with two years work, new 
scenarios of attack to the central command and control system: ventilation 
systems, internal paneling, sensors, presence of smoke or toxic agents on 
the inside, ventilation management system that should be regulated based 
on the atmospheric pressure at the two entrances of the tunnel. New 
protection criteria was introduced against computer attacks/cyber attacks, 
for the defense of a company’s data management systems and  toll system. 
This in consideration of the activation of a virtual toll system and therefore 
the use of virtual vouchers for transit not tied to the vehicle in transit. In 
this case levels of security were established and analysis criteria for the 
periodic revision of the protection measures of the computer systems. The 
new Security Bi-national Operators Plan was finally approved in May 2016 
and has been tested many times during the periodic drills to test the 
reactivity of all subjects involved in the management of emergencies 
related to the traffic inside the tunnel.

The Mercurio system

Replying to who has preceded me, I would also like to give some 
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Regarding security, in his introduction Eng. Palchetti spoke of the 
fundamental role of intelligence. The substantial difference between the 
investigation of the judicial police and the intelligence is that the first 
intervenes after the crime and tries to find out who committed it. The 
second needs to give information to prevent the event to occur and not to 
make it happen. This happens also by what the English speaking world 
calls HUMINT, Human Intelligence, that is, the capacity of analysis of the 
information provided by persons and not by sensors. The Prometeo system 
is not only able to register the images, and see what actually occurred by 
also going back in time (the privacy law permits to go back maximum 7 
days with the exception of particular cases). It is able to count the persons 
present in a defined area, to define the paths and where they are going. 
Looking at the paths they take, they are able to see if there is anything 
abnormal since in that area movements are always in the same direction 
and so assume something in particular happened today. It is able to detect 
if a person is running due to a panic attack, if someone is on the ground due 
to a physical problem, if a vehicle is in an area where it should not be or if 
there is a crowd or assembly which is abnormal. For example, as in the 
case of the terrorist attack in London, such a system that would detect a 
vehicle going in the wrong direction on the bridge and persons on the 
ground could have given the alarm to a police officer with a device on his 
arm. This would have consented the blocking of the criminal before 
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The coordination of the north-west territory, which includes Liguria, Valle 
D’Aosta, Piemonte and Lombardia, is responsible for the entire stretches 
of the Italian border with France and Switzerland.
The trial project in Valle D’Aosta began due to the need for security and 
control mostly along the borders towards Switzerland and France, after the 
Schengen Treaty, when the border garrisons of police forces and customs 
agency were eliminated. 
Nevertheless, security is required near the borders, and since a physical 
presence at the borders no longer exists, these border controls have to 
necessarily become technological.
Today, one of the main problems is that of illegal trafficking. The trafficking 
of stolen goods is the most widespread in areas near the borders since the 
movement is facilitated from one country to another. The highest request 
is for high level technology merchandise: electronic components and 
medicines. There certainly is worry concerning possible terrorist attacks 
and transport of dangerous goods. Dangerous goods usually travel in an 
illegal manner in disguise across the borders. Some transport operators do 
not display the appropriate signs on the vehicle, therefore not declaring 
origin, place of departure and destination of shipment.
For these necessary security needs, a technical table has been activated 
between the Valle D’Aosta Region, Anas, Società del Traforo del Gran San 
Bernardo, Autostrade Valdostane SAV, Communities of Valle D’Aosta, 
Raccordo RAV and State Police. The scope was to design and achieve, with 
a first step to be implemented, a control system for the north-west 

territory. Geographically, the access points to Valle D’Aosta are easily 
controlled; you can enter the Valley from the south through Pont St. 
Martin, through the SS26 or by motorway. From the north, Switzerland 
side, through the Gran San Bernardo (GSB) S.S.27 or through “Colle GSB”. 
This is closed due to snow from November to May-June and transit is 
possible through the Traforo GSB. Therefore, surveillance of the cross 
border intersection/tunnel guarantees the transit control throughout the 
year. The other passages are: the French border, across the SS26, through 
Colle del Piccolo San Bernardo or the Tunnel  Monte Bianco. Considering 
that tunnels are controlled by video cameras or other sensors, it is possible 
to have a complete coverage of the territory through the installation of 
sensors on the road intersections managed by Anas.
For this important purpose, the Valle D’Aosta Region, in agreement with 
the Aosta police headquarters, the GSB Tunnel, Anas and the highway 
companies, have the intention to grant the use of its optical fibre to connect 
video cameras and sensors. 
The project to control traffic in transit in Valle D’Aosta, foresees six groups 
of high definition video cameras integrated with other sensors. The optical 
fibre assures high working efficiency. The images and data collected will be 
stored on the Anas server for 48 hours as foreseen by law. The same 
images are available at the police operational center.
The results will be important for road safety purposes. Other than 
controlling emergency situations such as avalanches, mud slides, falling 
rocks, a video camera can also detect a heavy snowfall at the top of a pass 

and it can evaluate from remote if the road should be closed. It must be 
considered that the borders, due to the Schengen agreements,  are not 
controlled and therefore video surveillance is very useful. Furthermore, 
with sensors, ice can be detected, if it is forming and at what temperature, 
therefore deciding if to intervene with sodium chloride or calcium chloride, 
if at different temperature and, at the same time, traffic can be controlled. 
With the installation of high resolution video cameras it is also possible to 
read license plates and ADR labels with a reading capacity of up to 250km 
per hour, with night vision and in reduced visibility conditions. The reading 
of license plates permits to contrast, due to quick response time, the theft 
of a license plate for terroristic purposes and its transfer to another vehicle. 
A license plate can be cut and reassembled. By reading  and elaborating it 
from remote the system can verify ownership, origin, insurance. It is 
important that the software recognizes, brand, type and color of each single 
vehicle in order to complicate the possibility of counterfeiting. 
All this in rapid timing for criminality. Vehicles can be classified 
automatically by category, through recognition of the shape, link it to origin 
and destination, verify the weight per axel of heavy vehicles and therefore 
verify the goods transported for the safety of infrastructure and detect 
unusual and suspicious behavior. With other sensors thermographic 
measurements can be performed for dangerous goods not declared inside 

First of all, I would like to thank Eng. Vurro who was able to create what I 
define as the “synergy of the difference” by launching for the various 
Administrations a common project to increase security in our Region. In 
Aosta Eng. Vurro, gathered different figures around a table composed of 
institutions and private persons. He brought out the problems of security 
and by brainstorming we arrived at this result. I would also like to thank 
Eng. Caniggia who represents the Valle D’Aosta Motorway for his 
contribution to the development of the project. My presentation follows a 
recent one made for the G7, thanks to the support of our Ministry of 
Infrastructure.
The theme of my presentation is the Prometeo system realized by  Società 
del Traforo del Gran San Bernardo on the borders between Switzerland 
and France. It integrates with the Mercurio system of the Ministry of the 
Interior which has anti-terrorist tasks and control of the territory. 
Prometeo is a system which addresses the demands of security, open and 
up to date, which can be implemented by anyone without exclusive 
standards and not tied to a technology. This system permits us to protect 
our infrastructure, give security to the territory and to the Nation’s 
borders. The philosophy is that the Prometeo system must achieve the 
evolution from video surveillance to an automatic security system. It must 
have a capacity of analysis of the events in order to provide a “warning” to 
the Police before the event happens and with a self-instructing capacity. It 

was therefore necessary to pass from a video surveillance  system with an 
operator controlling 20 monitors  to intelligent sensors. This is necessary 
for the requirements of disaster recovery. In addition, it is not a static 
system but a dynamic one thinking of what could happen in the future. If 
one day we will have a sensor able to detect at 100 meters distance the 
DNA of a person, it should be used to identify a possible terrorist in real 
time before he gets close to the target.
Prometeo is a system with sensors distributed along an infrastructure that 
collects information and controls the road accesses. It presently detects 
only  vehicles  leaving or entering Switzerland, both through  the tunnel 
and through the pass during the summer period. The system not only 
permits the reading of the license plates but also the classification of 
vehicles, distinguishing them between 2 wheels, 4 wheels, trucks, buses 
and by color, brand, codes for dangerous vehicles. For example, if the 
Police are looking for a red Hyundai and do not know the license plate, the 
system can identify it sending a message informing of its passage. Once the 
vehicle is identified, in real time communication is transferred to the 
Mercurio system and if the vehicle has violated any regulation on the 
Italian territory, the path the vehicle is taking can be controlled. In the 
future, the aim is to have a system that also collects information from the 
surrounding environment by reasoning like a human. That is, it will be able 
to predict what could happen in the short term or in two or three days.

applicability of norms in a bordering country.
Nevertheless, it was considered that galleries could represent a challenge 
for persons or groups that act with malicious intent. It is in fact sufficient 
to examine the consequences of road accidents due to negligence that have 
occurred in the last 20 years (Monte Bianco, Tunnel of Tauri, etc.) to 
appreciate in a brief way, what could be the extent of consequences of 
intentional acts in a tunnel.  The study of adequate and sustainable 
measures of security, in particular the evaluation and the ranking of threats 
that can strike the Frejus Tunnel and the realization of the relative 
countermeasures, has been suggested by the Intergovernmental 
Commission for the Frejus Tunnel. This Commission was established by 
the Italian-French Agreement of February 23,1972 for the joint 
construction and management of the infrastructure. This was necessary in 
order to implement the  requirement of the European Directive 
2008/114/CE (Identification and designation of the critical European 
infrastructure and evaluation for increasing its protection). A Security Plan 
for the Manager of the infrastructure was necessary (art.5).In the Tunnel’s 
case, the aforementioned Commission imposed that the organism be  
bi-national and therefore take into account  the existing legislation in each 
of the two territories on public security issues. For the Italian part, the 
security plan managed by both (PSOB) - finally approved by the 
Intergovernmental Commission on May 26,2016 and delivered for its part 
of competency to the elected national authority for public safety – complies 
to the requisites of the legislative decree of April 11, 2011 n.61 
implementing Directive 2008/11/CE. It was approved by our provincial 
authority for public safety, the Prefect of Turin. The preliminary study for 
the drafting of the plan began with the details of the infrastructure, from 
the present management of technology services of the infrastructure (fire 
extinguishing system, air purification, electrical connections, light signage, 
radio connectivity) and from the analysis of infrastructure services for the 
management of alarms and events that impact the access points and 
outflow from the tunnel. Possible criminal events were then assumed 

Traffic Patrol Police Service

The Traffic Patrol Police Service within the Department of Public Safety of 
the Ministry of the Interior carries out various tasks in relation to the 
theme of road safety. Among these, are also those related to the activity of 
coordination of road surveillance services carried out by the specialized 
area of the Traffic Police within the National Police Force. The surveillance 
is followed along the main motorway arteries and large extra urban areas, 
as well as along the roads that connect Italy with the bordering countries. 
The theme of road safety, meaning public safety for those utilizing the road 
infrastructure is often tied to the issues concerning security of the same 
road infrastructure. This, especially when it assumes a strategic high 
importance for the international routes.

The Frejus tunnel as a critical infrastructure

The Frejus tunnel is a cross-border road tunnel, used by vehicles for the 
transport of persons and freight, including dangerous goods. It has been 
open to circulation since July 12, 1980. It is a bi-directional tunnel with a 
length of 13km that connects the A43 motorway in the municipality of 
Mondane to the A32 motorway in the municipality of Bardonecchia. As 
foreseen by the agreement for the Frejus, the infrastructure is managed by 
GEF, the Gruppo Europeo di Interesse Economico (G.E.I.E.-European 
Group for Economic Interest), regulated by the dispositions of the CEE 

homogeneous reaction of the public security system. Another important 
measure was the identification on behalf of the operator of an officer 
exclusively dedicated to maintaining direct and unique relations  with the 
authorities which safeguard public security. This, so as to create a rapid 
channel of communication between who has the information regarding the 
threat or on the possible actions of sabotage of the infrastructure and the 
operator and vice versa. The operator, that has indications of attacks on its 
network or suspected losses of control on one or more of its plants 
necessary to the infrastructure, in turn, has an immediate partner to whom 
to communicate the necessity of activating a plan of action for public 
security. In the 2015 Plan - originally limited only to attacks of physical 
nature- it was integrated with scenarios concerning attacks to the 
computer and information systems, behind the functioning of the security 
systems of the tunnel. It was therefore foreseen, with two years work, new 
scenarios of attack to the central command and control system: ventilation 
systems, internal paneling, sensors, presence of smoke or toxic agents on 
the inside, ventilation management system that should be regulated based 
on the atmospheric pressure at the two entrances of the tunnel. New 
protection criteria was introduced against computer attacks/cyber attacks, 
for the defense of a company’s data management systems and  toll system. 
This in consideration of the activation of a virtual toll system and therefore 
the use of virtual vouchers for transit not tied to the vehicle in transit. In 
this case levels of security were established and analysis criteria for the 
periodic revision of the protection measures of the computer systems. The 
new Security Bi-national Operators Plan was finally approved in May 2016 
and has been tested many times during the periodic drills to test the 
reactivity of all subjects involved in the management of emergencies 
related to the traffic inside the tunnel.

The Mercurio system

Replying to who has preceded me, I would also like to give some 
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Regarding security, in his introduction Eng. Palchetti spoke of the 
fundamental role of intelligence. The substantial difference between the 
investigation of the judicial police and the intelligence is that the first 
intervenes after the crime and tries to find out who committed it. The 
second needs to give information to prevent the event to occur and not to 
make it happen. This happens also by what the English speaking world 
calls HUMINT, Human Intelligence, that is, the capacity of analysis of the 
information provided by persons and not by sensors. The Prometeo system 
is not only able to register the images, and see what actually occurred by 
also going back in time (the privacy law permits to go back maximum 7 
days with the exception of particular cases). It is able to count the persons 
present in a defined area, to define the paths and where they are going. 
Looking at the paths they take, they are able to see if there is anything 
abnormal since in that area movements are always in the same direction 
and so assume something in particular happened today. It is able to detect 
if a person is running due to a panic attack, if someone is on the ground due 
to a physical problem, if a vehicle is in an area where it should not be or if 
there is a crowd or assembly which is abnormal. For example, as in the 
case of the terrorist attack in London, such a system that would detect a 
vehicle going in the wrong direction on the bridge and persons on the 
ground could have given the alarm to a police officer with a device on his 
arm. This would have consented the blocking of the criminal before 

causing harm to civilians. A system such as Prometeo was first utilized in 
Afghanistan in an Italian base to detect irregularities along the external 
perimeter and alerted the military when the last attack occurred in 2008. 
Giving the warning in real time, the alarm was immediately activated. The 
vehicle exploded but without victims. The same is true for acts of sabotage: 
we can control our infrastructure to verify any irregularities.
The functioning of the Prometeo system requires a large amount of data 
management and therefore it is necessary to work in cloud-computing. It 
works as a large brain not requiring the presence of many persons to 
manage the server and data. Whomever  has the security credentials can 
access without specific training “what you see is what you get”. It is for 
multi users and therefore various Police Forces, Military, Civil Protection 
can interconnect autonomously for its own activities. The system is 
managed by a central control  station as well as from a tablet, personal 
computer or smartphone, with specific solutions for the management and 
visibility of data that the system supplies.
As illustrated in this last slide, the philosophy used to devise such a system 
was to create a sort of security blanket for our children. Our vision is that 
the world we live in is loaned to us from those who will come after us. 
Therefore, a long term approach to the problem is necessary. The system 
cannot be closed but open, in order to be constantly updated to change 
with the times and implement security in a dynamic way.
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The coordination of the north-west territory, which includes Liguria, Valle 
D’Aosta, Piemonte and Lombardia, is responsible for the entire stretches 
of the Italian border with France and Switzerland.
The trial project in Valle D’Aosta began due to the need for security and 
control mostly along the borders towards Switzerland and France, after the 
Schengen Treaty, when the border garrisons of police forces and customs 
agency were eliminated. 
Nevertheless, security is required near the borders, and since a physical 
presence at the borders no longer exists, these border controls have to 
necessarily become technological.
Today, one of the main problems is that of illegal trafficking. The trafficking 
of stolen goods is the most widespread in areas near the borders since the 
movement is facilitated from one country to another. The highest request 
is for high level technology merchandise: electronic components and 
medicines. There certainly is worry concerning possible terrorist attacks 
and transport of dangerous goods. Dangerous goods usually travel in an 
illegal manner in disguise across the borders. Some transport operators do 
not display the appropriate signs on the vehicle, therefore not declaring 
origin, place of departure and destination of shipment.
For these necessary security needs, a technical table has been activated 
between the Valle D’Aosta Region, Anas, Società del Traforo del Gran San 
Bernardo, Autostrade Valdostane SAV, Communities of Valle D’Aosta, 
Raccordo RAV and State Police. The scope was to design and achieve, with 
a first step to be implemented, a control system for the north-west 

territory. Geographically, the access points to Valle D’Aosta are easily 
controlled; you can enter the Valley from the south through Pont St. 
Martin, through the SS26 or by motorway. From the north, Switzerland 
side, through the Gran San Bernardo (GSB) S.S.27 or through “Colle GSB”. 
This is closed due to snow from November to May-June and transit is 
possible through the Traforo GSB. Therefore, surveillance of the cross 
border intersection/tunnel guarantees the transit control throughout the 
year. The other passages are: the French border, across the SS26, through 
Colle del Piccolo San Bernardo or the Tunnel  Monte Bianco. Considering 
that tunnels are controlled by video cameras or other sensors, it is possible 
to have a complete coverage of the territory through the installation of 
sensors on the road intersections managed by Anas.
For this important purpose, the Valle D’Aosta Region, in agreement with 
the Aosta police headquarters, the GSB Tunnel, Anas and the highway 
companies, have the intention to grant the use of its optical fibre to connect 
video cameras and sensors. 
The project to control traffic in transit in Valle D’Aosta, foresees six groups 
of high definition video cameras integrated with other sensors. The optical 
fibre assures high working efficiency. The images and data collected will be 
stored on the Anas server for 48 hours as foreseen by law. The same 
images are available at the police operational center.
The results will be important for road safety purposes. Other than 
controlling emergency situations such as avalanches, mud slides, falling 
rocks, a video camera can also detect a heavy snowfall at the top of a pass 

and it can evaluate from remote if the road should be closed. It must be 
considered that the borders, due to the Schengen agreements,  are not 
controlled and therefore video surveillance is very useful. Furthermore, 
with sensors, ice can be detected, if it is forming and at what temperature, 
therefore deciding if to intervene with sodium chloride or calcium chloride, 
if at different temperature and, at the same time, traffic can be controlled. 
With the installation of high resolution video cameras it is also possible to 
read license plates and ADR labels with a reading capacity of up to 250km 
per hour, with night vision and in reduced visibility conditions. The reading 
of license plates permits to contrast, due to quick response time, the theft 
of a license plate for terroristic purposes and its transfer to another vehicle. 
A license plate can be cut and reassembled. By reading  and elaborating it 
from remote the system can verify ownership, origin, insurance. It is 
important that the software recognizes, brand, type and color of each single 
vehicle in order to complicate the possibility of counterfeiting. 
All this in rapid timing for criminality. Vehicles can be classified 
automatically by category, through recognition of the shape, link it to origin 
and destination, verify the weight per axel of heavy vehicles and therefore 
verify the goods transported for the safety of infrastructure and detect 
unusual and suspicious behavior. With other sensors thermographic 
measurements can be performed for dangerous goods not declared inside 

First of all, I would like to thank Eng. Vurro who was able to create what I 
define as the “synergy of the difference” by launching for the various 
Administrations a common project to increase security in our Region. In 
Aosta Eng. Vurro, gathered different figures around a table composed of 
institutions and private persons. He brought out the problems of security 
and by brainstorming we arrived at this result. I would also like to thank 
Eng. Caniggia who represents the Valle D’Aosta Motorway for his 
contribution to the development of the project. My presentation follows a 
recent one made for the G7, thanks to the support of our Ministry of 
Infrastructure.
The theme of my presentation is the Prometeo system realized by  Società 
del Traforo del Gran San Bernardo on the borders between Switzerland 
and France. It integrates with the Mercurio system of the Ministry of the 
Interior which has anti-terrorist tasks and control of the territory. 
Prometeo is a system which addresses the demands of security, open and 
up to date, which can be implemented by anyone without exclusive 
standards and not tied to a technology. This system permits us to protect 
our infrastructure, give security to the territory and to the Nation’s 
borders. The philosophy is that the Prometeo system must achieve the 
evolution from video surveillance to an automatic security system. It must 
have a capacity of analysis of the events in order to provide a “warning” to 
the Police before the event happens and with a self-instructing capacity. It 

applicability of norms in a bordering country.
Nevertheless, it was considered that galleries could represent a challenge 
for persons or groups that act with malicious intent. It is in fact sufficient 
to examine the consequences of road accidents due to negligence that have 
occurred in the last 20 years (Monte Bianco, Tunnel of Tauri, etc.) to 
appreciate in a brief way, what could be the extent of consequences of 
intentional acts in a tunnel.  The study of adequate and sustainable 
measures of security, in particular the evaluation and the ranking of threats 
that can strike the Frejus Tunnel and the realization of the relative 
countermeasures, has been suggested by the Intergovernmental 
Commission for the Frejus Tunnel. This Commission was established by 
the Italian-French Agreement of February 23,1972 for the joint 
construction and management of the infrastructure. This was necessary in 
order to implement the  requirement of the European Directive 
2008/114/CE (Identification and designation of the critical European 
infrastructure and evaluation for increasing its protection). A Security Plan 
for the Manager of the infrastructure was necessary (art.5).In the Tunnel’s 
case, the aforementioned Commission imposed that the organism be  
bi-national and therefore take into account  the existing legislation in each 
of the two territories on public security issues. For the Italian part, the 
security plan managed by both (PSOB) - finally approved by the 
Intergovernmental Commission on May 26,2016 and delivered for its part 
of competency to the elected national authority for public safety – complies 
to the requisites of the legislative decree of April 11, 2011 n.61 
implementing Directive 2008/11/CE. It was approved by our provincial 
authority for public safety, the Prefect of Turin. The preliminary study for 
the drafting of the plan began with the details of the infrastructure, from 
the present management of technology services of the infrastructure (fire 
extinguishing system, air purification, electrical connections, light signage, 
radio connectivity) and from the analysis of infrastructure services for the 
management of alarms and events that impact the access points and 
outflow from the tunnel. Possible criminal events were then assumed 

Traffic Patrol Police Service

The Traffic Patrol Police Service within the Department of Public Safety of 
the Ministry of the Interior carries out various tasks in relation to the 
theme of road safety. Among these, are also those related to the activity of 
coordination of road surveillance services carried out by the specialized 
area of the Traffic Police within the National Police Force. The surveillance 
is followed along the main motorway arteries and large extra urban areas, 
as well as along the roads that connect Italy with the bordering countries. 
The theme of road safety, meaning public safety for those utilizing the road 
infrastructure is often tied to the issues concerning security of the same 
road infrastructure. This, especially when it assumes a strategic high 
importance for the international routes.

The Frejus tunnel as a critical infrastructure

The Frejus tunnel is a cross-border road tunnel, used by vehicles for the 
transport of persons and freight, including dangerous goods. It has been 
open to circulation since July 12, 1980. It is a bi-directional tunnel with a 
length of 13km that connects the A43 motorway in the municipality of 
Mondane to the A32 motorway in the municipality of Bardonecchia. As 
foreseen by the agreement for the Frejus, the infrastructure is managed by 
GEF, the Gruppo Europeo di Interesse Economico (G.E.I.E.-European 
Group for Economic Interest), regulated by the dispositions of the CEE 

homogeneous reaction of the public security system. Another important 
measure was the identification on behalf of the operator of an officer 
exclusively dedicated to maintaining direct and unique relations  with the 
authorities which safeguard public security. This, so as to create a rapid 
channel of communication between who has the information regarding the 
threat or on the possible actions of sabotage of the infrastructure and the 
operator and vice versa. The operator, that has indications of attacks on its 
network or suspected losses of control on one or more of its plants 
necessary to the infrastructure, in turn, has an immediate partner to whom 
to communicate the necessity of activating a plan of action for public 
security. In the 2015 Plan - originally limited only to attacks of physical 
nature- it was integrated with scenarios concerning attacks to the 
computer and information systems, behind the functioning of the security 
systems of the tunnel. It was therefore foreseen, with two years work, new 
scenarios of attack to the central command and control system: ventilation 
systems, internal paneling, sensors, presence of smoke or toxic agents on 
the inside, ventilation management system that should be regulated based 
on the atmospheric pressure at the two entrances of the tunnel. New 
protection criteria was introduced against computer attacks/cyber attacks, 
for the defense of a company’s data management systems and  toll system. 
This in consideration of the activation of a virtual toll system and therefore 
the use of virtual vouchers for transit not tied to the vehicle in transit. In 
this case levels of security were established and analysis criteria for the 
periodic revision of the protection measures of the computer systems. The 
new Security Bi-national Operators Plan was finally approved in May 2016 
and has been tested many times during the periodic drills to test the 
reactivity of all subjects involved in the management of emergencies 
related to the traffic inside the tunnel.

The Mercurio system

Replying to who has preceded me, I would also like to give some 
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The coordination of the north-west territory, which includes Liguria, Valle 
D’Aosta, Piemonte and Lombardia, is responsible for the entire stretches 
of the Italian border with France and Switzerland.
The trial project in Valle D’Aosta began due to the need for security and 
control mostly along the borders towards Switzerland and France, after the 
Schengen Treaty, when the border garrisons of police forces and customs 
agency were eliminated. 
Nevertheless, security is required near the borders, and since a physical 
presence at the borders no longer exists, these border controls have to 
necessarily become technological.
Today, one of the main problems is that of illegal trafficking. The trafficking 
of stolen goods is the most widespread in areas near the borders since the 
movement is facilitated from one country to another. The highest request 
is for high level technology merchandise: electronic components and 
medicines. There certainly is worry concerning possible terrorist attacks 
and transport of dangerous goods. Dangerous goods usually travel in an 
illegal manner in disguise across the borders. Some transport operators do 
not display the appropriate signs on the vehicle, therefore not declaring 
origin, place of departure and destination of shipment.
For these necessary security needs, a technical table has been activated 
between the Valle D’Aosta Region, Anas, Società del Traforo del Gran San 
Bernardo, Autostrade Valdostane SAV, Communities of Valle D’Aosta, 
Raccordo RAV and State Police. The scope was to design and achieve, with 
a first step to be implemented, a control system for the north-west 

territory. Geographically, the access points to Valle D’Aosta are easily 
controlled; you can enter the Valley from the south through Pont St. 
Martin, through the SS26 or by motorway. From the north, Switzerland 
side, through the Gran San Bernardo (GSB) S.S.27 or through “Colle GSB”. 
This is closed due to snow from November to May-June and transit is 
possible through the Traforo GSB. Therefore, surveillance of the cross 
border intersection/tunnel guarantees the transit control throughout the 
year. The other passages are: the French border, across the SS26, through 
Colle del Piccolo San Bernardo or the Tunnel  Monte Bianco. Considering 
that tunnels are controlled by video cameras or other sensors, it is possible 
to have a complete coverage of the territory through the installation of 
sensors on the road intersections managed by Anas.
For this important purpose, the Valle D’Aosta Region, in agreement with 
the Aosta police headquarters, the GSB Tunnel, Anas and the highway 
companies, have the intention to grant the use of its optical fibre to connect 
video cameras and sensors. 
The project to control traffic in transit in Valle D’Aosta, foresees six groups 
of high definition video cameras integrated with other sensors. The optical 
fibre assures high working efficiency. The images and data collected will be 
stored on the Anas server for 48 hours as foreseen by law. The same 
images are available at the police operational center.
The results will be important for road safety purposes. Other than 
controlling emergency situations such as avalanches, mud slides, falling 
rocks, a video camera can also detect a heavy snowfall at the top of a pass 

and it can evaluate from remote if the road should be closed. It must be 
considered that the borders, due to the Schengen agreements,  are not 
controlled and therefore video surveillance is very useful. Furthermore, 
with sensors, ice can be detected, if it is forming and at what temperature, 
therefore deciding if to intervene with sodium chloride or calcium chloride, 
if at different temperature and, at the same time, traffic can be controlled. 
With the installation of high resolution video cameras it is also possible to 
read license plates and ADR labels with a reading capacity of up to 250km 
per hour, with night vision and in reduced visibility conditions. The reading 
of license plates permits to contrast, due to quick response time, the theft 
of a license plate for terroristic purposes and its transfer to another vehicle. 
A license plate can be cut and reassembled. By reading  and elaborating it 
from remote the system can verify ownership, origin, insurance. It is 
important that the software recognizes, brand, type and color of each single 
vehicle in order to complicate the possibility of counterfeiting. 
All this in rapid timing for criminality. Vehicles can be classified 
automatically by category, through recognition of the shape, link it to origin 
and destination, verify the weight per axel of heavy vehicles and therefore 
verify the goods transported for the safety of infrastructure and detect 
unusual and suspicious behavior. With other sensors thermographic 
measurements can be performed for dangerous goods not declared inside 

we can define ordinary are various, such as:
snow and ice risk, hydrogeological risk, sismic risk, vulcanic risk, fire risk, 
relevant accident risk, traffic events risk, industrial risk, functional risk 
(correlated to the continuity of the service), physical risk (asset integrity), 
information risk (security of software and data).
To these, the “risk of attack” can be added and is treated and managed with 
the same criteria. 
For each of these the methodological approach is the same: analysis of the 
risk scenarios (identification of the road routes involved or  potential target 
of critical events), risk evaluation, identification of alert/monitoring/alarm 
systems, coding of alert levels, elaboration of specific plans for mitigation 
and/or management of the criticalities with pre-fixed methodologies and 
with organization for emergency situations (Disaster Recovery), sharing 
the modes of intervention with all the subjects involved, management of 
difficulties.Anas has elaborated a series of operational procedures that 
consent an approach to the theme “criticality” based on a codified system. 
This is due to years of experience shared by the technical committees that 
manage emergencies (Operational Committee of Civil Protection,  
Driveability Italy). The “plans for managing traffic flow” consent to activate 
operations for the management of traffic together with other subjects 
involved. This is based on consolidated operational experience and 
communication procedures already experimented that can be utilized in 
presence of “ordinary” challenges or events of a different nature such as 
those tied to security. 

b) Technological measures
Technological measures consider the complete control and monitoring 
system of the network. For Anas, these measures aim at the management 
of  traffic and circulation, in particular: a network of 20 Regional Control 
Centers that have the possibility of monitoring a fleet of 170 company 
vehicles geo-localized and with on-board video cameras; more than 800 
fixed video cameras and/or ----, many positioned in tunnels as well and with 
intelligent alarm systems for a stationary vehicle; in the wrong direction, 
etc.; a surveillance system managed by the Ministry of the Interior through 
its Traffic Police Service on the Mediterranean Motorway (once 
Salerno-Reggio Calabria).
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The problems of security and the operational experience of 
Anas on its network

The system of “infrastructure security” is part of a larger issue that 
concerns the security of our society, in this particular period where we are 
assisting at a dangerous increase of terroristic actions. 
Anas has a major interest in this subject since it is the operator of the 
national road network consisting in approx. 26.000km of roads and 
motorways under direct management, of importance and strategic 
relevance for the network and the economy of the country.
The risk management for a complex infrastructure network, as in the case 
of a road infrastructure (but this is true also for the energy distribution 
network) is very complex due to the variety of different attacks that could 
concern it. For this reason it is necessary and useful to have a continuous 
exchange of information among all subjects involved in order to confront 
and adopt the best practices.
Anas has already participated in the CIST (Interministerial Committee for 
Security of road and intermodal transport), established with Ministerial 
Decree 16324 of Nov.29,2002 and has among its institutional task to:
develop and update the national security program against eventual 
terroristic attacks; examine and study international dispositions relative to 
the security of its own sector and formulate the relative proposals of 
implementation; study the case scenarios for security not contemplated by 
the present international regulations in act and consequently propose 

initiatives regarding the levels of security and efficiency for the activities 
under its responsibility.
In this framework some indications were already elaborated in relation to:
road transport, railway transport, interports and logistics that need to find 
further time for development and discussion.
The theme of security of a road network, such as the one of Anas, which is 
of national and strategic importance, is not simple. This is due to the fact 
that it is not a confined space to be controlled and monitored through 
physical and technological controls (such as some urban areas or sites at 
risk) but a group of works spread throughout the territory, each potentially 
at risk. The Anas network includes more than 13.000 important 
infrastructure and 1.300 galleries. Some of these are certainly located 
along strategic routes or itineraries connecting the country and important 
for the economy of the country as well. For example, we could imagine that 
an attack on the Rome-Fiumicino highway could cause hours of paralyzed 
traffic to and from the airport or a similar event on a viaduct on the A2 
Mediterranean motorway that would have repercussions also on the 
economy of the country.
For Anas this subject involves three distinct measures: organizational 
measures, technological measures, legislative measures.

a) Organizational measures
For these, a series of procedures need to be developed and planned in 
order to prevent and manage critical events. For Anas, critical events that 

applicability of norms in a bordering country.
Nevertheless, it was considered that galleries could represent a challenge 
for persons or groups that act with malicious intent. It is in fact sufficient 
to examine the consequences of road accidents due to negligence that have 
occurred in the last 20 years (Monte Bianco, Tunnel of Tauri, etc.) to 
appreciate in a brief way, what could be the extent of consequences of 
intentional acts in a tunnel.  The study of adequate and sustainable 
measures of security, in particular the evaluation and the ranking of threats 
that can strike the Frejus Tunnel and the realization of the relative 
countermeasures, has been suggested by the Intergovernmental 
Commission for the Frejus Tunnel. This Commission was established by 
the Italian-French Agreement of February 23,1972 for the joint 
construction and management of the infrastructure. This was necessary in 
order to implement the  requirement of the European Directive 
2008/114/CE (Identification and designation of the critical European 
infrastructure and evaluation for increasing its protection). A Security Plan 
for the Manager of the infrastructure was necessary (art.5).In the Tunnel’s 
case, the aforementioned Commission imposed that the organism be  
bi-national and therefore take into account  the existing legislation in each 
of the two territories on public security issues. For the Italian part, the 
security plan managed by both (PSOB) - finally approved by the 
Intergovernmental Commission on May 26,2016 and delivered for its part 
of competency to the elected national authority for public safety – complies 
to the requisites of the legislative decree of April 11, 2011 n.61 
implementing Directive 2008/11/CE. It was approved by our provincial 
authority for public safety, the Prefect of Turin. The preliminary study for 
the drafting of the plan began with the details of the infrastructure, from 
the present management of technology services of the infrastructure (fire 
extinguishing system, air purification, electrical connections, light signage, 
radio connectivity) and from the analysis of infrastructure services for the 
management of alarms and events that impact the access points and 
outflow from the tunnel. Possible criminal events were then assumed 

Traffic Patrol Police Service

The Traffic Patrol Police Service within the Department of Public Safety of 
the Ministry of the Interior carries out various tasks in relation to the 
theme of road safety. Among these, are also those related to the activity of 
coordination of road surveillance services carried out by the specialized 
area of the Traffic Police within the National Police Force. The surveillance 
is followed along the main motorway arteries and large extra urban areas, 
as well as along the roads that connect Italy with the bordering countries. 
The theme of road safety, meaning public safety for those utilizing the road 
infrastructure is often tied to the issues concerning security of the same 
road infrastructure. This, especially when it assumes a strategic high 
importance for the international routes.

The Frejus tunnel as a critical infrastructure

The Frejus tunnel is a cross-border road tunnel, used by vehicles for the 
transport of persons and freight, including dangerous goods. It has been 
open to circulation since July 12, 1980. It is a bi-directional tunnel with a 
length of 13km that connects the A43 motorway in the municipality of 
Mondane to the A32 motorway in the municipality of Bardonecchia. As 
foreseen by the agreement for the Frejus, the infrastructure is managed by 
GEF, the Gruppo Europeo di Interesse Economico (G.E.I.E.-European 
Group for Economic Interest), regulated by the dispositions of the CEE 

homogeneous reaction of the public security system. Another important 
measure was the identification on behalf of the operator of an officer 
exclusively dedicated to maintaining direct and unique relations  with the 
authorities which safeguard public security. This, so as to create a rapid 
channel of communication between who has the information regarding the 
threat or on the possible actions of sabotage of the infrastructure and the 
operator and vice versa. The operator, that has indications of attacks on its 
network or suspected losses of control on one or more of its plants 
necessary to the infrastructure, in turn, has an immediate partner to whom 
to communicate the necessity of activating a plan of action for public 
security. In the 2015 Plan - originally limited only to attacks of physical 
nature- it was integrated with scenarios concerning attacks to the 
computer and information systems, behind the functioning of the security 
systems of the tunnel. It was therefore foreseen, with two years work, new 
scenarios of attack to the central command and control system: ventilation 
systems, internal paneling, sensors, presence of smoke or toxic agents on 
the inside, ventilation management system that should be regulated based 
on the atmospheric pressure at the two entrances of the tunnel. New 
protection criteria was introduced against computer attacks/cyber attacks, 
for the defense of a company’s data management systems and  toll system. 
This in consideration of the activation of a virtual toll system and therefore 
the use of virtual vouchers for transit not tied to the vehicle in transit. In 
this case levels of security were established and analysis criteria for the 
periodic revision of the protection measures of the computer systems. The 
new Security Bi-national Operators Plan was finally approved in May 2016 
and has been tested many times during the periodic drills to test the 
reactivity of all subjects involved in the management of emergencies 
related to the traffic inside the tunnel.

The Mercurio system

Replying to who has preceded me, I would also like to give some 
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The coordination of the north-west territory, which includes Liguria, Valle 
D’Aosta, Piemonte and Lombardia, is responsible for the entire stretches 
of the Italian border with France and Switzerland.
The trial project in Valle D’Aosta began due to the need for security and 
control mostly along the borders towards Switzerland and France, after the 
Schengen Treaty, when the border garrisons of police forces and customs 
agency were eliminated. 
Nevertheless, security is required near the borders, and since a physical 
presence at the borders no longer exists, these border controls have to 
necessarily become technological.
Today, one of the main problems is that of illegal trafficking. The trafficking 
of stolen goods is the most widespread in areas near the borders since the 
movement is facilitated from one country to another. The highest request 
is for high level technology merchandise: electronic components and 
medicines. There certainly is worry concerning possible terrorist attacks 
and transport of dangerous goods. Dangerous goods usually travel in an 
illegal manner in disguise across the borders. Some transport operators do 
not display the appropriate signs on the vehicle, therefore not declaring 
origin, place of departure and destination of shipment.
For these necessary security needs, a technical table has been activated 
between the Valle D’Aosta Region, Anas, Società del Traforo del Gran San 
Bernardo, Autostrade Valdostane SAV, Communities of Valle D’Aosta, 
Raccordo RAV and State Police. The scope was to design and achieve, with 
a first step to be implemented, a control system for the north-west 

territory. Geographically, the access points to Valle D’Aosta are easily 
controlled; you can enter the Valley from the south through Pont St. 
Martin, through the SS26 or by motorway. From the north, Switzerland 
side, through the Gran San Bernardo (GSB) S.S.27 or through “Colle GSB”. 
This is closed due to snow from November to May-June and transit is 
possible through the Traforo GSB. Therefore, surveillance of the cross 
border intersection/tunnel guarantees the transit control throughout the 
year. The other passages are: the French border, across the SS26, through 
Colle del Piccolo San Bernardo or the Tunnel  Monte Bianco. Considering 
that tunnels are controlled by video cameras or other sensors, it is possible 
to have a complete coverage of the territory through the installation of 
sensors on the road intersections managed by Anas.
For this important purpose, the Valle D’Aosta Region, in agreement with 
the Aosta police headquarters, the GSB Tunnel, Anas and the highway 
companies, have the intention to grant the use of its optical fibre to connect 
video cameras and sensors. 
The project to control traffic in transit in Valle D’Aosta, foresees six groups 
of high definition video cameras integrated with other sensors. The optical 
fibre assures high working efficiency. The images and data collected will be 
stored on the Anas server for 48 hours as foreseen by law. The same 
images are available at the police operational center.
The results will be important for road safety purposes. Other than 
controlling emergency situations such as avalanches, mud slides, falling 
rocks, a video camera can also detect a heavy snowfall at the top of a pass 

and it can evaluate from remote if the road should be closed. It must be 
considered that the borders, due to the Schengen agreements,  are not 
controlled and therefore video surveillance is very useful. Furthermore, 
with sensors, ice can be detected, if it is forming and at what temperature, 
therefore deciding if to intervene with sodium chloride or calcium chloride, 
if at different temperature and, at the same time, traffic can be controlled. 
With the installation of high resolution video cameras it is also possible to 
read license plates and ADR labels with a reading capacity of up to 250km 
per hour, with night vision and in reduced visibility conditions. The reading 
of license plates permits to contrast, due to quick response time, the theft 
of a license plate for terroristic purposes and its transfer to another vehicle. 
A license plate can be cut and reassembled. By reading  and elaborating it 
from remote the system can verify ownership, origin, insurance. It is 
important that the software recognizes, brand, type and color of each single 
vehicle in order to complicate the possibility of counterfeiting. 
All this in rapid timing for criminality. Vehicles can be classified 
automatically by category, through recognition of the shape, link it to origin 
and destination, verify the weight per axel of heavy vehicles and therefore 
verify the goods transported for the safety of infrastructure and detect 
unusual and suspicious behavior. With other sensors thermographic 
measurements can be performed for dangerous goods not declared inside 

we can define ordinary are various, such as:
snow and ice risk, hydrogeological risk, sismic risk, vulcanic risk, fire risk, 
relevant accident risk, traffic events risk, industrial risk, functional risk 
(correlated to the continuity of the service), physical risk (asset integrity), 
information risk (security of software and data).
To these, the “risk of attack” can be added and is treated and managed with 
the same criteria. 
For each of these the methodological approach is the same: analysis of the 
risk scenarios (identification of the road routes involved or  potential target 
of critical events), risk evaluation, identification of alert/monitoring/alarm 
systems, coding of alert levels, elaboration of specific plans for mitigation 
and/or management of the criticalities with pre-fixed methodologies and 
with organization for emergency situations (Disaster Recovery), sharing 
the modes of intervention with all the subjects involved, management of 
difficulties.Anas has elaborated a series of operational procedures that 
consent an approach to the theme “criticality” based on a codified system. 
This is due to years of experience shared by the technical committees that 
manage emergencies (Operational Committee of Civil Protection,  
Driveability Italy). The “plans for managing traffic flow” consent to activate 
operations for the management of traffic together with other subjects 
involved. This is based on consolidated operational experience and 
communication procedures already experimented that can be utilized in 
presence of “ordinary” challenges or events of a different nature such as 
those tied to security. 

b) Technological measures
Technological measures consider the complete control and monitoring 
system of the network. For Anas, these measures aim at the management 
of  traffic and circulation, in particular: a network of 20 Regional Control 
Centers that have the possibility of monitoring a fleet of 170 company 
vehicles geo-localized and with on-board video cameras; more than 800 
fixed video cameras and/or ----, many positioned in tunnels as well and with 
intelligent alarm systems for a stationary vehicle; in the wrong direction, 
etc.; a surveillance system managed by the Ministry of the Interior through 
its Traffic Police Service on the Mediterranean Motorway (once 
Salerno-Reggio Calabria).

Starting from the year 2000, the system is established thanks to the South 
Security project financed with European funds after the tragic killing of the 
child Nicholas Green during a robbery on the A3 Motorway 
(Salerno-Reggio Calabria). The system of video surveillance positioned 
along the entry lanes and the exits of service areas, consents the 
acquisition of images and license plates of all vehicles in transit, matching 
them with three distinct databases (stolen, reported or not updated license 
plates). The remote systems generate in real time an alarm every time a 
vehicle in one of these three categories is intercepted. The system also 
consents a research of the transits with a collection of data for investigative 
purposes. 
The Traffic Police vehicles are also equipped with SCOUT (on board 
system) that acquires from a camera inside the vehicle, the license plate of 
the vehicle intercepted. The forwarding of this data to the operational 
center database consents the return to the squad car of immediate 
information on the vehicle being searched for legal reasons.
In this context there is an increasing relation between Anas and Traffic 
Police and considering the last events, wants to increase the exchange of 
information between Regional Control Centers as well as between patrol 
units on the territory.
Remaining on the theme of technological measures, the “smart road” is 
certainly to be considered an evolution of what exists today with potential 
consequences also in terms of security.
Obviously, the subject of technology is followed by the not less important 
one of cyber security, since it is clear that any potential attack on the 
systems could have severe consequences.

c) Legislative measures
Lastly, but not less important, is the legislative issue. Fundamental when 
speaking of management of sensible data. Frequently the use of 
information  from the data collection systems  are used with difficulty since 
rules regarding privacy force data to be cancelled but which could later on 
become important if added to other data acquired.
Probably, an improvement of the rules, which, continues to guarantee 
privacy, could help in not dissipating  an asset such as a database for 
important investigatory purposes.
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The problems of security and the operational experience of 
Anas on its network

The system of “infrastructure security” is part of a larger issue that 
concerns the security of our society, in this particular period where we are 
assisting at a dangerous increase of terroristic actions. 
Anas has a major interest in this subject since it is the operator of the 
national road network consisting in approx. 26.000km of roads and 
motorways under direct management, of importance and strategic 
relevance for the network and the economy of the country.
The risk management for a complex infrastructure network, as in the case 
of a road infrastructure (but this is true also for the energy distribution 
network) is very complex due to the variety of different attacks that could 
concern it. For this reason it is necessary and useful to have a continuous 
exchange of information among all subjects involved in order to confront 
and adopt the best practices.
Anas has already participated in the CIST (Interministerial Committee for 
Security of road and intermodal transport), established with Ministerial 
Decree 16324 of Nov.29,2002 and has among its institutional task to:
develop and update the national security program against eventual 
terroristic attacks; examine and study international dispositions relative to 
the security of its own sector and formulate the relative proposals of 
implementation; study the case scenarios for security not contemplated by 
the present international regulations in act and consequently propose 

applicability of norms in a bordering country.
Nevertheless, it was considered that galleries could represent a challenge 
for persons or groups that act with malicious intent. It is in fact sufficient 
to examine the consequences of road accidents due to negligence that have 
occurred in the last 20 years (Monte Bianco, Tunnel of Tauri, etc.) to 
appreciate in a brief way, what could be the extent of consequences of 
intentional acts in a tunnel.  The study of adequate and sustainable 
measures of security, in particular the evaluation and the ranking of threats 
that can strike the Frejus Tunnel and the realization of the relative 
countermeasures, has been suggested by the Intergovernmental 
Commission for the Frejus Tunnel. This Commission was established by 
the Italian-French Agreement of February 23,1972 for the joint 
construction and management of the infrastructure. This was necessary in 
order to implement the  requirement of the European Directive 
2008/114/CE (Identification and designation of the critical European 
infrastructure and evaluation for increasing its protection). A Security Plan 
for the Manager of the infrastructure was necessary (art.5).In the Tunnel’s 
case, the aforementioned Commission imposed that the organism be  
bi-national and therefore take into account  the existing legislation in each 
of the two territories on public security issues. For the Italian part, the 
security plan managed by both (PSOB) - finally approved by the 
Intergovernmental Commission on May 26,2016 and delivered for its part 
of competency to the elected national authority for public safety – complies 
to the requisites of the legislative decree of April 11, 2011 n.61 
implementing Directive 2008/11/CE. It was approved by our provincial 
authority for public safety, the Prefect of Turin. The preliminary study for 
the drafting of the plan began with the details of the infrastructure, from 
the present management of technology services of the infrastructure (fire 
extinguishing system, air purification, electrical connections, light signage, 
radio connectivity) and from the analysis of infrastructure services for the 
management of alarms and events that impact the access points and 
outflow from the tunnel. Possible criminal events were then assumed 

Traffic Patrol Police Service

The Traffic Patrol Police Service within the Department of Public Safety of 
the Ministry of the Interior carries out various tasks in relation to the 
theme of road safety. Among these, are also those related to the activity of 
coordination of road surveillance services carried out by the specialized 
area of the Traffic Police within the National Police Force. The surveillance 
is followed along the main motorway arteries and large extra urban areas, 
as well as along the roads that connect Italy with the bordering countries. 
The theme of road safety, meaning public safety for those utilizing the road 
infrastructure is often tied to the issues concerning security of the same 
road infrastructure. This, especially when it assumes a strategic high 
importance for the international routes.

The Frejus tunnel as a critical infrastructure

The Frejus tunnel is a cross-border road tunnel, used by vehicles for the 
transport of persons and freight, including dangerous goods. It has been 
open to circulation since July 12, 1980. It is a bi-directional tunnel with a 
length of 13km that connects the A43 motorway in the municipality of 
Mondane to the A32 motorway in the municipality of Bardonecchia. As 
foreseen by the agreement for the Frejus, the infrastructure is managed by 
GEF, the Gruppo Europeo di Interesse Economico (G.E.I.E.-European 
Group for Economic Interest), regulated by the dispositions of the CEE 

homogeneous reaction of the public security system. Another important 
measure was the identification on behalf of the operator of an officer 
exclusively dedicated to maintaining direct and unique relations  with the 
authorities which safeguard public security. This, so as to create a rapid 
channel of communication between who has the information regarding the 
threat or on the possible actions of sabotage of the infrastructure and the 
operator and vice versa. The operator, that has indications of attacks on its 
network or suspected losses of control on one or more of its plants 
necessary to the infrastructure, in turn, has an immediate partner to whom 
to communicate the necessity of activating a plan of action for public 
security. In the 2015 Plan - originally limited only to attacks of physical 
nature- it was integrated with scenarios concerning attacks to the 
computer and information systems, behind the functioning of the security 
systems of the tunnel. It was therefore foreseen, with two years work, new 
scenarios of attack to the central command and control system: ventilation 
systems, internal paneling, sensors, presence of smoke or toxic agents on 
the inside, ventilation management system that should be regulated based 
on the atmospheric pressure at the two entrances of the tunnel. New 
protection criteria was introduced against computer attacks/cyber attacks, 
for the defense of a company’s data management systems and  toll system. 
This in consideration of the activation of a virtual toll system and therefore 
the use of virtual vouchers for transit not tied to the vehicle in transit. In 
this case levels of security were established and analysis criteria for the 
periodic revision of the protection measures of the computer systems. The 
new Security Bi-national Operators Plan was finally approved in May 2016 
and has been tested many times during the periodic drills to test the 
reactivity of all subjects involved in the management of emergencies 
related to the traffic inside the tunnel.
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The coordination of the north-west territory, which includes Liguria, Valle 
D’Aosta, Piemonte and Lombardia, is responsible for the entire stretches 
of the Italian border with France and Switzerland.
The trial project in Valle D’Aosta began due to the need for security and 
control mostly along the borders towards Switzerland and France, after the 
Schengen Treaty, when the border garrisons of police forces and customs 
agency were eliminated. 
Nevertheless, security is required near the borders, and since a physical 
presence at the borders no longer exists, these border controls have to 
necessarily become technological.
Today, one of the main problems is that of illegal trafficking. The trafficking 
of stolen goods is the most widespread in areas near the borders since the 
movement is facilitated from one country to another. The highest request 
is for high level technology merchandise: electronic components and 
medicines. There certainly is worry concerning possible terrorist attacks 
and transport of dangerous goods. Dangerous goods usually travel in an 
illegal manner in disguise across the borders. Some transport operators do 
not display the appropriate signs on the vehicle, therefore not declaring 
origin, place of departure and destination of shipment.
For these necessary security needs, a technical table has been activated 
between the Valle D’Aosta Region, Anas, Società del Traforo del Gran San 
Bernardo, Autostrade Valdostane SAV, Communities of Valle D’Aosta, 
Raccordo RAV and State Police. The scope was to design and achieve, with 
a first step to be implemented, a control system for the north-west 

territory. Geographically, the access points to Valle D’Aosta are easily 
controlled; you can enter the Valley from the south through Pont St. 
Martin, through the SS26 or by motorway. From the north, Switzerland 
side, through the Gran San Bernardo (GSB) S.S.27 or through “Colle GSB”. 
This is closed due to snow from November to May-June and transit is 
possible through the Traforo GSB. Therefore, surveillance of the cross 
border intersection/tunnel guarantees the transit control throughout the 
year. The other passages are: the French border, across the SS26, through 
Colle del Piccolo San Bernardo or the Tunnel  Monte Bianco. Considering 
that tunnels are controlled by video cameras or other sensors, it is possible 
to have a complete coverage of the territory through the installation of 
sensors on the road intersections managed by Anas.
For this important purpose, the Valle D’Aosta Region, in agreement with 
the Aosta police headquarters, the GSB Tunnel, Anas and the highway 
companies, have the intention to grant the use of its optical fibre to connect 
video cameras and sensors. 
The project to control traffic in transit in Valle D’Aosta, foresees six groups 
of high definition video cameras integrated with other sensors. The optical 
fibre assures high working efficiency. The images and data collected will be 
stored on the Anas server for 48 hours as foreseen by law. The same 
images are available at the police operational center.
The results will be important for road safety purposes. Other than 
controlling emergency situations such as avalanches, mud slides, falling 
rocks, a video camera can also detect a heavy snowfall at the top of a pass 

and it can evaluate from remote if the road should be closed. It must be 
considered that the borders, due to the Schengen agreements,  are not 
controlled and therefore video surveillance is very useful. Furthermore, 
with sensors, ice can be detected, if it is forming and at what temperature, 
therefore deciding if to intervene with sodium chloride or calcium chloride, 
if at different temperature and, at the same time, traffic can be controlled. 
With the installation of high resolution video cameras it is also possible to 
read license plates and ADR labels with a reading capacity of up to 250km 
per hour, with night vision and in reduced visibility conditions. The reading 
of license plates permits to contrast, due to quick response time, the theft 
of a license plate for terroristic purposes and its transfer to another vehicle. 
A license plate can be cut and reassembled. By reading  and elaborating it 
from remote the system can verify ownership, origin, insurance. It is 
important that the software recognizes, brand, type and color of each single 
vehicle in order to complicate the possibility of counterfeiting. 
All this in rapid timing for criminality. Vehicles can be classified 
automatically by category, through recognition of the shape, link it to origin 
and destination, verify the weight per axel of heavy vehicles and therefore 
verify the goods transported for the safety of infrastructure and detect 
unusual and suspicious behavior. With other sensors thermographic 
measurements can be performed for dangerous goods not declared inside 

applicability of norms in a bordering country.
Nevertheless, it was considered that galleries could represent a challenge 
for persons or groups that act with malicious intent. It is in fact sufficient 
to examine the consequences of road accidents due to negligence that have 
occurred in the last 20 years (Monte Bianco, Tunnel of Tauri, etc.) to 
appreciate in a brief way, what could be the extent of consequences of 
intentional acts in a tunnel.  The study of adequate and sustainable 
measures of security, in particular the evaluation and the ranking of threats 
that can strike the Frejus Tunnel and the realization of the relative 
countermeasures, has been suggested by the Intergovernmental 
Commission for the Frejus Tunnel. This Commission was established by 
the Italian-French Agreement of February 23,1972 for the joint 
construction and management of the infrastructure. This was necessary in 
order to implement the  requirement of the European Directive 
2008/114/CE (Identification and designation of the critical European 
infrastructure and evaluation for increasing its protection). A Security Plan 
for the Manager of the infrastructure was necessary (art.5).In the Tunnel’s 
case, the aforementioned Commission imposed that the organism be  
bi-national and therefore take into account  the existing legislation in each 
of the two territories on public security issues. For the Italian part, the 
security plan managed by both (PSOB) - finally approved by the 
Intergovernmental Commission on May 26,2016 and delivered for its part 
of competency to the elected national authority for public safety – complies 
to the requisites of the legislative decree of April 11, 2011 n.61 
implementing Directive 2008/11/CE. It was approved by our provincial 
authority for public safety, the Prefect of Turin. The preliminary study for 
the drafting of the plan began with the details of the infrastructure, from 
the present management of technology services of the infrastructure (fire 
extinguishing system, air purification, electrical connections, light signage, 
radio connectivity) and from the analysis of infrastructure services for the 
management of alarms and events that impact the access points and 
outflow from the tunnel. Possible criminal events were then assumed 
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Traffic Patrol Police Service

The Traffic Patrol Police Service within the Department of Public Safety of 
the Ministry of the Interior carries out various tasks in relation to the 
theme of road safety. Among these, are also those related to the activity of 
coordination of road surveillance services carried out by the specialized 
area of the Traffic Police within the National Police Force. The surveillance 
is followed along the main motorway arteries and large extra urban areas, 
as well as along the roads that connect Italy with the bordering countries. 
The theme of road safety, meaning public safety for those utilizing the road 
infrastructure is often tied to the issues concerning security of the same 
road infrastructure. This, especially when it assumes a strategic high 
importance for the international routes.

The Frejus tunnel as a critical infrastructure

The Frejus tunnel is a cross-border road tunnel, used by vehicles for the 
transport of persons and freight, including dangerous goods. It has been 
open to circulation since July 12, 1980. It is a bi-directional tunnel with a 
length of 13km that connects the A43 motorway in the municipality of 
Mondane to the A32 motorway in the municipality of Bardonecchia. As 
foreseen by the agreement for the Frejus, the infrastructure is managed by 
GEF, the Gruppo Europeo di Interesse Economico (G.E.I.E.-European 
Group for Economic Interest), regulated by the dispositions of the CEE 

rules n. 2137/85 of the Council of July 25 1985, established by the two 
companies: la SOCIETE FRANCAISE DU TUNNEL ROUTIER DU 
FREJUS (S.F.T.R.F) and SOCIETA ITALIANA TRAFORO 
AUTOSTRADALE DEL FREJUS (S.I.T.A.F). Both concessionaires 
respectively of the French and Italian part of the Frejus Tunnel. Each 
detains 50% of GEF capital. In conformity with art.13 of the Italian-French 
Agreement of February 23, 1972, the two companies have given a general 
mandate for the management of the Tunnel to GEF. Based on such 
Agreement, GEF is identified as “Operator of the Infrastructure”. In 
relation to this issue my presentation aims to illustrate an Italian 
experience that has been considered significant regarding the approach, 
study and planning of conflicting actions and containment of the results 
towards possible criminal acts regarding a critical bi-national infrastructure 
such as the Frejus Tunnel which connects the Italian province of Turin 
with the French Department of Savoia. It  should be noted that the activity 
of public security inside the tunnel is carried out ordinarily with joint patrol 
units of the French gendarmerie and the Italian traffic police. They are 
assigned specific operational areas due to the suspension of the 
jurisdictional regulations in the two Nations for the tunnel and the 
accessing squares. In order to consent the carrying out of the activity by 
the Italian police on the French territory and vice versa, in relation to the 
offences committed on one side and contested on the other, specific 
regulations were necessary in both countries that would regulate the 
possession of weapons, the responsibilities of the officers and the 

homogeneous reaction of the public security system. Another important 
measure was the identification on behalf of the operator of an officer 
exclusively dedicated to maintaining direct and unique relations  with the 
authorities which safeguard public security. This, so as to create a rapid 
channel of communication between who has the information regarding the 
threat or on the possible actions of sabotage of the infrastructure and the 
operator and vice versa. The operator, that has indications of attacks on its 
network or suspected losses of control on one or more of its plants 
necessary to the infrastructure, in turn, has an immediate partner to whom 
to communicate the necessity of activating a plan of action for public 
security. In the 2015 Plan - originally limited only to attacks of physical 
nature- it was integrated with scenarios concerning attacks to the 
computer and information systems, behind the functioning of the security 
systems of the tunnel. It was therefore foreseen, with two years work, new 
scenarios of attack to the central command and control system: ventilation 
systems, internal paneling, sensors, presence of smoke or toxic agents on 
the inside, ventilation management system that should be regulated based 
on the atmospheric pressure at the two entrances of the tunnel. New 
protection criteria was introduced against computer attacks/cyber attacks, 
for the defense of a company’s data management systems and  toll system. 
This in consideration of the activation of a virtual toll system and therefore 
the use of virtual vouchers for transit not tied to the vehicle in transit. In 
this case levels of security were established and analysis criteria for the 
periodic revision of the protection measures of the computer systems. The 
new Security Bi-national Operators Plan was finally approved in May 2016 
and has been tested many times during the periodic drills to test the 
reactivity of all subjects involved in the management of emergencies 
related to the traffic inside the tunnel.

The Mercurio system
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applicability of norms in a bordering country.
Nevertheless, it was considered that galleries could represent a challenge 
for persons or groups that act with malicious intent. It is in fact sufficient 
to examine the consequences of road accidents due to negligence that have 
occurred in the last 20 years (Monte Bianco, Tunnel of Tauri, etc.) to 
appreciate in a brief way, what could be the extent of consequences of 
intentional acts in a tunnel.  The study of adequate and sustainable 
measures of security, in particular the evaluation and the ranking of threats 
that can strike the Frejus Tunnel and the realization of the relative 
countermeasures, has been suggested by the Intergovernmental 
Commission for the Frejus Tunnel. This Commission was established by 
the Italian-French Agreement of February 23,1972 for the joint 
construction and management of the infrastructure. This was necessary in 
order to implement the  requirement of the European Directive 
2008/114/CE (Identification and designation of the critical European 
infrastructure and evaluation for increasing its protection). A Security Plan 
for the Manager of the infrastructure was necessary (art.5).In the Tunnel’s 
case, the aforementioned Commission imposed that the organism be  
bi-national and therefore take into account  the existing legislation in each 
of the two territories on public security issues. For the Italian part, the 
security plan managed by both (PSOB) - finally approved by the 
Intergovernmental Commission on May 26,2016 and delivered for its part 
of competency to the elected national authority for public safety – complies 
to the requisites of the legislative decree of April 11, 2011 n.61 
implementing Directive 2008/11/CE. It was approved by our provincial 
authority for public safety, the Prefect of Turin. The preliminary study for 
the drafting of the plan began with the details of the infrastructure, from 
the present management of technology services of the infrastructure (fire 
extinguishing system, air purification, electrical connections, light signage, 
radio connectivity) and from the analysis of infrastructure services for the 
management of alarms and events that impact the access points and 
outflow from the tunnel. Possible criminal events were then assumed 

against the Frejus Tunnel and the relative Operational Centers served. 
Also, the additional works necessary for the correct and safe management 
of vehicle traffic in order to have a vision of the actual state of safety of the 
work and identify the restraining measures of the threats and their 
mitigation before they take place. This, in order to evaluate how to prevent 
illegal intentional acts perpetrated to create a threat to security.

Actions for the safeguarding of the Frejus Tunnel

The French and Italian authority for public security (Prefect of Savoia and 
Turin) collaborated with the company that manages the tunnel in a specific 
working group. The work was to identify the actions for the safeguarding of 
the infrastructure and implementation for the prevention of hostile acts 
and re-examine from a formation point of view, the hierarchy of the tasks 
and responsibilities for the physical security of the work. In consideration 
of the present situation, in the risk analysis, a dozen possible scenarios 
have been examined (after the use of explosive material, release of toxic 
agents in the air ducts, interception and tampering with the electric and 
electronic management systems, loss of communication, demonstrations 
and aggressions of violent groups, etc.). Concerning the theme of 
awareness regarding security mentioned by Ing. Palchetti in his initial 
presentation, during the carrying out of the analysis of the work and the 
Security Plan of the Bi-national Operators, the traditional approach was 
necessarily taken into account. It concerned  attention to management of 
the post-event to the development of good operating practices. It included 
the training of personnel capable of identifying signals of an upcoming 
event, that could be foreseen since human and malicious, almost equal to a 
meteorological event. The effort made to change the perspective of looking 
at possible threats and their mitigation was considerable by both. Since this 
concerns a bi-national plan, starting from the threat description, its level of 
danger, possible escalation of preventive measures or containment of the 
results we must proceed in a parallel and synchronized way for a 
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Traffic Patrol Police Service

The Traffic Patrol Police Service within the Department of Public Safety of 
the Ministry of the Interior carries out various tasks in relation to the 
theme of road safety. Among these, are also those related to the activity of 
coordination of road surveillance services carried out by the specialized 
area of the Traffic Police within the National Police Force. The surveillance 
is followed along the main motorway arteries and large extra urban areas, 
as well as along the roads that connect Italy with the bordering countries. 
The theme of road safety, meaning public safety for those utilizing the road 
infrastructure is often tied to the issues concerning security of the same 
road infrastructure. This, especially when it assumes a strategic high 
importance for the international routes.

The Frejus tunnel as a critical infrastructure

The Frejus tunnel is a cross-border road tunnel, used by vehicles for the 
transport of persons and freight, including dangerous goods. It has been 
open to circulation since July 12, 1980. It is a bi-directional tunnel with a 
length of 13km that connects the A43 motorway in the municipality of 
Mondane to the A32 motorway in the municipality of Bardonecchia. As 
foreseen by the agreement for the Frejus, the infrastructure is managed by 
GEF, the Gruppo Europeo di Interesse Economico (G.E.I.E.-European 
Group for Economic Interest), regulated by the dispositions of the CEE 

homogeneous reaction of the public security system. Another important 
measure was the identification on behalf of the operator of an officer 
exclusively dedicated to maintaining direct and unique relations  with the 
authorities which safeguard public security. This, so as to create a rapid 
channel of communication between who has the information regarding the 
threat or on the possible actions of sabotage of the infrastructure and the 
operator and vice versa. The operator, that has indications of attacks on its 
network or suspected losses of control on one or more of its plants 
necessary to the infrastructure, in turn, has an immediate partner to whom 
to communicate the necessity of activating a plan of action for public 
security. In the 2015 Plan - originally limited only to attacks of physical 
nature- it was integrated with scenarios concerning attacks to the 
computer and information systems, behind the functioning of the security 
systems of the tunnel. It was therefore foreseen, with two years work, new 
scenarios of attack to the central command and control system: ventilation 
systems, internal paneling, sensors, presence of smoke or toxic agents on 
the inside, ventilation management system that should be regulated based 
on the atmospheric pressure at the two entrances of the tunnel. New 
protection criteria was introduced against computer attacks/cyber attacks, 
for the defense of a company’s data management systems and  toll system. 
This in consideration of the activation of a virtual toll system and therefore 
the use of virtual vouchers for transit not tied to the vehicle in transit. In 
this case levels of security were established and analysis criteria for the 
periodic revision of the protection measures of the computer systems. The 
new Security Bi-national Operators Plan was finally approved in May 2016 
and has been tested many times during the periodic drills to test the 
reactivity of all subjects involved in the management of emergencies 
related to the traffic inside the tunnel.

The Mercurio system
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applicability of norms in a bordering country.
Nevertheless, it was considered that galleries could represent a challenge 
for persons or groups that act with malicious intent. It is in fact sufficient 
to examine the consequences of road accidents due to negligence that have 
occurred in the last 20 years (Monte Bianco, Tunnel of Tauri, etc.) to 
appreciate in a brief way, what could be the extent of consequences of 
intentional acts in a tunnel.  The study of adequate and sustainable 
measures of security, in particular the evaluation and the ranking of threats 
that can strike the Frejus Tunnel and the realization of the relative 
countermeasures, has been suggested by the Intergovernmental 
Commission for the Frejus Tunnel. This Commission was established by 
the Italian-French Agreement of February 23,1972 for the joint 
construction and management of the infrastructure. This was necessary in 
order to implement the  requirement of the European Directive 
2008/114/CE (Identification and designation of the critical European 
infrastructure and evaluation for increasing its protection). A Security Plan 
for the Manager of the infrastructure was necessary (art.5).In the Tunnel’s 
case, the aforementioned Commission imposed that the organism be  
bi-national and therefore take into account  the existing legislation in each 
of the two territories on public security issues. For the Italian part, the 
security plan managed by both (PSOB) - finally approved by the 
Intergovernmental Commission on May 26,2016 and delivered for its part 
of competency to the elected national authority for public safety – complies 
to the requisites of the legislative decree of April 11, 2011 n.61 
implementing Directive 2008/11/CE. It was approved by our provincial 
authority for public safety, the Prefect of Turin. The preliminary study for 
the drafting of the plan began with the details of the infrastructure, from 
the present management of technology services of the infrastructure (fire 
extinguishing system, air purification, electrical connections, light signage, 
radio connectivity) and from the analysis of infrastructure services for the 
management of alarms and events that impact the access points and 
outflow from the tunnel. Possible criminal events were then assumed 

Traffic Patrol Police Service

The Traffic Patrol Police Service within the Department of Public Safety of 
the Ministry of the Interior carries out various tasks in relation to the 
theme of road safety. Among these, are also those related to the activity of 
coordination of road surveillance services carried out by the specialized 
area of the Traffic Police within the National Police Force. The surveillance 
is followed along the main motorway arteries and large extra urban areas, 
as well as along the roads that connect Italy with the bordering countries. 
The theme of road safety, meaning public safety for those utilizing the road 
infrastructure is often tied to the issues concerning security of the same 
road infrastructure. This, especially when it assumes a strategic high 
importance for the international routes.

The Frejus tunnel as a critical infrastructure

The Frejus tunnel is a cross-border road tunnel, used by vehicles for the 
transport of persons and freight, including dangerous goods. It has been 
open to circulation since July 12, 1980. It is a bi-directional tunnel with a 
length of 13km that connects the A43 motorway in the municipality of 
Mondane to the A32 motorway in the municipality of Bardonecchia. As 
foreseen by the agreement for the Frejus, the infrastructure is managed by 
GEF, the Gruppo Europeo di Interesse Economico (G.E.I.E.-European 
Group for Economic Interest), regulated by the dispositions of the CEE 
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homogeneous reaction of the public security system. Another important 
measure was the identification on behalf of the operator of an officer 
exclusively dedicated to maintaining direct and unique relations  with the 
authorities which safeguard public security. This, so as to create a rapid 
channel of communication between who has the information regarding the 
threat or on the possible actions of sabotage of the infrastructure and the 
operator and vice versa. The operator, that has indications of attacks on its 
network or suspected losses of control on one or more of its plants 
necessary to the infrastructure, in turn, has an immediate partner to whom 
to communicate the necessity of activating a plan of action for public 
security. In the 2015 Plan - originally limited only to attacks of physical 
nature- it was integrated with scenarios concerning attacks to the 
computer and information systems, behind the functioning of the security 
systems of the tunnel. It was therefore foreseen, with two years work, new 
scenarios of attack to the central command and control system: ventilation 
systems, internal paneling, sensors, presence of smoke or toxic agents on 
the inside, ventilation management system that should be regulated based 
on the atmospheric pressure at the two entrances of the tunnel. New 
protection criteria was introduced against computer attacks/cyber attacks, 
for the defense of a company’s data management systems and  toll system. 
This in consideration of the activation of a virtual toll system and therefore 
the use of virtual vouchers for transit not tied to the vehicle in transit. In 
this case levels of security were established and analysis criteria for the 
periodic revision of the protection measures of the computer systems. The 
new Security Bi-national Operators Plan was finally approved in May 2016 
and has been tested many times during the periodic drills to test the 
reactivity of all subjects involved in the management of emergencies 
related to the traffic inside the tunnel.

The Mercurio system

Replying to who has preceded me, I would also like to give some 

information regarding the Mercurio system. This system is integrated 
inside a path of technological evolution that the Public security 
Department has been undertaken for some time. In particular, the first 
experiences were those of the Traffic Police during the mid 90s when a 
security system was planned and installed for the use of police only and not 
for the management of the infrastructure.
For the A3 Motorway Salerno-Reggio Calabria (now A2), directly managed 
by Anas, it was related and still is  today to a complex surveillance system. 
This occurred through fixed plants in the service areas or near motorway 
intersections with both mobile systems on board the vehicle of the Traffic 
Police during motorway surveillance. All information collected were 
incorporated in the National Control System for Plates and Transits 
(SCNTT) and treated according to the indications of the Competition 
Authority for the protection of personal data. It concerns a part of the  
Ministry of the Interior, which can be accessed for information by all 
National Police Forces.
This is connected to the multi-police data bank, based on the law of 1981, 
that today is enriched with data coming from various parts of Italy. The 
project presented in that conference, in collaboration with the Valle 
D’Aosta Region, adds to this system: the transit data, reading of license 
plates, etc. The data is for the exclusive use of the police force affected.The 
Mercurio system is a complex system for reading license plates and 
recording of scenarios from inside the police vehicle used by patrol cars 
and crime prevention departments of the State Police. The data and 
images are then passed on to the SCNTT, and the operational police center 
during the various phases of intervention so as to observe in live streaming 
what the camera on board is recording.The system also consents the 
return to the personnel inside the vehicle, from the processing of the photo 
of the license plate taken, the information needed to verify if the vehicle is 
searched for a crime committed on national territory or in the Schengen 
area. In other words, vehicles not covered by insurance or without revision 
after the expiration date.
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systems. Namely, objects where the mechanical part is controlled and 
managed by a series of automated electronic systems: our vehicles are 
already robots. A vehicle now has from 60 to 120 control units, each one 
dialoguing with the vehicle and presently some vehicles dialogue in 
wireless both between themselves and with the external environment. An 
example is: the tyre pressure that is communicated through wireless inside 
the vehicle. Is it possible to enter into these communications? Unfortuna-
tely yes. Different episodes have evidenced how it is possible to take 
control of some functions of the vehicle from outside creating dangerous 
situations. New cases such as these are created in the area of “forensics”, 
meaning from cybercrime. An outsider can intervene from remote giving a 
wrong signal, for example, causing unexpected braking. Was it an intrusion 
from outside or from inside? Is it the vehicle’s, the manufacturer or the 
driver’s responsibility?
In NITEL, the Inter-University consortium that includes 19 Italian Univer-
sities that deal with logistics and transport and recently also telecommuni-
cations and security using a multidisciplinary approach, we are studying 
the relation between vehicle and infrastructure. In a not so far away future, 
we will have an increasing number of sophisticated infrastructure and the 

first step will be the identification of behavior. This means, first identifying 
normal behavior in order to later identify abnormal behavior. In the 
previous presentations the tragic attacks to London, Nice, Berlin were 
mentioned: with automated systems maybe the attacks could have been 
prevented. In particular, more technology in the vehicle and on the road 
could prevent that the vehicle enter a road closed to traffic and with only 
pedestrians present for an event. In a book published in 2003 regarding the 
risks of attacks after September 11, entitled “Dirty Ice”, the first scenario 
described is very similar to what we have seen in Nice and Berlin: a group 
of terrorists takes over an inflammable tank and uses it as a weapon for 
destruction by blowing up in a crowded area. In that period it was a fantasy, 
today it is a reality…
What emerges, is that as we go forward, the system becomes more 
complex. As pointed out in the book of the American sociologist, Charles 
Perrow, Normal Accidents: Living with high risk technologies, as complexi-
ty increases the human dimension is always more important and makes the 
difference.  In the future we will need to manage the complexity between 
vehicles, infrastructure and territory that can surely be an opportunity but 
at the same time have serious collateral effects.

WORKSHOP

Tomorrow’s transport system will be based on the capacity of dialogue 
between two vehicles and  vehicle and infrastructure. Thanks to the increa-
sing presence of intelligent vehicles that will facilitate a real transformation 
in the mode of transport consenting an optimization of resources and, 
mostly, a considerable increase in traffic security. In this respect smart 
roads must be considered, meaning that presence of  other technology 
along the road route that will support and facilitate movement of vehicles. 
Presently, we have a few examples such as of how variable message panels 
consent the driver to be informed on weather conditions and traffic. In the 
future, we will have the possibility to provide more precise and focused 
information so that it can be transmitted two-ways (from infrastructure to 
vehicle and vice a versa) as well as be exchanged between vehicles. This 
will provide the system with the possibility to co-act on the driving modes 
of vehicles with the aim of improving efficiency and increasing security. 
The possible benefits are evident, but at the same time this scenario 
introduces new and various problems for security tied to the reliability of 
the infrastructural system and, mostly, to the integrity of data exchanged.
In fact, all that is connected to a network and depends on information 
systems, can be subject to malicious manipulation that can alter its 

behavior. The only computer which cannot be attacked is the one closed in 
a closet and shut down! As of today we have knowledge of episodes of mani-
pulation more or less malicious of road information systems such as altera-
tions of traffic lights systems, lighting systems, wrong/false reporting on 
message panels. In the same way we can also assume acts to critical road 
systems such as manipulation of the ventilation systems in galleries, etc. 
This occurs because today almost all of these systems are created with 
O.T. –Operational Technology, that is, with logics, functions and purposes 
different from Information Technology. In fact, these systems, are based, 
as stated before by Ing. Palchetti, on an Industrial Control System for 
which the aspect of safety has always been predominant with respect to 
that of security. These systems are characterized by the necessity to 
manage processes that require specifics of hard-real time (that is, precise 
respect of execution times) and therefore use a series of specific and 
dedicated protocols. This implies that the normal instruments for 
protection of data cannot always be applied, although they are increasingly 
exposed to cyber attacks.
The scenario becomes more alarming if we also consider what is happe-
ning to vehicles that from mechanical systems have become cyber-physical 
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applicability of norms in a bordering country.
Nevertheless, it was considered that galleries could represent a challenge 
for persons or groups that act with malicious intent. It is in fact sufficient 
to examine the consequences of road accidents due to negligence that have 
occurred in the last 20 years (Monte Bianco, Tunnel of Tauri, etc.) to 
appreciate in a brief way, what could be the extent of consequences of 
intentional acts in a tunnel.  The study of adequate and sustainable 
measures of security, in particular the evaluation and the ranking of threats 
that can strike the Frejus Tunnel and the realization of the relative 
countermeasures, has been suggested by the Intergovernmental 
Commission for the Frejus Tunnel. This Commission was established by 
the Italian-French Agreement of February 23,1972 for the joint 
construction and management of the infrastructure. This was necessary in 
order to implement the  requirement of the European Directive 
2008/114/CE (Identification and designation of the critical European 
infrastructure and evaluation for increasing its protection). A Security Plan 
for the Manager of the infrastructure was necessary (art.5).In the Tunnel’s 
case, the aforementioned Commission imposed that the organism be  
bi-national and therefore take into account  the existing legislation in each 
of the two territories on public security issues. For the Italian part, the 
security plan managed by both (PSOB) - finally approved by the 
Intergovernmental Commission on May 26,2016 and delivered for its part 
of competency to the elected national authority for public safety – complies 
to the requisites of the legislative decree of April 11, 2011 n.61 
implementing Directive 2008/11/CE. It was approved by our provincial 
authority for public safety, the Prefect of Turin. The preliminary study for 
the drafting of the plan began with the details of the infrastructure, from 
the present management of technology services of the infrastructure (fire 
extinguishing system, air purification, electrical connections, light signage, 
radio connectivity) and from the analysis of infrastructure services for the 
management of alarms and events that impact the access points and 
outflow from the tunnel. Possible criminal events were then assumed 

Traffic Patrol Police Service

The Traffic Patrol Police Service within the Department of Public Safety of 
the Ministry of the Interior carries out various tasks in relation to the 
theme of road safety. Among these, are also those related to the activity of 
coordination of road surveillance services carried out by the specialized 
area of the Traffic Police within the National Police Force. The surveillance 
is followed along the main motorway arteries and large extra urban areas, 
as well as along the roads that connect Italy with the bordering countries. 
The theme of road safety, meaning public safety for those utilizing the road 
infrastructure is often tied to the issues concerning security of the same 
road infrastructure. This, especially when it assumes a strategic high 
importance for the international routes.

The Frejus tunnel as a critical infrastructure

The Frejus tunnel is a cross-border road tunnel, used by vehicles for the 
transport of persons and freight, including dangerous goods. It has been 
open to circulation since July 12, 1980. It is a bi-directional tunnel with a 
length of 13km that connects the A43 motorway in the municipality of 
Mondane to the A32 motorway in the municipality of Bardonecchia. As 
foreseen by the agreement for the Frejus, the infrastructure is managed by 
GEF, the Gruppo Europeo di Interesse Economico (G.E.I.E.-European 
Group for Economic Interest), regulated by the dispositions of the CEE 

homogeneous reaction of the public security system. Another important 
measure was the identification on behalf of the operator of an officer 
exclusively dedicated to maintaining direct and unique relations  with the 
authorities which safeguard public security. This, so as to create a rapid 
channel of communication between who has the information regarding the 
threat or on the possible actions of sabotage of the infrastructure and the 
operator and vice versa. The operator, that has indications of attacks on its 
network or suspected losses of control on one or more of its plants 
necessary to the infrastructure, in turn, has an immediate partner to whom 
to communicate the necessity of activating a plan of action for public 
security. In the 2015 Plan - originally limited only to attacks of physical 
nature- it was integrated with scenarios concerning attacks to the 
computer and information systems, behind the functioning of the security 
systems of the tunnel. It was therefore foreseen, with two years work, new 
scenarios of attack to the central command and control system: ventilation 
systems, internal paneling, sensors, presence of smoke or toxic agents on 
the inside, ventilation management system that should be regulated based 
on the atmospheric pressure at the two entrances of the tunnel. New 
protection criteria was introduced against computer attacks/cyber attacks, 
for the defense of a company’s data management systems and  toll system. 
This in consideration of the activation of a virtual toll system and therefore 
the use of virtual vouchers for transit not tied to the vehicle in transit. In 
this case levels of security were established and analysis criteria for the 
periodic revision of the protection measures of the computer systems. The 
new Security Bi-national Operators Plan was finally approved in May 2016 
and has been tested many times during the periodic drills to test the 
reactivity of all subjects involved in the management of emergencies 
related to the traffic inside the tunnel.

The Mercurio system

Replying to who has preceded me, I would also like to give some 

Rome, 7 April 2017 Road Infrastructure Security

ROAD INFRASTRUCTURE SECURITY - Saverio Palchetti

Copyright DEI srl Tipografia del Genio Civile – Via Cavour 179/A - 00184 ROMA



WORKSHOP22

systems. Namely, objects where the mechanical part is controlled and 
managed by a series of automated electronic systems: our vehicles are 
already robots. A vehicle now has from 60 to 120 control units, each one 
dialoguing with the vehicle and presently some vehicles dialogue in 
wireless both between themselves and with the external environment. An 
example is: the tyre pressure that is communicated through wireless inside 
the vehicle. Is it possible to enter into these communications? Unfortuna-
tely yes. Different episodes have evidenced how it is possible to take 
control of some functions of the vehicle from outside creating dangerous 
situations. New cases such as these are created in the area of “forensics”, 
meaning from cybercrime. An outsider can intervene from remote giving a 
wrong signal, for example, causing unexpected braking. Was it an intrusion 
from outside or from inside? Is it the vehicle’s, the manufacturer or the 
driver’s responsibility?
In NITEL, the Inter-University consortium that includes 19 Italian Univer-
sities that deal with logistics and transport and recently also telecommuni-
cations and security using a multidisciplinary approach, we are studying 
the relation between vehicle and infrastructure. In a not so far away future, 
we will have an increasing number of sophisticated infrastructure and the 

first step will be the identification of behavior. This means, first identifying 
normal behavior in order to later identify abnormal behavior. In the 
previous presentations the tragic attacks to London, Nice, Berlin were 
mentioned: with automated systems maybe the attacks could have been 
prevented. In particular, more technology in the vehicle and on the road 
could prevent that the vehicle enter a road closed to traffic and with only 
pedestrians present for an event. In a book published in 2003 regarding the 
risks of attacks after September 11, entitled “Dirty Ice”, the first scenario 
described is very similar to what we have seen in Nice and Berlin: a group 
of terrorists takes over an inflammable tank and uses it as a weapon for 
destruction by blowing up in a crowded area. In that period it was a fantasy, 
today it is a reality…
What emerges, is that as we go forward, the system becomes more 
complex. As pointed out in the book of the American sociologist, Charles 
Perrow, Normal Accidents: Living with high risk technologies, as complexi-
ty increases the human dimension is always more important and makes the 
difference.  In the future we will need to manage the complexity between 
vehicles, infrastructure and territory that can surely be an opportunity but 
at the same time have serious collateral effects.

Tomorrow’s transport system will be based on the capacity of dialogue 
between two vehicles and  vehicle and infrastructure. Thanks to the increa-
sing presence of intelligent vehicles that will facilitate a real transformation 
in the mode of transport consenting an optimization of resources and, 
mostly, a considerable increase in traffic security. In this respect smart 
roads must be considered, meaning that presence of  other technology 
along the road route that will support and facilitate movement of vehicles. 
Presently, we have a few examples such as of how variable message panels 
consent the driver to be informed on weather conditions and traffic. In the 
future, we will have the possibility to provide more precise and focused 
information so that it can be transmitted two-ways (from infrastructure to 
vehicle and vice a versa) as well as be exchanged between vehicles. This 
will provide the system with the possibility to co-act on the driving modes 
of vehicles with the aim of improving efficiency and increasing security. 
The possible benefits are evident, but at the same time this scenario 
introduces new and various problems for security tied to the reliability of 
the infrastructural system and, mostly, to the integrity of data exchanged.
In fact, all that is connected to a network and depends on information 
systems, can be subject to malicious manipulation that can alter its 

applicability of norms in a bordering country.
Nevertheless, it was considered that galleries could represent a challenge 
for persons or groups that act with malicious intent. It is in fact sufficient 
to examine the consequences of road accidents due to negligence that have 
occurred in the last 20 years (Monte Bianco, Tunnel of Tauri, etc.) to 
appreciate in a brief way, what could be the extent of consequences of 
intentional acts in a tunnel.  The study of adequate and sustainable 
measures of security, in particular the evaluation and the ranking of threats 
that can strike the Frejus Tunnel and the realization of the relative 
countermeasures, has been suggested by the Intergovernmental 
Commission for the Frejus Tunnel. This Commission was established by 
the Italian-French Agreement of February 23,1972 for the joint 
construction and management of the infrastructure. This was necessary in 
order to implement the  requirement of the European Directive 
2008/114/CE (Identification and designation of the critical European 
infrastructure and evaluation for increasing its protection). A Security Plan 
for the Manager of the infrastructure was necessary (art.5).In the Tunnel’s 
case, the aforementioned Commission imposed that the organism be  
bi-national and therefore take into account  the existing legislation in each 
of the two territories on public security issues. For the Italian part, the 
security plan managed by both (PSOB) - finally approved by the 
Intergovernmental Commission on May 26,2016 and delivered for its part 
of competency to the elected national authority for public safety – complies 
to the requisites of the legislative decree of April 11, 2011 n.61 
implementing Directive 2008/11/CE. It was approved by our provincial 
authority for public safety, the Prefect of Turin. The preliminary study for 
the drafting of the plan began with the details of the infrastructure, from 
the present management of technology services of the infrastructure (fire 
extinguishing system, air purification, electrical connections, light signage, 
radio connectivity) and from the analysis of infrastructure services for the 
management of alarms and events that impact the access points and 
outflow from the tunnel. Possible criminal events were then assumed 

Traffic Patrol Police Service

The Traffic Patrol Police Service within the Department of Public Safety of 
the Ministry of the Interior carries out various tasks in relation to the 
theme of road safety. Among these, are also those related to the activity of 
coordination of road surveillance services carried out by the specialized 
area of the Traffic Police within the National Police Force. The surveillance 
is followed along the main motorway arteries and large extra urban areas, 
as well as along the roads that connect Italy with the bordering countries. 
The theme of road safety, meaning public safety for those utilizing the road 
infrastructure is often tied to the issues concerning security of the same 
road infrastructure. This, especially when it assumes a strategic high 
importance for the international routes.

The Frejus tunnel as a critical infrastructure

The Frejus tunnel is a cross-border road tunnel, used by vehicles for the 
transport of persons and freight, including dangerous goods. It has been 
open to circulation since July 12, 1980. It is a bi-directional tunnel with a 
length of 13km that connects the A43 motorway in the municipality of 
Mondane to the A32 motorway in the municipality of Bardonecchia. As 
foreseen by the agreement for the Frejus, the infrastructure is managed by 
GEF, the Gruppo Europeo di Interesse Economico (G.E.I.E.-European 
Group for Economic Interest), regulated by the dispositions of the CEE 

homogeneous reaction of the public security system. Another important 
measure was the identification on behalf of the operator of an officer 
exclusively dedicated to maintaining direct and unique relations  with the 
authorities which safeguard public security. This, so as to create a rapid 
channel of communication between who has the information regarding the 
threat or on the possible actions of sabotage of the infrastructure and the 
operator and vice versa. The operator, that has indications of attacks on its 
network or suspected losses of control on one or more of its plants 
necessary to the infrastructure, in turn, has an immediate partner to whom 
to communicate the necessity of activating a plan of action for public 
security. In the 2015 Plan - originally limited only to attacks of physical 
nature- it was integrated with scenarios concerning attacks to the 
computer and information systems, behind the functioning of the security 
systems of the tunnel. It was therefore foreseen, with two years work, new 
scenarios of attack to the central command and control system: ventilation 
systems, internal paneling, sensors, presence of smoke or toxic agents on 
the inside, ventilation management system that should be regulated based 
on the atmospheric pressure at the two entrances of the tunnel. New 
protection criteria was introduced against computer attacks/cyber attacks, 
for the defense of a company’s data management systems and  toll system. 
This in consideration of the activation of a virtual toll system and therefore 
the use of virtual vouchers for transit not tied to the vehicle in transit. In 
this case levels of security were established and analysis criteria for the 
periodic revision of the protection measures of the computer systems. The 
new Security Bi-national Operators Plan was finally approved in May 2016 
and has been tested many times during the periodic drills to test the 
reactivity of all subjects involved in the management of emergencies 
related to the traffic inside the tunnel.

The Mercurio system

Replying to who has preceded me, I would also like to give some 
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criticize, propose, report, comment etc. This consents to have in real time 
a feedback on how the City and its citizens live the services available and 
what are the inconveniences of what does not work or the praise for what 
works.
To understand what happens in a city, from the small needs, to other needs 
of the citizens or from emergencies, we have to pass through the analysis 
of open data from socials integrating them with open data from other 
sources ,ex: sensors, apps, traffic analysis, etc. Together with the 
Polytechnic we are developing a model of dynamic analysis for crowds 
since cities such as Turin which host large events need an approach both 
for safety and security. Therefore, by studying the dynamics of crowds, 
how they form, move and flow we can improve safety and increase security. 
This is possible by using the algorithms available on the market and 
developed in Italy, which we are experimenting with success.
The system of video surveillance of the City of Turin will not only be 
intelligent, as can be seen from the power point presentation. It will 
integrate the public cameras with the private ones: obviously those who 
voluntarily wish to participate in the project and deviate their data flow 
inside a public cloud. Through an all-inclusive integrated  system including 
all public and private video cameras, the system consents to take the 

private flow, insert it in the public area and convert it to a public video 
camera. Obviously, in this case we are speaking of private cameras that 
illuminate public areas. In the future, the technology adopted, will be able 
to consent, for example, for a private camera that illuminates the inside of 
a mall and which is the target of a robbery, can through the alarm system 
of the store activated by the owner, deviate the  video images and data 
directly to the public cloud and the control centers connected. This way the 
event can be seen by the police control centers. This procedure is activated 
automatically by the store or a pharmacy manager in case of emergency, if 
connected to the cloud. The benefit is that the patrol unit that intervenes 
can see on his device what is happening in real time. The possibility of this 
technological service at the moment is not active since first of all specific 
agreements between the City of Turin and State Police Forces need to be 
signed in view of an integrated security approach.
Therefore, critical infrastructure are not only airports, railways, ports, 
motorways, etc., but from a logical point of view so are cities, or at least the 
Metropolitan Cities. The City of Turin, with the projects awarded and 
financed among which PON METRO and AxTO Suburbs, is implementing 
many applications that I have talked about. This also in the interest of 
urban security based on new technologies.

WORKSHOP

I would like to thank Ing. Palchetti for the invitation and greet Dott. Massi 
with whom I have worked with when he was provincial commander of the 
Carabinieri (Police force) in Turin. We can begin by considering the 
analysis of the Nice case, location of last August’s attack as well as events 
occurred in other European cities target of these tragic attacks. When a 
tragic event occurs in a city, where State Police forces are involved, the use 
of infrastructure technology existing in the city and in the police forces are 
normally but also necessarily used in identifying elements helpful  to the 
investigation. I am referring to the collection of all videos from public and 
private video surveillance cameras. Therefore the urban security 
infrastructure, which I am responsible for (citizen video surveillance) are 
also at the service of national security. Therefore, the question is : can 
cities  also be considered critical infrastructure? We have not yet reasoned 
in these terms. In my opinion, not only do cities contain them but they can 
be critical infrastructure themselves.
The so called “detectors” of a city based on digital infrastructure for 5G 
networking in order to consent a wide band connectivity without the 
necessity of physical cabling, which constitute a limit and a relevant  cost, 
represent a turning point. In addition to these there are other connectivity 
technologies such as Sigfox, Lora, Narrowband, useful for connecting 

sensors at a low cost, low consumption and able to increase the acquisition 
capacity of data from the ecosystem sensors of the city. All these provide 
open data to a cloud platform that produce analytics on data and meta data 
on which our vision is based for the new urban security approach. Action, 
traffic, infrastructure, sensors, service companies, schools and citizens all 
produce a large volume of data. It is therefore necessary to equip oneself 
with appropriate professional skills. We are in the process of training 
analysts in order to interpret data. This is done in our technical scientific 
laboratories and for this task we have signed an agreement with the 
Polytechnic of Turin. We can say that as local police we do not only perform 
investigations but test, in collaboration with the Polytechnic, new 
technologies for security. In our forensic laboratories we are utilizing social 
analysis technologies as a new approach to better understand needs, 
problems, criticalities of a city. This is accomplished by analyzing both 
public data present on socials as well as analyzing open data deriving from 
sensors and other sources. 
The reasons are that on the one hand because cases like the Stockholm 
attack, before the alarm reaches the Police control center, the event can be 
traced on a social network. On the other hand today an increasing number 
of citizens use the social network to communicate but also to suggest, 
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applicability of norms in a bordering country.
Nevertheless, it was considered that galleries could represent a challenge 
for persons or groups that act with malicious intent. It is in fact sufficient 
to examine the consequences of road accidents due to negligence that have 
occurred in the last 20 years (Monte Bianco, Tunnel of Tauri, etc.) to 
appreciate in a brief way, what could be the extent of consequences of 
intentional acts in a tunnel.  The study of adequate and sustainable 
measures of security, in particular the evaluation and the ranking of threats 
that can strike the Frejus Tunnel and the realization of the relative 
countermeasures, has been suggested by the Intergovernmental 
Commission for the Frejus Tunnel. This Commission was established by 
the Italian-French Agreement of February 23,1972 for the joint 
construction and management of the infrastructure. This was necessary in 
order to implement the  requirement of the European Directive 
2008/114/CE (Identification and designation of the critical European 
infrastructure and evaluation for increasing its protection). A Security Plan 
for the Manager of the infrastructure was necessary (art.5).In the Tunnel’s 
case, the aforementioned Commission imposed that the organism be  
bi-national and therefore take into account  the existing legislation in each 
of the two territories on public security issues. For the Italian part, the 
security plan managed by both (PSOB) - finally approved by the 
Intergovernmental Commission on May 26,2016 and delivered for its part 
of competency to the elected national authority for public safety – complies 
to the requisites of the legislative decree of April 11, 2011 n.61 
implementing Directive 2008/11/CE. It was approved by our provincial 
authority for public safety, the Prefect of Turin. The preliminary study for 
the drafting of the plan began with the details of the infrastructure, from 
the present management of technology services of the infrastructure (fire 
extinguishing system, air purification, electrical connections, light signage, 
radio connectivity) and from the analysis of infrastructure services for the 
management of alarms and events that impact the access points and 
outflow from the tunnel. Possible criminal events were then assumed 

Traffic Patrol Police Service

The Traffic Patrol Police Service within the Department of Public Safety of 
the Ministry of the Interior carries out various tasks in relation to the 
theme of road safety. Among these, are also those related to the activity of 
coordination of road surveillance services carried out by the specialized 
area of the Traffic Police within the National Police Force. The surveillance 
is followed along the main motorway arteries and large extra urban areas, 
as well as along the roads that connect Italy with the bordering countries. 
The theme of road safety, meaning public safety for those utilizing the road 
infrastructure is often tied to the issues concerning security of the same 
road infrastructure. This, especially when it assumes a strategic high 
importance for the international routes.

The Frejus tunnel as a critical infrastructure

The Frejus tunnel is a cross-border road tunnel, used by vehicles for the 
transport of persons and freight, including dangerous goods. It has been 
open to circulation since July 12, 1980. It is a bi-directional tunnel with a 
length of 13km that connects the A43 motorway in the municipality of 
Mondane to the A32 motorway in the municipality of Bardonecchia. As 
foreseen by the agreement for the Frejus, the infrastructure is managed by 
GEF, the Gruppo Europeo di Interesse Economico (G.E.I.E.-European 
Group for Economic Interest), regulated by the dispositions of the CEE 

homogeneous reaction of the public security system. Another important 
measure was the identification on behalf of the operator of an officer 
exclusively dedicated to maintaining direct and unique relations  with the 
authorities which safeguard public security. This, so as to create a rapid 
channel of communication between who has the information regarding the 
threat or on the possible actions of sabotage of the infrastructure and the 
operator and vice versa. The operator, that has indications of attacks on its 
network or suspected losses of control on one or more of its plants 
necessary to the infrastructure, in turn, has an immediate partner to whom 
to communicate the necessity of activating a plan of action for public 
security. In the 2015 Plan - originally limited only to attacks of physical 
nature- it was integrated with scenarios concerning attacks to the 
computer and information systems, behind the functioning of the security 
systems of the tunnel. It was therefore foreseen, with two years work, new 
scenarios of attack to the central command and control system: ventilation 
systems, internal paneling, sensors, presence of smoke or toxic agents on 
the inside, ventilation management system that should be regulated based 
on the atmospheric pressure at the two entrances of the tunnel. New 
protection criteria was introduced against computer attacks/cyber attacks, 
for the defense of a company’s data management systems and  toll system. 
This in consideration of the activation of a virtual toll system and therefore 
the use of virtual vouchers for transit not tied to the vehicle in transit. In 
this case levels of security were established and analysis criteria for the 
periodic revision of the protection measures of the computer systems. The 
new Security Bi-national Operators Plan was finally approved in May 2016 
and has been tested many times during the periodic drills to test the 
reactivity of all subjects involved in the management of emergencies 
related to the traffic inside the tunnel.

The Mercurio system

Replying to who has preceded me, I would also like to give some 
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criticize, propose, report, comment etc. This consents to have in real time 
a feedback on how the City and its citizens live the services available and 
what are the inconveniences of what does not work or the praise for what 
works.
To understand what happens in a city, from the small needs, to other needs 
of the citizens or from emergencies, we have to pass through the analysis 
of open data from socials integrating them with open data from other 
sources ,ex: sensors, apps, traffic analysis, etc. Together with the 
Polytechnic we are developing a model of dynamic analysis for crowds 
since cities such as Turin which host large events need an approach both 
for safety and security. Therefore, by studying the dynamics of crowds, 
how they form, move and flow we can improve safety and increase security. 
This is possible by using the algorithms available on the market and 
developed in Italy, which we are experimenting with success.
The system of video surveillance of the City of Turin will not only be 
intelligent, as can be seen from the power point presentation. It will 
integrate the public cameras with the private ones: obviously those who 
voluntarily wish to participate in the project and deviate their data flow 
inside a public cloud. Through an all-inclusive integrated  system including 
all public and private video cameras, the system consents to take the 

private flow, insert it in the public area and convert it to a public video 
camera. Obviously, in this case we are speaking of private cameras that 
illuminate public areas. In the future, the technology adopted, will be able 
to consent, for example, for a private camera that illuminates the inside of 
a mall and which is the target of a robbery, can through the alarm system 
of the store activated by the owner, deviate the  video images and data 
directly to the public cloud and the control centers connected. This way the 
event can be seen by the police control centers. This procedure is activated 
automatically by the store or a pharmacy manager in case of emergency, if 
connected to the cloud. The benefit is that the patrol unit that intervenes 
can see on his device what is happening in real time. The possibility of this 
technological service at the moment is not active since first of all specific 
agreements between the City of Turin and State Police Forces need to be 
signed in view of an integrated security approach.
Therefore, critical infrastructure are not only airports, railways, ports, 
motorways, etc., but from a logical point of view so are cities, or at least the 
Metropolitan Cities. The City of Turin, with the projects awarded and 
financed among which PON METRO and AxTO Suburbs, is implementing 
many applications that I have talked about. This also in the interest of 
urban security based on new technologies.

I would like to thank Ing. Palchetti for the invitation and greet Dott. Massi 
with whom I have worked with when he was provincial commander of the 
Carabinieri (Police force) in Turin. We can begin by considering the 
analysis of the Nice case, location of last August’s attack as well as events 
occurred in other European cities target of these tragic attacks. When a 
tragic event occurs in a city, where State Police forces are involved, the use 
of infrastructure technology existing in the city and in the police forces are 
normally but also necessarily used in identifying elements helpful  to the 
investigation. I am referring to the collection of all videos from public and 
private video surveillance cameras. Therefore the urban security 
infrastructure, which I am responsible for (citizen video surveillance) are 
also at the service of national security. Therefore, the question is : can 
cities  also be considered critical infrastructure? We have not yet reasoned 
in these terms. In my opinion, not only do cities contain them but they can 
be critical infrastructure themselves.
The so called “detectors” of a city based on digital infrastructure for 5G 
networking in order to consent a wide band connectivity without the 
necessity of physical cabling, which constitute a limit and a relevant  cost, 
represent a turning point. In addition to these there are other connectivity 
technologies such as Sigfox, Lora, Narrowband, useful for connecting 

applicability of norms in a bordering country.
Nevertheless, it was considered that galleries could represent a challenge 
for persons or groups that act with malicious intent. It is in fact sufficient 
to examine the consequences of road accidents due to negligence that have 
occurred in the last 20 years (Monte Bianco, Tunnel of Tauri, etc.) to 
appreciate in a brief way, what could be the extent of consequences of 
intentional acts in a tunnel.  The study of adequate and sustainable 
measures of security, in particular the evaluation and the ranking of threats 
that can strike the Frejus Tunnel and the realization of the relative 
countermeasures, has been suggested by the Intergovernmental 
Commission for the Frejus Tunnel. This Commission was established by 
the Italian-French Agreement of February 23,1972 for the joint 
construction and management of the infrastructure. This was necessary in 
order to implement the  requirement of the European Directive 
2008/114/CE (Identification and designation of the critical European 
infrastructure and evaluation for increasing its protection). A Security Plan 
for the Manager of the infrastructure was necessary (art.5).In the Tunnel’s 
case, the aforementioned Commission imposed that the organism be  
bi-national and therefore take into account  the existing legislation in each 
of the two territories on public security issues. For the Italian part, the 
security plan managed by both (PSOB) - finally approved by the 
Intergovernmental Commission on May 26,2016 and delivered for its part 
of competency to the elected national authority for public safety – complies 
to the requisites of the legislative decree of April 11, 2011 n.61 
implementing Directive 2008/11/CE. It was approved by our provincial 
authority for public safety, the Prefect of Turin. The preliminary study for 
the drafting of the plan began with the details of the infrastructure, from 
the present management of technology services of the infrastructure (fire 
extinguishing system, air purification, electrical connections, light signage, 
radio connectivity) and from the analysis of infrastructure services for the 
management of alarms and events that impact the access points and 
outflow from the tunnel. Possible criminal events were then assumed 

Traffic Patrol Police Service

The Traffic Patrol Police Service within the Department of Public Safety of 
the Ministry of the Interior carries out various tasks in relation to the 
theme of road safety. Among these, are also those related to the activity of 
coordination of road surveillance services carried out by the specialized 
area of the Traffic Police within the National Police Force. The surveillance 
is followed along the main motorway arteries and large extra urban areas, 
as well as along the roads that connect Italy with the bordering countries. 
The theme of road safety, meaning public safety for those utilizing the road 
infrastructure is often tied to the issues concerning security of the same 
road infrastructure. This, especially when it assumes a strategic high 
importance for the international routes.

The Frejus tunnel as a critical infrastructure

The Frejus tunnel is a cross-border road tunnel, used by vehicles for the 
transport of persons and freight, including dangerous goods. It has been 
open to circulation since July 12, 1980. It is a bi-directional tunnel with a 
length of 13km that connects the A43 motorway in the municipality of 
Mondane to the A32 motorway in the municipality of Bardonecchia. As 
foreseen by the agreement for the Frejus, the infrastructure is managed by 
GEF, the Gruppo Europeo di Interesse Economico (G.E.I.E.-European 
Group for Economic Interest), regulated by the dispositions of the CEE 

homogeneous reaction of the public security system. Another important 
measure was the identification on behalf of the operator of an officer 
exclusively dedicated to maintaining direct and unique relations  with the 
authorities which safeguard public security. This, so as to create a rapid 
channel of communication between who has the information regarding the 
threat or on the possible actions of sabotage of the infrastructure and the 
operator and vice versa. The operator, that has indications of attacks on its 
network or suspected losses of control on one or more of its plants 
necessary to the infrastructure, in turn, has an immediate partner to whom 
to communicate the necessity of activating a plan of action for public 
security. In the 2015 Plan - originally limited only to attacks of physical 
nature- it was integrated with scenarios concerning attacks to the 
computer and information systems, behind the functioning of the security 
systems of the tunnel. It was therefore foreseen, with two years work, new 
scenarios of attack to the central command and control system: ventilation 
systems, internal paneling, sensors, presence of smoke or toxic agents on 
the inside, ventilation management system that should be regulated based 
on the atmospheric pressure at the two entrances of the tunnel. New 
protection criteria was introduced against computer attacks/cyber attacks, 
for the defense of a company’s data management systems and  toll system. 
This in consideration of the activation of a virtual toll system and therefore 
the use of virtual vouchers for transit not tied to the vehicle in transit. In 
this case levels of security were established and analysis criteria for the 
periodic revision of the protection measures of the computer systems. The 
new Security Bi-national Operators Plan was finally approved in May 2016 
and has been tested many times during the periodic drills to test the 
reactivity of all subjects involved in the management of emergencies 
related to the traffic inside the tunnel.

The Mercurio system

Replying to who has preceded me, I would also like to give some 
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In the previous presentations we have spoken of autonomous driving. The 
project of Smart Road has the aim of reaching autonomous driving and 
consists of a combination of technological infrastructure that aim at the 
sustainability and improvement of security and movement on the road 
through Digital Transformation (DT): in other words a dynamic process 
that carries out services and solutions. The Smart Road that Anas intends 
to develop focuses on the client and his security. The objectives to reach 
are to ensure: a safe trip, without difficulties and with assisted and/or 
autonomous driving; an alert from the client’s mobile; infomobility in real 
time; increase in efficiency with higher operational factors for the 
pre-existing network with the use of modern technology; intelligent 
monitoring through IoT (Internet of Things) systems, for road 
infrastructure, traffic and transport of freight as well as monitoring of the 
environment and weather conditions; monitoring in real time the number 
of vehicles through the WIM (Weigh in motion) system; complete 
technology and database  integration present in only one platform. A Smart 
road is the evolution of the road concept, from a civil work to a 
technological infrastructure: technologies that exceed 
functional-geometric limits of the roads. A fundamental part are the 
connective systems with the user of the road. Two wireless systems are 
foreseen that will permit connectivity in movement for people on board 
vehicles. The first will take into account the extensive dissemination of 
smartphones that, through wi-fi and dedicated APP, will be able to connect 

to Smart Road services. The client that uses the road will receive dedicated 
information in total security and without distractions, on speaker mode. 
Other functions available through the wi-fi network can be used only when 
the vehicle is not in motion. The second wireless system for connectivity 
Vehicle to Infrastructure (V2l) in the safety services area, will consent the 
rapid deployment of the semi-automatic or automatic driving systems. The 
project Smart Road will try to reach autonomous driving which is our 
dream. The preparation of technologies capable of making this happen are 
foreseen as far as the road infrastructure is concerned. We will have an 
enormous amount of data flow and information to manage in a single 
platform. We will have and will give information that will be needed to 
increase road security. Our aim: driving comfort and not only. We are 
studying APP and systems that use smartphones as a sort of “on-board 
unit” for autonomous driving systems in the vehicle. The aim is to teach 
the correct use of the smartphone to the road users since today the 
incorrect use of this technology is one of the major causes of accidents with 
a rising trend. Modes of interconnectivity must be studied, for example, 
speaker phones should be preferred together with other systems that 
presently take our hands off the wheel.
Without doubt, autonomous driving systems and smart roads are 
connected with the theme of cyber security. We know that interfering with 
driving the vehicle, if something does not work, could have a devastating 
effect not only on road security from external acts but directly on the 

security of the user.  It is a well-known problem for those who work in 
telecommunications and mainly for those who work with critical 
telecommunications.  The vehicle itself is a carrier of criticalities for the 
road and others. I therefore believe that the problem of cyber security is a 
very serious problem to take into account. I can anticipate that the Ministry 
of Infrastructure and Transport is presently going forward in the use of 
road technologies and is in the process of discussing an Act that will 
discipline the “Smart” technologies and their use on the road. Anas is 
actively collaborating and strongly believes in the project by planning and 
programming along the principal arteries of the network (Bids for A-2 
Autostrada del Mediterraneo, A90 and A91 Gra-Rome Fiumicino, E45 and 
E55 Orte-Mestre, A19 Palermo-Catania and more 1500km all over Italy) 
adjustments for Smart Roads for about 3000 km in the next few years.

Pasquale Colonna
I deal with security from the Irpinia earthquake of 1980 when due to road  
interruptions we began speaking of the reliability of infrastructure. A 
logical subdivision was made of the causes of vulnerability including: 
natural disasters, fires, ordinary problems of management and congestion, 
special events and malicious attacks. This, in other to evaluate to what 
extent is their effect or based on the users involved. The reliability can be 
on-off, functioning or non-functioning although today we speak about 
capacity.

problem, but there is another part that is just as important which is the 
design and development of the software. We participate in a European 
project and an aspect that we concentrate on is the production of a safe 
software that will be installed, for example, in the control units of vehicles. 
If we look at  the car hacking that lately have taken place, it is clearly 
evident that hackers have found their “entrance spot” not so much from 
the vulnerabilities of communication but from the vulnerability  of the 
software on board the vehicle. This, as indicated by Prof. Setola, could also 
apply to the industrial systems which were designed to be isolated and now 
find themselves on internet and therefore not designed to withstand such 
a blow.
Therefore, this aspect of adequate software design is important because if 
a hacker – through the accidental vulnerability of the software or placed 
there on purpose – can take control of the vehicle, can send it against 
persons and transform the unaware driver into a terrorist. So, among the 
themes to consider I suggest the evaluation of the quality of the software 
from the perspective of cyber security on board a vehicleor in any case 
surveillance systems or video surveillance that are being applied.

Francesco Capalbo
I would like to return to the presentations given by Ing. Palchetti and Dott. 
Massi.
The first, refers to the question of how much can a road network be 

considered a possible target of terrorist attacks and how high is the risk. 
The second, regards a fundamental consideration, that is always important 
when we speak of infrastructure, is to always consider an analysis of 
priorities in order to focus the measures in view of a coordinated action. A 
series of critical places on the road network have been identified during the 
operations : possible terrorist attacks in tunnels, on bridges, in urban 
areas.
I would also add a critical factor which is the proximity of the 
infrastructure. During the last 25/30 years a number of large infrastructure 
have been realized and with the aim of not impacting severely on the 
territory, often the choice of accompanying them in parallel with routes has 
been chosen. I was involved in the high speed line and in particular the 
stretch Milano-Bologna. I think it is possible that a terrorist attack on a 
work can hit an adjacent work as well, producing multiple effects. 
Therefore, not striking directly a road network, but, for example, causing a 
derailment of a train going at 300km/h in order to hit the motorway A1 as 
well, with results that we can only imagine. The question is: what is being 
done in terms of coordination ? As said before by Dott. Massi, between 
Anas an RFI a combined analysis of the terroristic risk in relation to the 
adjacent stretches of road and railway is being considered due to the large 
impact it would have. I would like to know what is being done in terms of 
coordination and if possible to implement this analysis and identify the 
critical points on our territory. 

to activate a single synergy between the various components of the 
security chain within a company or structure. 

Salvatore Comenale Pinto
He believes that road security is a sad current problem as demonstrated by 
the news in real time received during this workshop of the attack in 
Sweden. He underlines the substantial difference between the handling of 
road infrastructure security throughout its length where the monitoring 
systems for transits and license plates seem to be relatively efficient and 
the problem of road security in urban areas are less controllable as far as 
the risks of attacks.
In this regard the commitment of the City of Turin in occasion of large 
events should be appreciated. It is clearly evident the importance of 
computer systems. Both as an instrument of analysis of the large amount 
of data from databases, therefore an instrument of control, and also as a 
channel for possible intrusions in driverless vehicles and in single 
computerized devices. 
The problem of privacy remains open, on one side to balance the 
necessities of confidentiality of personal data, to protect free movement of 
persons and on the other side to save data for future memory. He 
expresses appreciation for the commitment of AICPR-NC Italy for having 
consented the confrontation between qualified experts of the sector, the 
academic world, Public Safety entities, specialized companies in the 

audience and experts from abroad.

Saverio Palchetti
The debate highlighted the interest for a complex subject, collecting useful 
contributions to define the “Italian case study” for the scope of the work of 
the International Task Force in terms of awareness, problems emerging 
from the road and motorway context, technologies and operational and 
implemented trends.
This occasion was useful to experiment a formula such as a workshop, that 
will be proposed in other international venues. From the discussion, the 
variety of experiences in relation to other contexts emerge.
It comes out that a single investigative method that represents the reality 
does not exist, to be looked at from various perspectives that concern, in 
any case, the common actions to deploy in order to reduce and prevent the 
effects of critical situations: terroristic acts, sabotage, criminal acts, frauds. 
The reality of infrastructure security makes us understand that there are 
no simple answers and we need to widen our field of vision.
We are aware that scenarios are always evolving and that times when 
things stood still or moved slowly are behind us.
With a cyber/smart world  there is no net distinction between internal and 
external physical reality and borders are always more feeble like thin lines 
of separation that can be easily crossed such  as the white lines on our 
streets.

Saverio Palchetti
As Chief of the project for the new railway line Turin-Lyon, I remember 
that the problem was addresses to the interaction between Fréjus road, 
historical Fréjus and the new tunnel, but the possibility of cross effects 
between tunnels on the same paths was excluded. In other cases, the 
interaction between several infrastructure, hit as a consequence of a chain 
reaction or a ripple effect is certainly a theme of critical infrastructure. 
What is indeed being carried out, is that in the national defense scenario of 
attacks the problem is being treated since roads and railways participate 
together in the exercise drills. Certainly the specific route 
Florence-Bologna is one of the most important infrastructure on the Italian 
network. The problem exists and is real where a road or railway 
infrastructure passes under a city. As known, there is a tendency in urban 
areas for various reasons to realize underground infrastructure that have 
big advantages. There are cases in Italian cities and also overseas, where in 
large metropolitan areas there are no more open spaces for roads and 
railways especially near city centers. I remember that the problem was 
raised in the city of Turin, where, for the realization of the new railway 
node, all underground passages were built under the city with urban 
mobility on the surface. 

Sandro Bologna
He believes that to achieve security for road infrastructure the types of 

Luigi Carrarini
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In the previous presentations we have spoken of autonomous driving. The 
project of Smart Road has the aim of reaching autonomous driving and 
consists of a combination of technological infrastructure that aim at the 
sustainability and improvement of security and movement on the road 
through Digital Transformation (DT): in other words a dynamic process 
that carries out services and solutions. The Smart Road that Anas intends 
to develop focuses on the client and his security. The objectives to reach 
are to ensure: a safe trip, without difficulties and with assisted and/or 
autonomous driving; an alert from the client’s mobile; infomobility in real 
time; increase in efficiency with higher operational factors for the 
pre-existing network with the use of modern technology; intelligent 
monitoring through IoT (Internet of Things) systems, for road 
infrastructure, traffic and transport of freight as well as monitoring of the 
environment and weather conditions; monitoring in real time the number 
of vehicles through the WIM (Weigh in motion) system; complete 
technology and database  integration present in only one platform. A Smart 
road is the evolution of the road concept, from a civil work to a 
technological infrastructure: technologies that exceed 
functional-geometric limits of the roads. A fundamental part are the 
connective systems with the user of the road. Two wireless systems are 
foreseen that will permit connectivity in movement for people on board 
vehicles. The first will take into account the extensive dissemination of 
smartphones that, through wi-fi and dedicated APP, will be able to connect 

security of the user.  It is a well-known problem for those who work in 
telecommunications and mainly for those who work with critical 
telecommunications.  The vehicle itself is a carrier of criticalities for the 
road and others. I therefore believe that the problem of cyber security is a 
very serious problem to take into account. I can anticipate that the Ministry 
of Infrastructure and Transport is presently going forward in the use of 
road technologies and is in the process of discussing an Act that will 
discipline the “Smart” technologies and their use on the road. Anas is 
actively collaborating and strongly believes in the project by planning and 
programming along the principal arteries of the network (Bids for A-2 
Autostrada del Mediterraneo, A90 and A91 Gra-Rome Fiumicino, E45 and 
E55 Orte-Mestre, A19 Palermo-Catania and more 1500km all over Italy) 
adjustments for Smart Roads for about 3000 km in the next few years.

Pasquale Colonna
I deal with security from the Irpinia earthquake of 1980 when due to road  
interruptions we began speaking of the reliability of infrastructure. A 
logical subdivision was made of the causes of vulnerability including: 
natural disasters, fires, ordinary problems of management and congestion, 
special events and malicious attacks. This, in other to evaluate to what 
extent is their effect or based on the users involved. The reliability can be 
on-off, functioning or non-functioning although today we speak about 
capacity.

That is, if in some critical conditions, an arch is capable of maintaining a 
certain capacity or not such as flow, destination time and cost limits not to 
be exceeded. These are important evaluations in order to make the correct 
choices beforehand and in order to understand what the consequences 
could be during a terrorist attack.
For example, it is indicative in the case of the Monte Bianco since not all 
tunnels have the same importance and the value of a tunnel or an arch 
arises from the consequences of its closing. There is a hierarchy between  
infrastructure that can be measured.
There are different softwares that make these evaluations but that do not 
always reach the same result.A comparative analysis was made and are 
able to make specific evaluations. For automatic vehicles, the problem of 
malice can really be serious since a vehicle can become a bomb itself. His 
conviction is that automatic vehicles will mainly be used for public services 
and this could complicate things for security.

Gianluca Dini
Within NITEL we are developing a smart transport research, in addition to 
a project for the study of smart cars with our colleagues of the University 
where certainly the aspects of security and safety are very important. 
Today more than once the subject of cyber security has been approached 
and various aspects have been mentioned. Something to think about is that 
we often limit ourselves to the communication aspect, that certainly is a 

problem, but there is another part that is just as important which is the 
design and development of the software. We participate in a European 
project and an aspect that we concentrate on is the production of a safe 
software that will be installed, for example, in the control units of vehicles. 
If we look at  the car hacking that lately have taken place, it is clearly 
evident that hackers have found their “entrance spot” not so much from 
the vulnerabilities of communication but from the vulnerability  of the 
software on board the vehicle. This, as indicated by Prof. Setola, could also 
apply to the industrial systems which were designed to be isolated and now 
find themselves on internet and therefore not designed to withstand such 
a blow.
Therefore, this aspect of adequate software design is important because if 
a hacker – through the accidental vulnerability of the software or placed 
there on purpose – can take control of the vehicle, can send it against 
persons and transform the unaware driver into a terrorist. So, among the 
themes to consider I suggest the evaluation of the quality of the software 
from the perspective of cyber security on board a vehicleor in any case 
surveillance systems or video surveillance that are being applied.

Francesco Capalbo
I would like to return to the presentations given by Ing. Palchetti and Dott. 
Massi.
The first, refers to the question of how much can a road network be 

considered a possible target of terrorist attacks and how high is the risk. 
The second, regards a fundamental consideration, that is always important 
when we speak of infrastructure, is to always consider an analysis of 
priorities in order to focus the measures in view of a coordinated action. A 
series of critical places on the road network have been identified during the 
operations : possible terrorist attacks in tunnels, on bridges, in urban 
areas.
I would also add a critical factor which is the proximity of the 
infrastructure. During the last 25/30 years a number of large infrastructure 
have been realized and with the aim of not impacting severely on the 
territory, often the choice of accompanying them in parallel with routes has 
been chosen. I was involved in the high speed line and in particular the 
stretch Milano-Bologna. I think it is possible that a terrorist attack on a 
work can hit an adjacent work as well, producing multiple effects. 
Therefore, not striking directly a road network, but, for example, causing a 
derailment of a train going at 300km/h in order to hit the motorway A1 as 
well, with results that we can only imagine. The question is: what is being 
done in terms of coordination ? As said before by Dott. Massi, between 
Anas an RFI a combined analysis of the terroristic risk in relation to the 
adjacent stretches of road and railway is being considered due to the large 
impact it would have. I would like to know what is being done in terms of 
coordination and if possible to implement this analysis and identify the 
critical points on our territory. 

to activate a single synergy between the various components of the 
security chain within a company or structure. 

Salvatore Comenale Pinto
He believes that road security is a sad current problem as demonstrated by 
the news in real time received during this workshop of the attack in 
Sweden. He underlines the substantial difference between the handling of 
road infrastructure security throughout its length where the monitoring 
systems for transits and license plates seem to be relatively efficient and 
the problem of road security in urban areas are less controllable as far as 
the risks of attacks.
In this regard the commitment of the City of Turin in occasion of large 
events should be appreciated. It is clearly evident the importance of 
computer systems. Both as an instrument of analysis of the large amount 
of data from databases, therefore an instrument of control, and also as a 
channel for possible intrusions in driverless vehicles and in single 
computerized devices. 
The problem of privacy remains open, on one side to balance the 
necessities of confidentiality of personal data, to protect free movement of 
persons and on the other side to save data for future memory. He 
expresses appreciation for the commitment of AICPR-NC Italy for having 
consented the confrontation between qualified experts of the sector, the 
academic world, Public Safety entities, specialized companies in the 

audience and experts from abroad.

Saverio Palchetti
The debate highlighted the interest for a complex subject, collecting useful 
contributions to define the “Italian case study” for the scope of the work of 
the International Task Force in terms of awareness, problems emerging 
from the road and motorway context, technologies and operational and 
implemented trends.
This occasion was useful to experiment a formula such as a workshop, that 
will be proposed in other international venues. From the discussion, the 
variety of experiences in relation to other contexts emerge.
It comes out that a single investigative method that represents the reality 
does not exist, to be looked at from various perspectives that concern, in 
any case, the common actions to deploy in order to reduce and prevent the 
effects of critical situations: terroristic acts, sabotage, criminal acts, frauds. 
The reality of infrastructure security makes us understand that there are 
no simple answers and we need to widen our field of vision.
We are aware that scenarios are always evolving and that times when 
things stood still or moved slowly are behind us.
With a cyber/smart world  there is no net distinction between internal and 
external physical reality and borders are always more feeble like thin lines 
of separation that can be easily crossed such  as the white lines on our 
streets.

WORKSHOP26

Saverio Palchetti
As Chief of the project for the new railway line Turin-Lyon, I remember 
that the problem was addresses to the interaction between Fréjus road, 
historical Fréjus and the new tunnel, but the possibility of cross effects 
between tunnels on the same paths was excluded. In other cases, the 
interaction between several infrastructure, hit as a consequence of a chain 
reaction or a ripple effect is certainly a theme of critical infrastructure. 
What is indeed being carried out, is that in the national defense scenario of 
attacks the problem is being treated since roads and railways participate 
together in the exercise drills. Certainly the specific route 
Florence-Bologna is one of the most important infrastructure on the Italian 
network. The problem exists and is real where a road or railway 
infrastructure passes under a city. As known, there is a tendency in urban 
areas for various reasons to realize underground infrastructure that have 
big advantages. There are cases in Italian cities and also overseas, where in 
large metropolitan areas there are no more open spaces for roads and 
railways especially near city centers. I remember that the problem was 
raised in the city of Turin, where, for the realization of the new railway 
node, all underground passages were built under the city with urban 
mobility on the surface. 

Sandro Bologna
He believes that to achieve security for road infrastructure the types of 
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In the previous presentations we have spoken of autonomous driving. The 
project of Smart Road has the aim of reaching autonomous driving and 
consists of a combination of technological infrastructure that aim at the 
sustainability and improvement of security and movement on the road 
through Digital Transformation (DT): in other words a dynamic process 
that carries out services and solutions. The Smart Road that Anas intends 
to develop focuses on the client and his security. The objectives to reach 
are to ensure: a safe trip, without difficulties and with assisted and/or 
autonomous driving; an alert from the client’s mobile; infomobility in real 
time; increase in efficiency with higher operational factors for the 
pre-existing network with the use of modern technology; intelligent 
monitoring through IoT (Internet of Things) systems, for road 
infrastructure, traffic and transport of freight as well as monitoring of the 
environment and weather conditions; monitoring in real time the number 
of vehicles through the WIM (Weigh in motion) system; complete 
technology and database  integration present in only one platform. A Smart 
road is the evolution of the road concept, from a civil work to a 
technological infrastructure: technologies that exceed 
functional-geometric limits of the roads. A fundamental part are the 
connective systems with the user of the road. Two wireless systems are 
foreseen that will permit connectivity in movement for people on board 
vehicles. The first will take into account the extensive dissemination of 
smartphones that, through wi-fi and dedicated APP, will be able to connect 

security of the user.  It is a well-known problem for those who work in 
telecommunications and mainly for those who work with critical 
telecommunications.  The vehicle itself is a carrier of criticalities for the 
road and others. I therefore believe that the problem of cyber security is a 
very serious problem to take into account. I can anticipate that the Ministry 
of Infrastructure and Transport is presently going forward in the use of 
road technologies and is in the process of discussing an Act that will 
discipline the “Smart” technologies and their use on the road. Anas is 
actively collaborating and strongly believes in the project by planning and 
programming along the principal arteries of the network (Bids for A-2 
Autostrada del Mediterraneo, A90 and A91 Gra-Rome Fiumicino, E45 and 
E55 Orte-Mestre, A19 Palermo-Catania and more 1500km all over Italy) 
adjustments for Smart Roads for about 3000 km in the next few years.

Pasquale Colonna
I deal with security from the Irpinia earthquake of 1980 when due to road  
interruptions we began speaking of the reliability of infrastructure. A 
logical subdivision was made of the causes of vulnerability including: 
natural disasters, fires, ordinary problems of management and congestion, 
special events and malicious attacks. This, in other to evaluate to what 
extent is their effect or based on the users involved. The reliability can be 
on-off, functioning or non-functioning although today we speak about 
capacity.

WORKSHOP 27

problem, but there is another part that is just as important which is the 
design and development of the software. We participate in a European 
project and an aspect that we concentrate on is the production of a safe 
software that will be installed, for example, in the control units of vehicles. 
If we look at  the car hacking that lately have taken place, it is clearly 
evident that hackers have found their “entrance spot” not so much from 
the vulnerabilities of communication but from the vulnerability  of the 
software on board the vehicle. This, as indicated by Prof. Setola, could also 
apply to the industrial systems which were designed to be isolated and now 
find themselves on internet and therefore not designed to withstand such 
a blow.
Therefore, this aspect of adequate software design is important because if 
a hacker – through the accidental vulnerability of the software or placed 
there on purpose – can take control of the vehicle, can send it against 
persons and transform the unaware driver into a terrorist. So, among the 
themes to consider I suggest the evaluation of the quality of the software 
from the perspective of cyber security on board a vehicleor in any case 
surveillance systems or video surveillance that are being applied.

Francesco Capalbo
I would like to return to the presentations given by Ing. Palchetti and Dott. 
Massi.
The first, refers to the question of how much can a road network be 

considered a possible target of terrorist attacks and how high is the risk. 
The second, regards a fundamental consideration, that is always important 
when we speak of infrastructure, is to always consider an analysis of 
priorities in order to focus the measures in view of a coordinated action. A 
series of critical places on the road network have been identified during the 
operations : possible terrorist attacks in tunnels, on bridges, in urban 
areas.
I would also add a critical factor which is the proximity of the 
infrastructure. During the last 25/30 years a number of large infrastructure 
have been realized and with the aim of not impacting severely on the 
territory, often the choice of accompanying them in parallel with routes has 
been chosen. I was involved in the high speed line and in particular the 
stretch Milano-Bologna. I think it is possible that a terrorist attack on a 
work can hit an adjacent work as well, producing multiple effects. 
Therefore, not striking directly a road network, but, for example, causing a 
derailment of a train going at 300km/h in order to hit the motorway A1 as 
well, with results that we can only imagine. The question is: what is being 
done in terms of coordination ? As said before by Dott. Massi, between 
Anas an RFI a combined analysis of the terroristic risk in relation to the 
adjacent stretches of road and railway is being considered due to the large 
impact it would have. I would like to know what is being done in terms of 
coordination and if possible to implement this analysis and identify the 
critical points on our territory. 

to activate a single synergy between the various components of the 
security chain within a company or structure. 

Salvatore Comenale Pinto
He believes that road security is a sad current problem as demonstrated by 
the news in real time received during this workshop of the attack in 
Sweden. He underlines the substantial difference between the handling of 
road infrastructure security throughout its length where the monitoring 
systems for transits and license plates seem to be relatively efficient and 
the problem of road security in urban areas are less controllable as far as 
the risks of attacks.
In this regard the commitment of the City of Turin in occasion of large 
events should be appreciated. It is clearly evident the importance of 
computer systems. Both as an instrument of analysis of the large amount 
of data from databases, therefore an instrument of control, and also as a 
channel for possible intrusions in driverless vehicles and in single 
computerized devices. 
The problem of privacy remains open, on one side to balance the 
necessities of confidentiality of personal data, to protect free movement of 
persons and on the other side to save data for future memory. He 
expresses appreciation for the commitment of AICPR-NC Italy for having 
consented the confrontation between qualified experts of the sector, the 
academic world, Public Safety entities, specialized companies in the 

audience and experts from abroad.

Saverio Palchetti
The debate highlighted the interest for a complex subject, collecting useful 
contributions to define the “Italian case study” for the scope of the work of 
the International Task Force in terms of awareness, problems emerging 
from the road and motorway context, technologies and operational and 
implemented trends.
This occasion was useful to experiment a formula such as a workshop, that 
will be proposed in other international venues. From the discussion, the 
variety of experiences in relation to other contexts emerge.
It comes out that a single investigative method that represents the reality 
does not exist, to be looked at from various perspectives that concern, in 
any case, the common actions to deploy in order to reduce and prevent the 
effects of critical situations: terroristic acts, sabotage, criminal acts, frauds. 
The reality of infrastructure security makes us understand that there are 
no simple answers and we need to widen our field of vision.
We are aware that scenarios are always evolving and that times when 
things stood still or moved slowly are behind us.
With a cyber/smart world  there is no net distinction between internal and 
external physical reality and borders are always more feeble like thin lines 
of separation that can be easily crossed such  as the white lines on our 
streets.

Saverio Palchetti
As Chief of the project for the new railway line Turin-Lyon, I remember 
that the problem was addresses to the interaction between Fréjus road, 
historical Fréjus and the new tunnel, but the possibility of cross effects 
between tunnels on the same paths was excluded. In other cases, the 
interaction between several infrastructure, hit as a consequence of a chain 
reaction or a ripple effect is certainly a theme of critical infrastructure. 
What is indeed being carried out, is that in the national defense scenario of 
attacks the problem is being treated since roads and railways participate 
together in the exercise drills. Certainly the specific route 
Florence-Bologna is one of the most important infrastructure on the Italian 
network. The problem exists and is real where a road or railway 
infrastructure passes under a city. As known, there is a tendency in urban 
areas for various reasons to realize underground infrastructure that have 
big advantages. There are cases in Italian cities and also overseas, where in 
large metropolitan areas there are no more open spaces for roads and 
railways especially near city centers. I remember that the problem was 
raised in the city of Turin, where, for the realization of the new railway 
node, all underground passages were built under the city with urban 
mobility on the surface. 

Sandro Bologna
He believes that to achieve security for road infrastructure the types of 
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In the previous presentations we have spoken of autonomous driving. The 
project of Smart Road has the aim of reaching autonomous driving and 
consists of a combination of technological infrastructure that aim at the 
sustainability and improvement of security and movement on the road 
through Digital Transformation (DT): in other words a dynamic process 
that carries out services and solutions. The Smart Road that Anas intends 
to develop focuses on the client and his security. The objectives to reach 
are to ensure: a safe trip, without difficulties and with assisted and/or 
autonomous driving; an alert from the client’s mobile; infomobility in real 
time; increase in efficiency with higher operational factors for the 
pre-existing network with the use of modern technology; intelligent 
monitoring through IoT (Internet of Things) systems, for road 
infrastructure, traffic and transport of freight as well as monitoring of the 
environment and weather conditions; monitoring in real time the number 
of vehicles through the WIM (Weigh in motion) system; complete 
technology and database  integration present in only one platform. A Smart 
road is the evolution of the road concept, from a civil work to a 
technological infrastructure: technologies that exceed 
functional-geometric limits of the roads. A fundamental part are the 
connective systems with the user of the road. Two wireless systems are 
foreseen that will permit connectivity in movement for people on board 
vehicles. The first will take into account the extensive dissemination of 
smartphones that, through wi-fi and dedicated APP, will be able to connect 

security of the user.  It is a well-known problem for those who work in 
telecommunications and mainly for those who work with critical 
telecommunications.  The vehicle itself is a carrier of criticalities for the 
road and others. I therefore believe that the problem of cyber security is a 
very serious problem to take into account. I can anticipate that the Ministry 
of Infrastructure and Transport is presently going forward in the use of 
road technologies and is in the process of discussing an Act that will 
discipline the “Smart” technologies and their use on the road. Anas is 
actively collaborating and strongly believes in the project by planning and 
programming along the principal arteries of the network (Bids for A-2 
Autostrada del Mediterraneo, A90 and A91 Gra-Rome Fiumicino, E45 and 
E55 Orte-Mestre, A19 Palermo-Catania and more 1500km all over Italy) 
adjustments for Smart Roads for about 3000 km in the next few years.

Pasquale Colonna
I deal with security from the Irpinia earthquake of 1980 when due to road  
interruptions we began speaking of the reliability of infrastructure. A 
logical subdivision was made of the causes of vulnerability including: 
natural disasters, fires, ordinary problems of management and congestion, 
special events and malicious attacks. This, in other to evaluate to what 
extent is their effect or based on the users involved. The reliability can be 
on-off, functioning or non-functioning although today we speak about 
capacity.

problem, but there is another part that is just as important which is the 
design and development of the software. We participate in a European 
project and an aspect that we concentrate on is the production of a safe 
software that will be installed, for example, in the control units of vehicles. 
If we look at  the car hacking that lately have taken place, it is clearly 
evident that hackers have found their “entrance spot” not so much from 
the vulnerabilities of communication but from the vulnerability  of the 
software on board the vehicle. This, as indicated by Prof. Setola, could also 
apply to the industrial systems which were designed to be isolated and now 
find themselves on internet and therefore not designed to withstand such 
a blow.
Therefore, this aspect of adequate software design is important because if 
a hacker – through the accidental vulnerability of the software or placed 
there on purpose – can take control of the vehicle, can send it against 
persons and transform the unaware driver into a terrorist. So, among the 
themes to consider I suggest the evaluation of the quality of the software 
from the perspective of cyber security on board a vehicleor in any case 
surveillance systems or video surveillance that are being applied.

Francesco Capalbo
I would like to return to the presentations given by Ing. Palchetti and Dott. 
Massi.
The first, refers to the question of how much can a road network be 

considered a possible target of terrorist attacks and how high is the risk. 
The second, regards a fundamental consideration, that is always important 
when we speak of infrastructure, is to always consider an analysis of 
priorities in order to focus the measures in view of a coordinated action. A 
series of critical places on the road network have been identified during the 
operations : possible terrorist attacks in tunnels, on bridges, in urban 
areas.
I would also add a critical factor which is the proximity of the 
infrastructure. During the last 25/30 years a number of large infrastructure 
have been realized and with the aim of not impacting severely on the 
territory, often the choice of accompanying them in parallel with routes has 
been chosen. I was involved in the high speed line and in particular the 
stretch Milano-Bologna. I think it is possible that a terrorist attack on a 
work can hit an adjacent work as well, producing multiple effects. 
Therefore, not striking directly a road network, but, for example, causing a 
derailment of a train going at 300km/h in order to hit the motorway A1 as 
well, with results that we can only imagine. The question is: what is being 
done in terms of coordination ? As said before by Dott. Massi, between 
Anas an RFI a combined analysis of the terroristic risk in relation to the 
adjacent stretches of road and railway is being considered due to the large 
impact it would have. I would like to know what is being done in terms of 
coordination and if possible to implement this analysis and identify the 
critical points on our territory. 

to activate a single synergy between the various components of the 
security chain within a company or structure. 

Salvatore Comenale Pinto
He believes that road security is a sad current problem as demonstrated by 
the news in real time received during this workshop of the attack in 
Sweden. He underlines the substantial difference between the handling of 
road infrastructure security throughout its length where the monitoring 
systems for transits and license plates seem to be relatively efficient and 
the problem of road security in urban areas are less controllable as far as 
the risks of attacks.
In this regard the commitment of the City of Turin in occasion of large 
events should be appreciated. It is clearly evident the importance of 
computer systems. Both as an instrument of analysis of the large amount 
of data from databases, therefore an instrument of control, and also as a 
channel for possible intrusions in driverless vehicles and in single 
computerized devices. 
The problem of privacy remains open, on one side to balance the 
necessities of confidentiality of personal data, to protect free movement of 
persons and on the other side to save data for future memory. He 
expresses appreciation for the commitment of AICPR-NC Italy for having 
consented the confrontation between qualified experts of the sector, the 
academic world, Public Safety entities, specialized companies in the 

audience and experts from abroad.

Saverio Palchetti
The debate highlighted the interest for a complex subject, collecting useful 
contributions to define the “Italian case study” for the scope of the work of 
the International Task Force in terms of awareness, problems emerging 
from the road and motorway context, technologies and operational and 
implemented trends.
This occasion was useful to experiment a formula such as a workshop, that 
will be proposed in other international venues. From the discussion, the 
variety of experiences in relation to other contexts emerge.
It comes out that a single investigative method that represents the reality 
does not exist, to be looked at from various perspectives that concern, in 
any case, the common actions to deploy in order to reduce and prevent the 
effects of critical situations: terroristic acts, sabotage, criminal acts, frauds. 
The reality of infrastructure security makes us understand that there are 
no simple answers and we need to widen our field of vision.
We are aware that scenarios are always evolving and that times when 
things stood still or moved slowly are behind us.
With a cyber/smart world  there is no net distinction between internal and 
external physical reality and borders are always more feeble like thin lines 
of separation that can be easily crossed such  as the white lines on our 
streets.

Saverio Palchetti
As Chief of the project for the new railway line Turin-Lyon, I remember 
that the problem was addresses to the interaction between Fréjus road, 
historical Fréjus and the new tunnel, but the possibility of cross effects 
between tunnels on the same paths was excluded. In other cases, the 
interaction between several infrastructure, hit as a consequence of a chain 
reaction or a ripple effect is certainly a theme of critical infrastructure. 
What is indeed being carried out, is that in the national defense scenario of 
attacks the problem is being treated since roads and railways participate 
together in the exercise drills. Certainly the specific route 
Florence-Bologna is one of the most important infrastructure on the Italian 
network. The problem exists and is real where a road or railway 
infrastructure passes under a city. As known, there is a tendency in urban 
areas for various reasons to realize underground infrastructure that have 
big advantages. There are cases in Italian cities and also overseas, where in 
large metropolitan areas there are no more open spaces for roads and 
railways especially near city centers. I remember that the problem was 
raised in the city of Turin, where, for the realization of the new railway 
node, all underground passages were built under the city with urban 
mobility on the surface. 

Sandro Bologna
He believes that to achieve security for road infrastructure the types of 

infrastructure need to be defined, ex. motorway, state road, municipal 
road, etc. and therefore focus on its single components, evaluating the 
vulnerability of each part and thereby passing to a practical level by 
concentrating on the specific object.

Sascha Cerini
Regarding computer security, he underlines that the quality of the software 
is very important. Every device has to be protected otherwise the chain 
cannot continue. With reference to a previous presentation where the use 
of “low cost” technologies was mentioned, they are more economical since 
they become obsolete and have to be substituted. This is a possible 
solution, paying attention to the fact that a low cost product is not also tied 
to a low quality software. Therefore awareness is necessary.

Carlo Carli
In his opinion, the weak ring of security is the human component which 
needs an adequate  awareness  in order to develop a widespread attention 
to a risk of attack. This could be concentrated in one place or develop into 
a swarm with other parallel actions like in November 2015 in Paris. His 
view is that the activity of prevention must consist in wise work as far as 
common knowledge and formation is concerned, as well as intelligence. In 
this last area, Italy has been moving with unquestionable efficiency while in 
the first area it is objectively inadequate to be ready in crisis situations and 
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In the previous presentations we have spoken of autonomous driving. The 
project of Smart Road has the aim of reaching autonomous driving and 
consists of a combination of technological infrastructure that aim at the 
sustainability and improvement of security and movement on the road 
through Digital Transformation (DT): in other words a dynamic process 
that carries out services and solutions. The Smart Road that Anas intends 
to develop focuses on the client and his security. The objectives to reach 
are to ensure: a safe trip, without difficulties and with assisted and/or 
autonomous driving; an alert from the client’s mobile; infomobility in real 
time; increase in efficiency with higher operational factors for the 
pre-existing network with the use of modern technology; intelligent 
monitoring through IoT (Internet of Things) systems, for road 
infrastructure, traffic and transport of freight as well as monitoring of the 
environment and weather conditions; monitoring in real time the number 
of vehicles through the WIM (Weigh in motion) system; complete 
technology and database  integration present in only one platform. A Smart 
road is the evolution of the road concept, from a civil work to a 
technological infrastructure: technologies that exceed 
functional-geometric limits of the roads. A fundamental part are the 
connective systems with the user of the road. Two wireless systems are 
foreseen that will permit connectivity in movement for people on board 
vehicles. The first will take into account the extensive dissemination of 
smartphones that, through wi-fi and dedicated APP, will be able to connect 

security of the user.  It is a well-known problem for those who work in 
telecommunications and mainly for those who work with critical 
telecommunications.  The vehicle itself is a carrier of criticalities for the 
road and others. I therefore believe that the problem of cyber security is a 
very serious problem to take into account. I can anticipate that the Ministry 
of Infrastructure and Transport is presently going forward in the use of 
road technologies and is in the process of discussing an Act that will 
discipline the “Smart” technologies and their use on the road. Anas is 
actively collaborating and strongly believes in the project by planning and 
programming along the principal arteries of the network (Bids for A-2 
Autostrada del Mediterraneo, A90 and A91 Gra-Rome Fiumicino, E45 and 
E55 Orte-Mestre, A19 Palermo-Catania and more 1500km all over Italy) 
adjustments for Smart Roads for about 3000 km in the next few years.

Pasquale Colonna
I deal with security from the Irpinia earthquake of 1980 when due to road  
interruptions we began speaking of the reliability of infrastructure. A 
logical subdivision was made of the causes of vulnerability including: 
natural disasters, fires, ordinary problems of management and congestion, 
special events and malicious attacks. This, in other to evaluate to what 
extent is their effect or based on the users involved. The reliability can be 
on-off, functioning or non-functioning although today we speak about 
capacity.

problem, but there is another part that is just as important which is the 
design and development of the software. We participate in a European 
project and an aspect that we concentrate on is the production of a safe 
software that will be installed, for example, in the control units of vehicles. 
If we look at  the car hacking that lately have taken place, it is clearly 
evident that hackers have found their “entrance spot” not so much from 
the vulnerabilities of communication but from the vulnerability  of the 
software on board the vehicle. This, as indicated by Prof. Setola, could also 
apply to the industrial systems which were designed to be isolated and now 
find themselves on internet and therefore not designed to withstand such 
a blow.
Therefore, this aspect of adequate software design is important because if 
a hacker – through the accidental vulnerability of the software or placed 
there on purpose – can take control of the vehicle, can send it against 
persons and transform the unaware driver into a terrorist. So, among the 
themes to consider I suggest the evaluation of the quality of the software 
from the perspective of cyber security on board a vehicleor in any case 
surveillance systems or video surveillance that are being applied.

Francesco Capalbo
I would like to return to the presentations given by Ing. Palchetti and Dott. 
Massi.
The first, refers to the question of how much can a road network be 

considered a possible target of terrorist attacks and how high is the risk. 
The second, regards a fundamental consideration, that is always important 
when we speak of infrastructure, is to always consider an analysis of 
priorities in order to focus the measures in view of a coordinated action. A 
series of critical places on the road network have been identified during the 
operations : possible terrorist attacks in tunnels, on bridges, in urban 
areas.
I would also add a critical factor which is the proximity of the 
infrastructure. During the last 25/30 years a number of large infrastructure 
have been realized and with the aim of not impacting severely on the 
territory, often the choice of accompanying them in parallel with routes has 
been chosen. I was involved in the high speed line and in particular the 
stretch Milano-Bologna. I think it is possible that a terrorist attack on a 
work can hit an adjacent work as well, producing multiple effects. 
Therefore, not striking directly a road network, but, for example, causing a 
derailment of a train going at 300km/h in order to hit the motorway A1 as 
well, with results that we can only imagine. The question is: what is being 
done in terms of coordination ? As said before by Dott. Massi, between 
Anas an RFI a combined analysis of the terroristic risk in relation to the 
adjacent stretches of road and railway is being considered due to the large 
impact it would have. I would like to know what is being done in terms of 
coordination and if possible to implement this analysis and identify the 
critical points on our territory. 
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to activate a single synergy between the various components of the 
security chain within a company or structure. 

Salvatore Comenale Pinto
He believes that road security is a sad current problem as demonstrated by 
the news in real time received during this workshop of the attack in 
Sweden. He underlines the substantial difference between the handling of 
road infrastructure security throughout its length where the monitoring 
systems for transits and license plates seem to be relatively efficient and 
the problem of road security in urban areas are less controllable as far as 
the risks of attacks.
In this regard the commitment of the City of Turin in occasion of large 
events should be appreciated. It is clearly evident the importance of 
computer systems. Both as an instrument of analysis of the large amount 
of data from databases, therefore an instrument of control, and also as a 
channel for possible intrusions in driverless vehicles and in single 
computerized devices. 
The problem of privacy remains open, on one side to balance the 
necessities of confidentiality of personal data, to protect free movement of 
persons and on the other side to save data for future memory. He 
expresses appreciation for the commitment of AICPR-NC Italy for having 
consented the confrontation between qualified experts of the sector, the 
academic world, Public Safety entities, specialized companies in the 

audience and experts from abroad.

Saverio Palchetti
The debate highlighted the interest for a complex subject, collecting useful 
contributions to define the “Italian case study” for the scope of the work of 
the International Task Force in terms of awareness, problems emerging 
from the road and motorway context, technologies and operational and 
implemented trends.
This occasion was useful to experiment a formula such as a workshop, that 
will be proposed in other international venues. From the discussion, the 
variety of experiences in relation to other contexts emerge.
It comes out that a single investigative method that represents the reality 
does not exist, to be looked at from various perspectives that concern, in 
any case, the common actions to deploy in order to reduce and prevent the 
effects of critical situations: terroristic acts, sabotage, criminal acts, frauds. 
The reality of infrastructure security makes us understand that there are 
no simple answers and we need to widen our field of vision.
We are aware that scenarios are always evolving and that times when 
things stood still or moved slowly are behind us.
With a cyber/smart world  there is no net distinction between internal and 
external physical reality and borders are always more feeble like thin lines 
of separation that can be easily crossed such  as the white lines on our 
streets.

Saverio Palchetti
As Chief of the project for the new railway line Turin-Lyon, I remember 
that the problem was addresses to the interaction between Fréjus road, 
historical Fréjus and the new tunnel, but the possibility of cross effects 
between tunnels on the same paths was excluded. In other cases, the 
interaction between several infrastructure, hit as a consequence of a chain 
reaction or a ripple effect is certainly a theme of critical infrastructure. 
What is indeed being carried out, is that in the national defense scenario of 
attacks the problem is being treated since roads and railways participate 
together in the exercise drills. Certainly the specific route 
Florence-Bologna is one of the most important infrastructure on the Italian 
network. The problem exists and is real where a road or railway 
infrastructure passes under a city. As known, there is a tendency in urban 
areas for various reasons to realize underground infrastructure that have 
big advantages. There are cases in Italian cities and also overseas, where in 
large metropolitan areas there are no more open spaces for roads and 
railways especially near city centers. I remember that the problem was 
raised in the city of Turin, where, for the realization of the new railway 
node, all underground passages were built under the city with urban 
mobility on the surface. 

Sandro Bologna
He believes that to achieve security for road infrastructure the types of 
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The monitoring and video survillance of transits on Anas
roads: the pilot project in Valle D’Aosta

Dino Vurro
Coordinator Area North-West di Anas S.p.A.
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The Gran San Bernardo Tunnel and the Promoteo project:
an integrated and dynamic approach for video surveillance
and the critical transport infrastructure protection

Omar Vittone
President Società Italiana Traforo San Bernardo - SITRASB S.p.A. 
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The management and coordination activity
on the Anas network

Roberto Mastrangelo
Responsible for road network management of the territorial operations
and coordination department Anas S.p.A.
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Cyber-security in infrastructure
and road tunnels
Roberto Setola

Michele Luglio

Gianluca Dini

Responsible for security at the University Consortium - NITEL
and Director  - Master in homeland security at Università Campus Bio-Medico Roma

NITEL and University of Tor Vergata

NITEL and University of Pisa 

Everything can be hacked… 
Traffic Lights too!

Roberto Setola
Michele Luglio
Gianluca Dini

www.nitel.it
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2

Post Graduate Master in Homeland
Security

29/04/2017 www.coseritylab.it 4

Contacts:
UNIVERSITÀ CAMPUS BIO-
MEDICO DI ROMA
Tel.: 06.22541.9303 /9300
Fax: 06.22541.1900
E-mail: m.diluzio@unicampus.it
postlauream@unicampus.it

CONSORZIO NITEL
Tel.: 06.64003640
E-mail: rossella.liaci@nitel.it

Master Universitario di II livello» in Homeland
Security
Systems, methods and tools for Security and Crisis
Management

We imagined a future with thousands 
of fully autonomous cars…

...safely interacting, 
communicating, and 

optimizing for us.

Security of Contruction Sites

29 April 2017 3

High speed railway Turin-Lion
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Architecture

6

The future of road trasportation is 
based on:
• A more sophisticated control of 

the infrastructure (e.g. 
optimization)

• The presence of smart vehicles 
• The capability of inter-

communication between vehicles 
and among vehicles and 
infrastructure

Infrastructure

7

Everythink can be hacked

8

29/04/2017

www.coseritylab.it

Everythink can be hacked

9

29/04/2017

www.coseritylab.it
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…and tunnel ! 

29/04/2017 www.coseritylab.it 10

Vehicles

11

Front Light Management Subsystem

• Modern cars include:
– more than 80 ECUs
– many logically interacting 

subsystems
• …sensors, actuators, and their 

intelligent interconnection

Smart vehicle are 
unsecure robots

all communicating over shared 
unsecure buses (CANbus, …)

13
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Everythink can be hacked

14

29/04/2017

www.coseritylab.it

• Remote exploitation is indeed possible 
via vulnerabilities of in-vehicle 
component inter-communication 
[Checkoway’10]

– physical access
– close proximity
– remote access through SW

Vehicle <> Infrastructure 

15

Services
• Anti-collision systems
• Support to assisted or autonomous drive
• Vehicle status monitoring
• Goods monitoring
• Road monitoring
• Map download

• Classisfy vehicles as misbeaving
• Local onboard monitors can use 

nondeterministic automatons to 
predict 
cars’ maneuvers based on uncertain 
events 
– Compute all trajectories 

compatible with the rules and the 
available scenario 

• Local behaviour estimations have to 
be agreed in order to achieve global 
consensus on the estimation 

Misbehaviuor Detection 
at Motion Level

observer target

A.Fagiolini, G.Dini, A.Bicchi. Distributed Intrusion Detection for the Security of Industrial 
Cooperative Robotic Systems, IFAC 2014
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Security 

18

Nizza 14 luglio 2016

Berlino 19 dicembre 2016

Londra  22 marzo 2017

Road security and 5G

• The road circulation of the day after tomorrow will leverage on 
the use of hardware/software devices on board the vehicle and on 
the telecommunication network.

• The day after tomorrow the network will be 5G which will be 
based on the concepts of:
– Software defined networking
– Network function virtualization
– Slice

• To guarantee security the attention will move from protecting the 
infrastructure to protecting the data (content) that must be 
applied to the whole infrastructure (either real or virtual) which 
ensures service provision
– Not only the end section close to the vehicle but end to end (from 

where the information is generated up to the final destination).

Security requirements
Security requirements can be classified as:

– Network access
• 5G foresees a dynamic network configuration (for example SDN) and the 

involvement of several operators offering in synergy the same service
– Network functions and applications

• 5G foresees the massive use of virtualization techniques for the network 
functions that therefore could be activated on demand and in distributed 
manner depending on the service requirements

– Service
• 5G will simultaneously support a huge number of services which will share 

the same infrastructure
– Data security

• Classical data security (authenticity, integrity and confidentiality)

Security of the telecom infrastructure
• With the concept of Slice each manager (for example ANAS) 

will be responsible also of its own security

The future….

21
… a complex road
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Research Needs for Secure T2.0

• “Traditional” cybersecurity techniques

– Cryptography-based electronic license plate
– Exploit novel onboard Hardware Security Module 

(HSM)
– Component-based models for intra-vehicle

security
– Anomaly detection for embedded (Android) OS
– …and many other issues…

• Develop new cooperation algorithms
– Classification of well-behaving and 

misbehaving vehicles…

Intra-vehicle Security: 
Component-based 

software• Challenges
– How to model secure inter-components communication
– What stereotypes or development models to expose for non-security experts
– Compliance with AUTOSAR standard

• Solution
– Autosar SW Component model enriched with:

• Component trusted level and  Secure communication
– Integration within IBM Raphsody
– Automatic code generation 

• for  Secure Onboard Communication (SecOC) and CryptoService Manager (CSM)
– Secure Flow Analysis

C.Bernardeschi, M.Di Natale, G.Dini, D.Varano. Modeling and Generation of 
Secure Component Communications in AUTOSAR. ACM SAC’17

Anomaly detection for Android 
OS

• Android is getting diffused…even on cars…

• Malware for Android is steadily increasing
• Our solution

– Multi-Level Anomaly Detector for Android 
Malware

• Anomaly-based Intrusion Detection  and Prevention 
System

• Host based … White list … Zero day attacks
• 96% of detection rate … low false alarm rate … low 

overhead … limited battery consumption

Android malware growth rate

A.Saracino, D.Sgandurra, G.Dini and F.Martinelli. MADAM: Effective and Efficient Behavior-based 
Android Malware Detection and Prevention. IEEE Transactions on Dependable and Secure Systems

Road Infrastructure SecurityWORKSHOPRome, 7 April 2017

ROAD INFRASTRUCTURE SECURITY - Saverio Palchetti

Copyright DEI srl Tipografia del Genio Civile – Via Cavour 179/A - 00184 ROMA



Le Infrastutture Critiche 

72

The technological innovations in urban areas:
the experience of the city of Turin
Gianfranco Todesco
Head commissioner in charge of the NIST ( Scientific and technological investigative unit)
Local Police City of Turin

Le Tecnologie Innovative in ambito urbano                                                      Roma 7 aprile 2017 
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CLOUD �  BIG DATA 

PIPE �  NETWORKING  

DEVICE �  SENSORI E 
TELECAMERE 
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MOVIDA E SICUREZZA   

SCUOLE E PERIFERIE 

SERVIZI UTILITIES 

COSA FARE IN CHE MODO QUALI PROGETTI STRUMENTO 
Le Tecnologie Innovative in ambito urbano 

COSA STIAMO FACENDO 

Ma le Città sono a loro volta infrastrutture critiche? 

STAZIONI AFFOLLATE 

GRANDI EVENTI - FOLLE 

FLUSSI TURISTICI 

LUOGHI SIMBOLICI 

METROPOLITANE 

LUOGHI DI DIVERTIMENTO 

VISIBILITA’ MEDIATICA 

ACQUEDOTTI 

CENTRALI ELETTRICHE 

RADUNI - CORTEI 

Le Infrastutture Critiche 
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Integrare le Telecamere Pubbliche e quelle Private Le Tecnologie Innovative in ambito urbano 

INTEGRARE LE TELECAMERE PUBBLICHE CON QUELLE PRIVATE IN UN UNICO CLOUD PUBBLICO 

Le Tecnologie Innovative in ambito urbano 

SOCIAL ANALISYS 
Laboratorio di Intelligence e Big Data Analysis 

del N.I.S.T. 

VIDEOANALISI DELLE FOLLE 
Laboratorio di Video Forensic del N.I.S.T. 
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DATA VISUALIZATION 

INTELLIGENCE 

ALERTING 
CR
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DECISION MAKING 

PREVISIONE E 
PIANIFICAZIONE 

GESTIONE EMERGENZE 
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Le Tecnologie Innovative in ambito urbano 

Biometria dei visi in “live” ed in area aperta 
nei grandi eventi 

Pilota effettuato durante la visita del Papa a 
Torino 

 

Le Tecnologie Innovative in ambito urbano 

TORINO -  IL MODELLO DI SICUREZZA INTEGRATA TORINO -  IL MODELLO DI SICUREZZA INTEGRATA 

Incident  5:50pm, 
reference time clock 
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UNA NORMATIVA/DIRETTIVA CHE RICONOSCA: 
 
CHE LE INFRASTRUTTURE E TECNOLOGIE DELLE CITTA’ PER LA SICUREZZA URBANA 
CONCORRONO ANCHE ALLA SICUREZZA NAZIONALE (E QUINDI SAREBBERO AUSPICABILI 
CO-FINANZIAMENTI STATALI AI COMUNI LADDOVE LE INFRASTRUTTURE SIANO 
CONDIVISE CON LE POLIZIE DELLO STATO) 
 
CHE IN TALE AMBITO (CONDIVISIONE DELLE INFRASTRUTTURE DI SICUREZZA DELLE 
CITTA’ CON LE POLIZIE DELLO STATO) SIA RESO POSSIBILE SENZA RICHIEDERE DI VOLTA 
IN VOLTA AL GARANTE PRIVACY LA «VERIFICA PRELIMINARE» PER: 
 
• BIOMETRIA DEI VISI 
• ALGORITMI DI VIDEOANALISI EVOLUTI 
• ESTRAZIONE ED ANALISI META DATI E TARGHE CON CONSERVAZIONE DEI DATI PER 

ALMENO TRE MESI 
• DATA RETENTION PER I VIDEO PER VDS SICUREZZA URBANA SINO AD UN MESE 

ANZICHE’ SETTE GIORNI 
• CONSIDERARE LE BODY CAM A BORDO POLIZIOTTO (LOCALE O STATALE) DI 

PATTUGLIA E DASH CAM A BORDO AUTO DI SERVIZIO COME «DOTAZIONI STANDARD» 
DEL SERVIZIO DI POLIZIA 

Le Tecnologie Innovative in ambito urbano 

COSA SAREBBE AUSPICABILE 

Le Tecnologie Innovative in ambito urbano 

DATI ANONIMIZZATI 

DATI ANONIMIZZATI 

Le Tecnologie Innovative in ambito urbano 

IL VIDEO NON SOLO COME «PROVA» O COME OGGETTO DI 
VIDEOANALISI PER «ALLERT» 
 
MA COME CONTENITORE DI DATI E META DATI DA ESTRARRE 
CON INTELLIGENZA A BORDO CAMERA ED INVIARE ALLA 
PIATTAFORMA DI DATA ANALYSIS 
 

LE TARGHE NON SOLO COME «ELEMENTO PER SANZIONE» O 
COME BLACK LIST O WHITE LIST «ACCESSI ZTL ETC» 
 
MA COME DATO DA ESTRARRE CON INTELLIGENZA A BORDO 
CAMERA ED INVIARE ALLA PIATTAFORMA DI DATA ANALYSIS 
PER FARE ANALITICHE EVOLUTE – STRINGA DI TESTO NO 
IMMAGINE 
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Group research work of the Politecnico di Bari
on the infrastructure security theme

Pasquale Colonna
Ordinary professor of “Roads, railways and airports - Politecnico di Bari

INFRASTRUCTURE SECURITY
prof. Pasquale COLONNA – Politecnico di Bari   

Roma, aprile 2017

Politecnico di Bari
DICATECh

Pasquale COLONNA

professore ordinario di “Strade, Ferrovie e Aeroporti”
pasquale.colonna@poliba.it

IL LAVORO DEL GRUPPO DI RICERCA DEL POLITECNICO DI BARI SUL TEMA DELLA 
INFRASTRUCTURE SECURITY

World Road Association (AIPCR)
Task Force C.1 «Infrastructure Security»

Workshop
SECURITY DELLE INFRASTRUTTURE STRADALI

Roma, 07 aprile 2017
Sala Conferenze Ministero Infrastrutture e Trasporti, viale dell’Arte 16

Corso di:           Inserimento e compatibilità 
delle infrastrutture di viabilità nel territorio Prof. Pasquale Colonna

RELIABILITY

Fattori e Cause di vulnerabilità (=perdita di affidabilità)

Ci sono alcuni fattori che influenzano la vera e propria connessione di
un percorso OD (c’è il collegamento o non c’è) e si riferiscono alla
connettività (connectivity reliability). Altri fattori apportano un disagio
non misurabile soltanto dalla perdita di connessione, ma anche dalla
riduzione progressiva di efficienza. In questo caso è meglio riferirsi a
altri tipi di affidabilità (travel time o service reliability)

D
o
c
u
m

e
n
ts

Road Infrastructure SecurityWORKSHOPRome, 7 April 2017

ROAD INFRASTRUCTURE SECURITY - Saverio Palchetti

Copyright DEI srl Tipografia del Genio Civile – Via Cavour 179/A - 00184 ROMA



78

Corso di:           Inserimento e compatibilità 
delle infrastrutture di viabilità nel territorio Prof. Pasquale Colonna

RELIABILITY

Fattori e Cause di vulnerabilità (=perdita di affidabilità)

Ci sono alcuni fattori che influenzano la vera e propria connessione di
un percorso OD (c’è il collegamento o non c’è) e si riferiscono alla
connettività (connectivity reliability). Altri fattori apportano un disagio
non misurabile soltanto dalla perdita di connessione, ma anche dalla
riduzione progressiva di efficienza. In questo caso è meglio riferirsi a
altri tipi di affidabilità (travel time o service reliability)

Corso di:           Inserimento e compatibilità 
delle infrastrutture di viabilità nel territorio Prof. Pasquale Colonna

RELIABILITY

Intensità delle conseguenze

Ciascuna perdita di affidabilità associata ad una specifica causa
determina conseguenze di diversa intensità per ogni fattore interessato

Corso di:           Inserimento e compatibilità 
delle infrastrutture di viabilità nel territorio Prof. Pasquale Colonna

RELIABILITY

Terminal reliability (connectivity)
1, se il link a funziona

Xa
0, se non funziona

Il valore di affidabilità del singolo link, ra, è dato dall’espressione: ra = E[Xa]

e quindi è la probabilità che funzioni, ossia la probabilità associata
alla variabile di stato Xa.

La connectivity reliability è molto efficace per situazioni anormali
ma d’altro conto contiene una forte limitazione: il collegamento o può
essere danneggiato e quindi ha capacità pari a zero o può essere
funzionante con capacità massima. Questo approccio binario limita di
fatto l’applicazione a casi quotidiani in cui i collegamenti funzionano in
una situazione intermedia fra le due situazioni limiti descritte in
precedenza.

Corso di:           Inserimento e compatibilità 
delle infrastrutture di viabilità nel territorio Prof. Pasquale Colonna

RELIABILITY

L’affidabilità di reti stradali inerente eventi rari.
Le metodologie brevemente riassunte in precedenza per l’analisi ed il

calcolo dell’affidabilità di una rete stradale prescindono dall’esame di
eventi rari che abbiano un forte impatto in termine di costi e
conseguenze. Il calcolo delle probabilità di accadimento di eventi che
abbiano una frequenza così bassa non si può condurre con normali studi
statistici; lo studio dell’affidabilità delle reti connesso a questi
accadimenti (che possono essere eventi meteorologici eccezionali,
terremoti, attacchi terroristici, alluvioni) si deve rifare a
metodologie differenti. Per la gestione e il management di un disastro
deve essere implementata una metodologia di studio opportuna che
consideri lo stato della rete dopo l’accadimento e valuti le strategie
adottabili per l’espletamento delle funzioni essenziali che la stessa deve
assolvere. Nel grafico successivo è schematizzato questo
processo, in particolare lo strumento utilizzato per le scelte finali
può essere un’analisi costi-benefici delle attività possibili per la
gestione dell’emergenza.

Corso di:           Inserimento e compatibilità 
delle infrastrutture di viabilità nel territorio Prof. Pasquale Colonna

RELIABILITY

Scenari basati sull’uso o il non uso delle tecniche di gestione di 
disastri

Misura del tempo medio di spostamento

Determinazione V/C per verificare l’efficienza della rete

Stima della domanda V 
del n° di spostamenti 

dopo un disastro

Stima della capacità 
offerta C dopo un   

disastro

Stima dei Costi  implementando i 
compiti di gestioni della crisi

Analisi Costi Benefici per lo scenario

Stima dell’accessibilità e dei benefici 
relativi alla gestione della crisi
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Gallerie Ferroviarie e Metropolitane:
Analisi del Rischio e studio degli scenari con 

metodi innovativi

Pasquale Colonna
Nicola Berloco
Enrico Ronchi

Politecnico di Bari

Giornata studio 
Il sistema integrato dei trasporti nell’area del Mediterraneo

II Modulo

Ricerca, Innovazione, Analisi e Prospettive socio-economiche nell’ambito del progetto di 
infrastrutturazione ferroviaria dei Paesi MED

Bari, 23 giugno 2011

La normativa italiana

Il D.M. del 28 ottobre 2005 sancisce la necessità di valutare il livello di
sicurezza nelle gallerie ferroviarie, in particolare in seguito ad incidenti
derivanti da collisioni, deragliamenti ed incendi.

Secondo il D.M. le gallerie possono essere suddivise in:
• Gallerie che necessitano dei soli requisiti minimi
• Gallerie che necessitano di ARB (analisi di rischio base)
• Gallerie che necessitano di ARE (analisi di rischio 
estesa) Prevenire gli incidenti

Limitare gli effetti degli incidenti
Favorire l’autosoccorso e/o l’esodo

Consentire un rapido ed efficace intervento

Obiettivi specifici del Decreto:

ANALISI DEL RISCHIO

SIMULAZIONE DELL’ESODO

P. Colonna,  N.Berloco,  E.Ronchi

Novità introdotte dal D.M.

La sicurezza nelle gallerie ferroviarie: evacuazione

EVACUAZIONE

I tragici eventi (incendi e attacchi terroristici) all'interno di
infrastrutture sotterranee avvenuti negli ultimi 10 anni con relative
gravi conseguenze sugli utenti hanno spinto verso lo studio più
approfondito di questa scienza nell'ambito delle infrastrutture
sotterranee.
INGEGNERIA MATEMATICA STATISTICA FISICA

MEDICINA PSICOLOGIA ANTROPOLOGIA SOCIOLOGIA

P. Colonna,  N.Berloco,  E.Ronchi

Lo studio dei problemi relativi all’evacuazione può essere affrontato
attraverso metodi prescrittivi, esercitazioni antincendio o simulazioni
computazionali

Cosa Sono

Tecnologie software per la simulazione dei processi di evacuazione.

A cosa servono
2) Riduzione 

dell’intensità delle 
conseguenze

1) Riduzione della 
probabilità di 

incidente

Utilizzazione del metodo 
prestazionale per la 

valutazione e 
l’ottimizzazione delle 
soluzioni progettuali 

riguardanti la sicurezza a 
partire dall’analisi degli 

scenari di rischio

Simulazione dei processi di 
evacuazione per 

l’ottimizzazione delle 
procedure di emergenza in 
caso di incidente. I modelli 

vengono utilizzati come 
sistemi di supporto alle 
decisioni (DSS Decision

support systems)
P. Colonna,  N.Berloco,  E.Ronchi

Le simulazioni con modelli computazionali
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P. Colonna,  N.Berloco,  E.Ronchi

Esempi di applicazioni condotte

•Archivio GIDAI, Universidad de Cantabria

Incendio

Evacuazione

• Dimensione e Sviluppo
• Localizazione
• Condizioni di Ventilazione

ASET (Tempo disponibile)

RSET (Tempo richiesto)

ASET > RSET
• Geometria
• Processo
• Condotta Umana

RSET vs ASET (Required and Available Safety Egress Time) :
Gli output numerici vengono ottenuti attraverso l'uso di modelli computazionali
che simulano scenari di emergenza all'interno delle infrastrutture.

IL METODO PRESTAZIONALE

P. Colonna,  N.Berloco,  E.Ronchi

Riduzione della probabilità di incidente

Le simulazioni con modelli computazionali

- Tempi di evacuazione
- Flussi pedonali
- Impatto del comportamento umano
- Problemi nella progettazione e   

ottimizzazione  procedure di emergenza

OUTPUT

INPUT
- Posizione e tipo di incendio
- Numero e caratteristiche degli utenti
- Posizione iniziale degli utenti
- Caratteristiche fisiche degli utenti (utenti disabili, ecc.)
- Comportamento umano in caso di emergenza

P. Colonna,  N.Berloco,  E.Ronchi

Le simulazioni con modelli computazionali
Riduzione della probabilità di incidente

L'applicazione della metodologia Performance-
based design per il caso di gallerie ferroviarie
comporta la simulazione di possibili scenari di
incendio a bordo (calcolando il momento in cui le
condizioni sono eccessivamente pericolose - ASET)
e il tempo richiesto per effettuare l’evacuazione
(RSET).

Questi modelli permettono di simulare diversi scenari di emergenza
(incendio) e calcolare i tempi di evacuazione relativi a tali scenari.

• G. Santos: El incendio en la estaciòn Cruz del Rayo. Metro de Madrid S.A.

ASET RSET

P. Colonna,  N.Berloco,  E.Ronchi

Le simulazioni con modelli computazionali
Riduzione della probabilità di incidente

*

*

Road Infrastructure Security WORKSHOP Rome, 7 April 2017

ROAD INFRASTRUCTURE SECURITY - Saverio Palchetti

Copyright DEI srl Tipografia del Genio Civile – Via Cavour 179/A - 00184 ROMA



81

Le simulazioni con modelli computazionali

I possibili scenari vengono analizzati e studiati al fine di decidere le
procedure di emergenza ottimali e ridurre l’esposizione dell’utenza ai
fattori di rischio, quali gas tossici e irritanti provenienti dallo sviluppo
dell’incendio (calcolo del FED, Fractional Effective Doses).

Riduzione dell’intensità delle conseguenze

P. Colonna,  N.Berloco,  E.Ronchi

ITALIAN FIRE SAFETY CODES FOR THE ANALYSIS 
OF ROAD TUNNEL EVACUATIONS: PRESCRIPTIVE 

VS PERFORMANCE BASED APPROACH 

Enrico Ronchi, Pasquale Colonna, Nicola Berloco

POLYTECHNIC UNIVERSITY OF BARI, ITALY
Department of Roads and Transportation

The 1st International Conference on Safety and Crisis Management in 
the construction, tourism and SME sectors

Nicosia, 24-28 June 2011

E.Ronchi,  P. Colonna,  N.Berloco

enronc@poliba.it

Introduction

P. Colonna,  N.Berloco,  E.Ronchi

PRESCRIPTIVE APPROACH

Comparison between ASET and RSET 
(Available and Required Safe Egress Time)

Measures to be applied 
in a systematic way

PERFORMANCE-BASED DESIGN

Introduction

P. Colonna,  N.Berloco,  E.Ronchi

Why do we study RSET?

RSET has not been object of the same amount of studies as the ASET 
due to the implicit challenging nature of RSET.

LACK OF INFORMATION ON HUMAN BEHAVIOUR

How do the Legislations tackle this problem?

- Different degrees of freedom for the safety designers
- Different degrees of depth while providing indications on the methods to 
be used
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The context of the Italian Legislation

European Directive

P. Colonna,  N.Berloco,  E.Ronchi

2004/54/CE
Minimum safety requirements for tunnels belonging to the Trans-European 
network

DLGS 05/10/2006  n°264 Italian Legislations

RISK ANALYSIS

from  the 2004/54/CE and for tunnels belonging to 
the Trans-European network, longer than 500 m.

ANAS 
(Italian National Company of Roads) Guidelines for road tunnel 

safety design (2009)

IRAM ITALIAN RISK 
ANALYSIS METHOD

P. Colonna,  N.Berloco,  E.Ronchi

The context of the Italian Legislation

MEANS OF EGRESS

PRESCRIPTIVE APPROACH

- Emergency exits have to allow tunnel users to leave the tunnel without 
their vehicles and reach a safe place. Examples of such emergency exits 
are 1) direct exits from the tunnel to the outside; 2) cross-connections 
between tunnel tubes; 3) exits to an emergency gallery; 4) shelters with an 
escape route separate from the tunnel tube. 
- In any event, in new tunnels, emergency exits shall be provided where 
the traffic volume is higher than 2 000 vehicles per lane 
- Where emergency exits are provided, the distance between two 
emergency exits shall not exceed 500 m. 

*DLGS 05/10/2006 n° 264, Annex 1

In case of tunnels longer than 1000 m and with an 
average daily traffic higher than 2000 

vehicles/hour 

RISK ANALYSIS

P. Colonna,  N.Berloco,  E.Ronchi

The context of the Italian Legislation

MEANS OF EGRESS

PERFORMANCE-BASED DESIGN

IRAM Practical application of the concepts of FSE for a PBD 
approach 

1. Probabilistic techniques able to identify and characterize the risky events; 
2. Probabilistic methods for the representation of the possible hazard 
scenarios (event trees); 
3. Analytical and numerical techniques for modelling the development of the 
hazard conditions (Computational Fluid Dynamics – CFD - models); 
4. Stochastic techniques for the simulation of the evacuation process within 
the infrastructure; 
5. Graphical techniques for the representation of the risk related to the 
considered road tunnel (complementary cumulative curves); 
6. Risk evaluation related to the risk acceptability theories. 

P. Colonna,  N.Berloco,  E.Ronchi

The context of the Italian Legislation

IRAM SIMULATION OF THE EVACUATION PROCESS 

a) 4 categories: Geometric, Environmental, Demographic and Procedural 

b) Modelling of the queue of vehicles

c) Simulation of the evacuation of the occupants 
1) Time needed by the occupants to leave the vehicle; 
2) Walking speed of the occupants; 
3) Walking path of the occupants; 
4) Exit selection. 

d) Toxicity assessment* (FED, Fractional Effective Doses) 
* following ISO document 13571 

e) RSET vs ASET
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P. Colonna,  N.Berloco,  E.Ronchi

The context of the Italian Legislation

IRAM SIMULATION OF THE EVACUATION PROCESS 

Type of vehicle Time to leave the vehicle (s) 
Light Vehicle 300 
Heavy Vehicle 90 

Visibility Conditions Walking Speed (m/s) 
 1 dooG

 5,0 woL
Very Low 0,3 

TIME NEEDED BY THE OCCUPANTS TO LEAVE THE VEHICLE 

WALKING SPEED OF THE OCCUPANTS 

P. Colonna,  N.Berloco,  E.Ronchi

The application of Evacuation Models

MODELS
FDS+Evac

STEPS

Pathfinder

Simulex

P. Colonna,  N.Berloco,  E.Ronchi

The application of Evacuation Models

Exit selection

They can vary from the simple definition of the closest exits (Simulex, 
Pathfinder) or a deterministic choice (Pathfinder) until detailed algorithms 
that take into account different factors (STEPS, FDS+Evac) such as 
smoke, familiarity with the exits, etc. 

A detailed algorithm helps designers to 
define possible occupants’ paths and impact 

of way-finding systems.

PRO

DISADVANTAGES
Exit selection algorithms still need further 

validation work for being adaptable to 
different scenarios

P. Colonna,  N.Berloco,  E.Ronchi

The application of Evacuation Models

Social Behaviours 
IRAM prescribes to take into account this kind of variables 

A reliable sub-model for social behaviours
can be a starting point for reaching a high 
level of objectivity while studying safety 

conditions

PRO

DISADVANTAGES
-Need for a deep analysis of the 

population characteristics
- Need for further validation work

- Families can be implemented in STEPS;
- A sub-model for social behaviour is available in FDS+Evac, but it is still 
under validation process.
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before the Bataclan massacre of November 13 2015 and after, for the 
following months up, until the attacks in Brussels of March 22 2016.

As said, this concerns a terroristic phenomenon completely different with 
respect to Al-Qaeda, which found the western governments unprepared. 
In fact, this phenomenon is not under the control of the head of a criminal 
organization or originates from social factors such as exclusion, 
unemployment and decline. The new terrorism is activated at a worldwide 
level beginning with the diffusion through web messages, for recruitment 
and inducement to terrorist militancy.  The case of Salah is that of young 
children of Muslim families, second or third immigrant generations that 
are pushed toward illegal combat against any form of “western” life. There 
is no direct relation between the social tensions in the “ghetto” 
neighborhoods, the Islamic fundamentalism and illegal immigration. There 
is a general call via internet to carry out a criminal gesture resulting in 
numerous victims that can be answered by subjects willing to take action. 
There is an audience ready to accept this message and these new criminals 
can also be citizens of western countries, like Salah, or 
immigrants/migrants welcomed in these countries like Italy as in the case 
of Anis Amri , author of the Berlin massacre of last December 19. They 
find resources, suggestions, motivations and protection in the radical 
Sunni Middle Eastern religious area which after Al-Qaeda, today answers 
to ISIS or Daesh. Daesh is a self-proclaimed Islamic state based in the 
territories between Iraq and Siria. For Daesh international terrorism is 
part of their strategy to conquer territories in order to create a Nation for 
the more radical Sunni part of the Islamic world. The scenarios today are 
those of international geopolitics and of the new disloyal frontiers through 
web followed by Islamic fundamentalism. The new operating methods have 
to be taken into account, they assume different forms, hard to control, and 
based on the combined use of mobile phones and web to select and contact 
the subjects to recruit.    To contrast this form of terrorism today requires 
new instruments based on phone and data traffic control in the 
communication network, which by nature is global. Such control is in a few 
cases very difficult or impossible as in the cryptographic communication  
systems today available on internet. Parallel to the virtual element of the 
internet network there is the physical component: in Europe as in New 
York, the stage preferred for terrorist attacks is the city. A neighborhood  
in an important city such as Brussels has a main role as incubator of 

potential terrorists. The city is capable of camouflaging the terrorist within 
neighborhoods almost always inaccessible. The street and the 
infrastructure become the stage of a hybrid and asymmetric war where the 
target of the criminals are the common people also by using cars and 
trucks as instruments of destruction.

It is a war where the attacker is not a hostile nation, where there are no 
formal acts of beginning and end. There are no negotiations, cease-fires or 
fronts. It is completely different from traditional wars under the geographic 
profile, of the actors and of the aims. It is a world war that involves 
unilaterally the Islamic fundamentalism of Sunni root. Starting from a 
nation conquered on the battlefield, it fights, via web, culture differences 
and orientations of its own truth in every part of the world. It is not known 
if and when this unilateral war will end. At this time it is not predictable, 
considering the basic numerous historic-religious motivations and that 
differently from the past there is a State, the Caliphate. Thanks to internet 
there is the possibility to radiate the threat everywhere.

2. What is the Caliphate or ISIS or Daesh?
On June 29 2014 Abu Bakr al-Baghdadi proclaims himself caliph and 
the caliphate was born. That is, the Islamic state governing over a territory 
partly in Iraq and partly in Syria, also called ISIS (Islamic State of Iraq and 
al-Sham) o Daesh (al-Dawlah al-Islamyya fial-lraq wa-al-Sham)  [5]. The aim 
is to create a nation for the Sunni part (more radical) of the Islamic world 
The Islamic State pursues two parallel objectives of territorial expansion 
(physical) and communicative (virtual). It involves a very articulated 
organization that is not a defined traditional terrorist group since it strives 
to conquer a territory and uses terrorism as the instrument of a hybrid war. 
The terror, which hits infrastructure and populations, is the instrument to 
modify the order of the world. To do this, Daesh uses a communication 
network that serves for campaigning and recruiting.

Daesh officially goes out in the field on June 26 2015, on its first 
anniversary, despite it being a Friday, a sacred day for Islam and in the 
month of Ramadan. It is the so called “black Friday” and Daesh acts in a 
perfectly coordinated way: three attacks in the same day, in Kuwait, France 
and Tunisia. The only difference is the location and the target but identical 
in terms of impact towards the Nations and populations.  The result 

an extremely conflictual area and very dangerous since directly connected 
to the heart of Europe.

An example is what the German police discovered regarding the criminal 
acts of last July 18 and 24 2016. In the first case, an afghan refugee 
with an axe and knife assaulted Chinese passengers on a train to Wurzburg. 
The second case, a Syrian blew himself up in the plaza in Ansbach during a 
music festival. It is significant in the first case, the exchange of 
communication between the headquarters of the organization (a call 
center) and the attacker where discussions took place on which weapon to 
use and images of the location to attack were verified beforehand. 
Important to note that from the headquarter it is suggested to use a vehicle 
since it provokes more deaths while the terrorist prefers hand weapons 
since faster.

This makes us doubt that the criminal gesture of Berlin on last 
December 19 2016 was not a solitary act6  but was the result of this 
new terroristic phase where Daesh elaborates the data received on its sites 
utilizing key words such as “jihad”. It cross checks them with possible local 
targets and subsequently through safe forms of messaging (Telegram, 
Skype, Facebook, social network) provides instructions to the material 
executor of the attack. It uses operations manuals and instructions for 
manufacturing bombs and digital interactive maps capable of evidencing 
the targets, obstacles, video cameras and police force garrisons  . The 
monitoring of websites or internet forums centered on the 
religious-political situation of a few muslin states or the advertising on 
simple jihadist websites, remain crucial to prevent terrorist attacks.

3. Is it a new type of war? Is it World War III?
A new analysis framework is necessary to understand this new type of 
violence. Terrorism is a war and what type of war? Does it make sense to 
use the expression pronounced by Pope Francis “third world war”? 
In the last period we are witnessing two different facts: a local war in Syria 
and Libya against  a clear and identified enemy – ISIS or Daesh – and 
globalized terrorism through Al Qaeda, Daesh and other various groups 
with names like Boko, Haram, Agmi, etc. In the local war in Syria the 
armed forces of Iraq and the international coalition are re-conquering, in 
alternative phases, the ISIS territory with the aim of conquering the main 

cities and free themselves of the enemy in Iraq and Syria. There is no 
possibility to reach peace with Daesh, who refuses any form of dialogue and 
therefore the only solution is their elimination from that territory. Even if 
the international coalition succeeds in destroying Daesh this may be the 
end of the battle on the field but probably not the end of this terrorism in 
the world.

Daesh demands its territory and for this reason conducts a conventional 
war with an army that in these last years has attracted many foreign 
fighters  . Its ramifications attract terrorists that come from the Western 
countries and from the Middle East. They operate everywhere in the world 
(Ivory Coast, Turkey, Mali, France, Lebanon, Egypt, U.S.A., Nigeria, etc.). 
There are always less lone wolves and always more members of a 
molecular army (such as Paris and Berlin). It is a world war since it involves 
all countries in the world but the term “war” is inappropriate because 
terrorism is a conflict with a peculiar nature, closer to civil war than a 
regular war. It is a civil war of low intensity that involves all the countries in 
the world. Molecular because it is based on persons waiting for instructions 
to attack and in part fought virtually using a computer network. A low 
intensity war that should be distinguished from cyberwar which falls in the 
area of digital espionage .

Terrorism is not a war since a war needs two enemies or at least two 
groups against each other that fight in a specific place with the aim of 
conquering or occupying a territory. The conflict begins with a declaration 
of war and to simplify concludes with a cease-fire and peace. The terrorist 
acts occur by surprise (the surprise factor is fundamental) and without 
declaration of war. The person responsible is not known beforehand but 
after the attack. This can come from civilians who declare themselves 
fighters, who attack other civilians and can take place in a part of the world 
different from the country target of the attack.

4. This terrorism is born in Muslim countries? Does this 
concern the Islamic religion?
It is a product of a structural and multiple social situation. As initially said, 
the structural reasons of terrorism begin with events started 30 years ago. 
Their origins began with extremist Islamic groups which were born in the 
80s after the invasion of Afghanistan by the Soviets. At that time, Al Qaeda 

5. What is the interest on behalf of the roads? Is there the 
possibility of governance?
The phenomenon regarding the mobility of people is part of the globalized 
world and is an integrated part of the historical period we are living. It 
appears inevitable that it will last for decades. It probably has entered a 
phase that due to the effect of inequalities and the economic difficulties 
worldwide, it is destined to increase and no one knows when an 
equilibrium will be found. It can be compared to the phenomenon of 
hydraulic filling of “communicating vessels” where the means are the 
important ways of communication and the fluid is not water but persons 
and the movement is the search for a better “welfare”. It is difficult to 
arrest it with physical barriers since the pressure can be contained but in 
any case remains and increases. In this same way receiving people without 
limits is a problem, in particular for transport.

Everyone (including terrorists) go on the road. Mobility of goods and 
people is an essential characteristic of our time and involves not only the 
routes of continental migration but also the rural areas and cities. In 
Europe, as well as in New York, the preferred location for terroristic 
events is the  city. A neighborhood of an important city such as Brussels 
has a central role as an incubator for potential terrorists. The city is 
capable of camouflaging the terrorist within inaccessible neighborhoods 
and within these walls the street and infrastructure are generally the main 
locations of this hybrid and asymmetrical  war whose target are common 
people using vehicles and trucks as instruments of distruction.

The problem is that the evolution of the relationship terrorism-mobility 
was once slow, while today it is rapid: there are planes, ships and roads that 
take you everywhere also with alternative routes. More than the road itself, 
what matters is that the roads are a transport infrastructure for vehicles. 
Since always, in underdeveloped countries and with strong 
social-political-religious tensions, the road has been the main target of 
criminal acts with or without the use of means of transport .  This risk now 
is of interest also to Europe, threatening places where the road crosses or 
passes near locations normally attended only by a small number of persons 
(refueling stations, bus, markets, malls, vehicles in queue, etc.) or crowded 
due to an extraordinary event. The road which is already a potential 
location for different types of criminal acts and illegal trafficking of various 

nature, can be the site of bad actions and the preferred means to attack 
galleries, bridges and viaducts. But we must consider as well malls, 
libraries and recently as in Paris, Berlin and Nice, also open spaces and 
concert locations.  The terrorist acts can involve means of transport 
(planes, metro, trucks and vehicles) not only as a target in itself but also as 
“weapons” to amplify the devastating effect of the act , especially if 
transporting dangerous goods.

We have to ask ourselves if one day in our company a similar event should 
occur as those occurred in other parts of the world what should we do. The 
rapidity of action in these cases is essential and involves operational 
personnel as well .

The recent criminal acts have stimulated the development of innovative 
solutions regarding control of vehicles and persons: facial recognition and 
video cameras on board vehicles key to security and increased 
performance in control centers. The problem is in acquiring a preventive 
attitude and be capable of reaction when faced with such events when place 
and time is unpredictable. On the road the event is unpredictable. There 
could be a bomb, or as we have seen a vehicle used as a bomb. It is 
considered an efficient means because capable of many victims since it can 
be directed by a suicidal person toward the target differently from a bomb 
placed in a certain location. It is meaningful that a headquarter of Daesh 
suggests to use a vehicle since it provokes more deaths, while the terrorist 
prefers hand weapons since faster . The roads can also accommodate other 
infrastructure such as telecommunication networks, optical fibre, 
electricity network, etc. Therefore roads can provoke a ripple effect, 
concentric circles or domino effect.

It is no coincidence that the investigative forces have passed from search 
of the perpetrators to prevention. “Understanding the continuity and 
discontinuity gives the possibility not to anticipate the future and predict 
possible attacks , but to predict the mechanisms at stake, far away from the 
emergencies and emotions of the moment”.
The latest attacks in Europe have demonstrated that the lines of 
penetration in central Europe travel across the Balkans and frequently 
pass through migrants. Presently we have witnessed that some of these 
migrants have received documents as refugees filling out an application 
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1. What is the terrorism we are presently living ?
A universal definition of terrorism does not exist  and the novelty and the 
complexity of this form of  jihadist terrorism with respect to the traditional 
terrorism of the past, in particular in Italy  must be comprehended.

International terrorism, as we are experiencing, with attacks and threats 
toward the western world and Europe, begins with the destruction of the 
Twin Towers in New York on September 11 2001. This was planned 
by Osama Bin Laden, head of Al-Qaeda, Sunni Islamist paramilitary 
terrorist movement. Not many know that 2 days before, September 9, 
Ahmad Shah Massud, commander of the North Alliance  [2] Shiite was 
killed in Afghanistan by Sunni Talibans. Always by the hands of the 
Talibans, in March 2001, all of Buddha’s statues, more than 15 
centuries old and carved on the cliffs in the valley of  Bamiyan , were 
destroyed.

The religious fanaticism of the conflict between Sunnis and Shiites is 
therefore at the origin of the first acts of the so called “hybrid” and 
“asymmetric” war. It started at the beginning of the new millennium and is 
defined with these words since not fought on the field against a deployed 
enemy.

On September 22 2001, after that the USA accused the Talibans of 
protecting the perpetrators of the September 11 attack, the United Arab 

Emirates and subsequently Saudi Arabia , withdrew their recognition of the 
Talibans as the legitimate government of Afghanistan. This left the  
confining Pakistan as the only nation acknowledging them. In October 
2001, the U.S.A., aided by the U.K. and supported by a small coalition of 
other nations, launched a military action against the Talibans due to their 
refusal to hand over Osama Bin Laden, the originator of the September 11 
attacks. The war on land was fought with the anti-Taliban army of the North 
Alliance, formerly defeated by the Talibans themselves, who on 
November 9 surrendered and escaped to the south in the region 
between Afghanistan and Pakistan where they are still present. On the 
night of May 1 2011, Bin Laden was killed in a gunfight inside a 
residential complex in Abbottabad, in Pakistan.

There is a link  between the events of 2001, protagonists being the 
Talibans and Al-Qaida and the events tied to the jihadist terrorism in 
Europe. It began in Paris with the massacre of January 7 2015 against 
the office of the satiric newspaper “Charlie Hebdo” and the following two 
terrorist actions in the kosher supermarket and in Montrouge. This 
concerns the new subversive frontier of the Islamic fundamentalism, 
hiding in Pakistan and seeking redemption. A series of personal and family 
relations lead to Salah Abdelslam, the key terrorist of the attacks in Paris 
and Brussels of 2015 and 2016. He grew up in the Belgian district of 
Molenbeek in the Belgian capitol where he found protection and  support 
to operate freely together with others between Belgium and France. Both 

Introduction on terrorism and road security*

Saverio Palchetti
february 2017

obtained is that of a banner of the black flag: “We are arriving…actually we 
are already here!”  In Kuwait a suicide attack, claimed by Daesh, takes place 
in a mosque during prayer, re-launching the conflict between Sunni and 
Shiites, upsetting the Middle East and the Gulf area countries allied with 
the coalition and supporters of the Caliph. Near Lyons in France, an 
industrial gas plant is attacked. This was a critical infrastructure with 
dangerous effects potential, also achieving the first decapitation on 
European soil.

In Tunisia, after the attack to the Bardo Museum on March 18 2015, to 
further strike tourism, a strategic sector for a Nation that wishes to be an 
alternative to the Caliphate, a number of tourists from a cruise ship were 
killed  while on land.

Previously, in France, there was the attack to “Charlie Hebdo” (January 
7 2015) followed by the attack in Paris of November 13 to the 
Bataclan theatre, when around 9.20 p.m. a terrorist blew himself up near 
gate “D” of the Stade de France during a National French team soccer 
game. After five minutes, another terrorist blew himself up near another 
entrance and in front of another restaurant. At the same time, in another 
neighborhood, other multiple coordinated attacks took place against 
clients of bars and pubs killing various persons.  After about twenty 
minutes, three men invaded the Bataclan theatre, shooting with machine 
guns at spectators, keeping some hostages and, upon the arrival of the 
special forces blew themselves up killing more than 90 persons. At the 
same time, another terrorist blew himself up, in the stadium area, rue de la 
Cokerie but without victims. At the end of the attacks there were 132 dead, 
433 injured, 7 terrorists dead.

After Paris, between August and October 2015, a few explosions 
destroyed two important mausoleums in the archeological site of Palmira, 
protected by Unesco. This was an indication of their intention to hit not 
only innocent civilians but the deep cultural values and symbols such as the 
roman archeology testimony of a rich and fascinating past.

The strategy used to shake the habits of the European citizens, raising 
concerns on the increasing possible targets and level of exposition of the 
people, develops thereafter striking against the urban mobility of Brussels. 

brought its actions to many parts of the world uniting political goals with 
religious preaching. Its role has become important in the Middle East 
relations with Syria but also with the Palestinian issue. The war in Iraq and 
the destruction of the regime of Saddam Hussein, used to “democratize” a 
country suspected  of helping terrorism (as in Libya to remove Gheddafi), 
has destabilized the political framework and in the end the western 
countries have produced more terrorism.

In this land of strong political and religious Daesh tension, is connected to 
Al Qaeda but distinguishes itself since it demands its own territory. Its 
activity began in Iraq and Syria in 2013. Its origins can be placed in 
sentiments of humiliation, sense of injustice, reactions against aggressions 
and search of an identity. They are a mix of culture and politics. This 
explains why religion is so present in this civil war worldwide. Since the 
authors have declared to be Muslims, one has the impression that it 
concerns revenge against the Christian world, but it is not a religious war .

It concerns individuals that enter this process for different personal 
reasons and in any case voluntarily. They come from different areas and 
often concerns isolated individuals in search of motivations and identity 
that is provided on internet across radical Muslim websites. Islam uses the 
moment of “radicalization” as its form of expression. Thus, an individual 
voluntarily and liberally becomes a terrorist. These young people are 
generally second or third generation  Muslims, that live between two 
worlds: the country of birth of their parents and the new nation where they 
are born but where they live with discomfort. They are not tied to a specific 
community or by a sentiment of belonging to a nation. They are isolated, in 
unstable social conditions and are concentrated (radicalized) in the search 
of themselves where they have nothing to lose. Therefore, education, the 
conditions of life in an urban habitat, the economic condition, social 
services, schooling and life in jails are all important factors of social nature 
but do not exclude other causes. Other pressures such as the economical 
type, not only idealistic or fake religious, complete the work.

Often on a journey in a war zone such as Syria they find motivations to 
become active terrorists for the good cause against the bad western 
countries, corrupt and anti-religious. Therefore, the young jihadists 
express a form of insane social and violent dissent which has little to do 

and travelling through Greece and the Balkans towards the north using 
money tranfers .   Small amounts of money can be collected during the 
journey and transferred serving to finance small activities: acquire 
weapons, hotel expenses and survival till reaching the destination. The 
investigations have brought to light that Anis Amri, author of the Berlin 
massacre, “had taken money from the trafficking of documents and that every 
attack was preceded by money movement through money transfers (…). 
Terrorist organizations are also criminal organizations. The Islamic state is a 
mafia state (…): the international drug traffic, that of hydrocarbons from Iraq, 
the migration trafficking. ISIS and mafia are similar” . It is a chain not 
traceable but leads to the final outcome of free movement and financing. 
This involves the logistic chain of international transport mainly by land 
and sea. This is why the transits are via the Balkans: from Afghanistan 
crossing Turkey, Albania, Romania and Kosovo. In this case we must think 
like a terrorist, “think terrorist”, a vision with a long timeline and a wide 
horizon is needed in order to be not only reactive but pro-active. In crisis 
management the change of ideas should be tackled.

6. Could Italy be involved in terrorist attacks? There is also a 
virtual terrorism, the cyber war.
Italy is not only a sensitive target, but due to its national role and its specific 
nature symbol of Christianity,  it has to face the danger of becoming a real 
target of possible attacks. The risks have a complex matrix and actually 
indecipherable: a threat that derives directly from Daesh through native 
and recruited elements. Possible raids from overseas, first of all Libya and 
also internally  to connect criminality with recruitment of armed cells. The 
Balkan route is a very hot channel for possible jihadist terrorist infiltration 
among migrants. Probably with the complicity of organized local mafia 
branching off at international level.
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before the Bataclan massacre of November 13 2015 and after, for the 
following months up, until the attacks in Brussels of March 22 2016.

As said, this concerns a terroristic phenomenon completely different with 
respect to Al-Qaeda, which found the western governments unprepared. 
In fact, this phenomenon is not under the control of the head of a criminal 
organization or originates from social factors such as exclusion, 
unemployment and decline. The new terrorism is activated at a worldwide 
level beginning with the diffusion through web messages, for recruitment 
and inducement to terrorist militancy.  The case of Salah is that of young 
children of Muslim families, second or third immigrant generations that 
are pushed toward illegal combat against any form of “western” life. There 
is no direct relation between the social tensions in the “ghetto” 
neighborhoods, the Islamic fundamentalism and illegal immigration. There 
is a general call via internet to carry out a criminal gesture resulting in 
numerous victims that can be answered by subjects willing to take action. 
There is an audience ready to accept this message and these new criminals 
can also be citizens of western countries, like Salah, or 
immigrants/migrants welcomed in these countries like Italy as in the case 
of Anis Amri , author of the Berlin massacre of last December 19. They 
find resources, suggestions, motivations and protection in the radical 
Sunni Middle Eastern religious area which after Al-Qaeda, today answers 
to ISIS or Daesh. Daesh is a self-proclaimed Islamic state based in the 
territories between Iraq and Siria. For Daesh international terrorism is 
part of their strategy to conquer territories in order to create a Nation for 
the more radical Sunni part of the Islamic world. The scenarios today are 
those of international geopolitics and of the new disloyal frontiers through 
web followed by Islamic fundamentalism. The new operating methods have 
to be taken into account, they assume different forms, hard to control, and 
based on the combined use of mobile phones and web to select and contact 
the subjects to recruit.    To contrast this form of terrorism today requires 
new instruments based on phone and data traffic control in the 
communication network, which by nature is global. Such control is in a few 
cases very difficult or impossible as in the cryptographic communication  
systems today available on internet. Parallel to the virtual element of the 
internet network there is the physical component: in Europe as in New 
York, the stage preferred for terrorist attacks is the city. A neighborhood  
in an important city such as Brussels has a main role as incubator of 

potential terrorists. The city is capable of camouflaging the terrorist within 
neighborhoods almost always inaccessible. The street and the 
infrastructure become the stage of a hybrid and asymmetric war where the 
target of the criminals are the common people also by using cars and 
trucks as instruments of destruction.

It is a war where the attacker is not a hostile nation, where there are no 
formal acts of beginning and end. There are no negotiations, cease-fires or 
fronts. It is completely different from traditional wars under the geographic 
profile, of the actors and of the aims. It is a world war that involves 
unilaterally the Islamic fundamentalism of Sunni root. Starting from a 
nation conquered on the battlefield, it fights, via web, culture differences 
and orientations of its own truth in every part of the world. It is not known 
if and when this unilateral war will end. At this time it is not predictable, 
considering the basic numerous historic-religious motivations and that 
differently from the past there is a State, the Caliphate. Thanks to internet 
there is the possibility to radiate the threat everywhere.

2. What is the Caliphate or ISIS or Daesh?
On June 29 2014 Abu Bakr al-Baghdadi proclaims himself caliph and 
the caliphate was born. That is, the Islamic state governing over a territory 
partly in Iraq and partly in Syria, also called ISIS (Islamic State of Iraq and 
al-Sham) o Daesh (al-Dawlah al-Islamyya fial-lraq wa-al-Sham)  [5]. The aim 
is to create a nation for the Sunni part (more radical) of the Islamic world 
The Islamic State pursues two parallel objectives of territorial expansion 
(physical) and communicative (virtual). It involves a very articulated 
organization that is not a defined traditional terrorist group since it strives 
to conquer a territory and uses terrorism as the instrument of a hybrid war. 
The terror, which hits infrastructure and populations, is the instrument to 
modify the order of the world. To do this, Daesh uses a communication 
network that serves for campaigning and recruiting.

Daesh officially goes out in the field on June 26 2015, on its first 
anniversary, despite it being a Friday, a sacred day for Islam and in the 
month of Ramadan. It is the so called “black Friday” and Daesh acts in a 
perfectly coordinated way: three attacks in the same day, in Kuwait, France 
and Tunisia. The only difference is the location and the target but identical 
in terms of impact towards the Nations and populations.  The result 

an extremely conflictual area and very dangerous since directly connected 
to the heart of Europe.

An example is what the German police discovered regarding the criminal 
acts of last July 18 and 24 2016. In the first case, an afghan refugee 
with an axe and knife assaulted Chinese passengers on a train to Wurzburg. 
The second case, a Syrian blew himself up in the plaza in Ansbach during a 
music festival. It is significant in the first case, the exchange of 
communication between the headquarters of the organization (a call 
center) and the attacker where discussions took place on which weapon to 
use and images of the location to attack were verified beforehand. 
Important to note that from the headquarter it is suggested to use a vehicle 
since it provokes more deaths while the terrorist prefers hand weapons 
since faster.

This makes us doubt that the criminal gesture of Berlin on last 
December 19 2016 was not a solitary act6  but was the result of this 
new terroristic phase where Daesh elaborates the data received on its sites 
utilizing key words such as “jihad”. It cross checks them with possible local 
targets and subsequently through safe forms of messaging (Telegram, 
Skype, Facebook, social network) provides instructions to the material 
executor of the attack. It uses operations manuals and instructions for 
manufacturing bombs and digital interactive maps capable of evidencing 
the targets, obstacles, video cameras and police force garrisons  . The 
monitoring of websites or internet forums centered on the 
religious-political situation of a few muslin states or the advertising on 
simple jihadist websites, remain crucial to prevent terrorist attacks.

3. Is it a new type of war? Is it World War III?
A new analysis framework is necessary to understand this new type of 
violence. Terrorism is a war and what type of war? Does it make sense to 
use the expression pronounced by Pope Francis “third world war”? 
In the last period we are witnessing two different facts: a local war in Syria 
and Libya against  a clear and identified enemy – ISIS or Daesh – and 
globalized terrorism through Al Qaeda, Daesh and other various groups 
with names like Boko, Haram, Agmi, etc. In the local war in Syria the 
armed forces of Iraq and the international coalition are re-conquering, in 
alternative phases, the ISIS territory with the aim of conquering the main 

cities and free themselves of the enemy in Iraq and Syria. There is no 
possibility to reach peace with Daesh, who refuses any form of dialogue and 
therefore the only solution is their elimination from that territory. Even if 
the international coalition succeeds in destroying Daesh this may be the 
end of the battle on the field but probably not the end of this terrorism in 
the world.

Daesh demands its territory and for this reason conducts a conventional 
war with an army that in these last years has attracted many foreign 
fighters  . Its ramifications attract terrorists that come from the Western 
countries and from the Middle East. They operate everywhere in the world 
(Ivory Coast, Turkey, Mali, France, Lebanon, Egypt, U.S.A., Nigeria, etc.). 
There are always less lone wolves and always more members of a 
molecular army (such as Paris and Berlin). It is a world war since it involves 
all countries in the world but the term “war” is inappropriate because 
terrorism is a conflict with a peculiar nature, closer to civil war than a 
regular war. It is a civil war of low intensity that involves all the countries in 
the world. Molecular because it is based on persons waiting for instructions 
to attack and in part fought virtually using a computer network. A low 
intensity war that should be distinguished from cyberwar which falls in the 
area of digital espionage .

Terrorism is not a war since a war needs two enemies or at least two 
groups against each other that fight in a specific place with the aim of 
conquering or occupying a territory. The conflict begins with a declaration 
of war and to simplify concludes with a cease-fire and peace. The terrorist 
acts occur by surprise (the surprise factor is fundamental) and without 
declaration of war. The person responsible is not known beforehand but 
after the attack. This can come from civilians who declare themselves 
fighters, who attack other civilians and can take place in a part of the world 
different from the country target of the attack.

4. This terrorism is born in Muslim countries? Does this 
concern the Islamic religion?
It is a product of a structural and multiple social situation. As initially said, 
the structural reasons of terrorism begin with events started 30 years ago. 
Their origins began with extremist Islamic groups which were born in the 
80s after the invasion of Afghanistan by the Soviets. At that time, Al Qaeda 

5. What is the interest on behalf of the roads? Is there the 
possibility of governance?
The phenomenon regarding the mobility of people is part of the globalized 
world and is an integrated part of the historical period we are living. It 
appears inevitable that it will last for decades. It probably has entered a 
phase that due to the effect of inequalities and the economic difficulties 
worldwide, it is destined to increase and no one knows when an 
equilibrium will be found. It can be compared to the phenomenon of 
hydraulic filling of “communicating vessels” where the means are the 
important ways of communication and the fluid is not water but persons 
and the movement is the search for a better “welfare”. It is difficult to 
arrest it with physical barriers since the pressure can be contained but in 
any case remains and increases. In this same way receiving people without 
limits is a problem, in particular for transport.

Everyone (including terrorists) go on the road. Mobility of goods and 
people is an essential characteristic of our time and involves not only the 
routes of continental migration but also the rural areas and cities. In 
Europe, as well as in New York, the preferred location for terroristic 
events is the  city. A neighborhood of an important city such as Brussels 
has a central role as an incubator for potential terrorists. The city is 
capable of camouflaging the terrorist within inaccessible neighborhoods 
and within these walls the street and infrastructure are generally the main 
locations of this hybrid and asymmetrical  war whose target are common 
people using vehicles and trucks as instruments of distruction.

The problem is that the evolution of the relationship terrorism-mobility 
was once slow, while today it is rapid: there are planes, ships and roads that 
take you everywhere also with alternative routes. More than the road itself, 
what matters is that the roads are a transport infrastructure for vehicles. 
Since always, in underdeveloped countries and with strong 
social-political-religious tensions, the road has been the main target of 
criminal acts with or without the use of means of transport .  This risk now 
is of interest also to Europe, threatening places where the road crosses or 
passes near locations normally attended only by a small number of persons 
(refueling stations, bus, markets, malls, vehicles in queue, etc.) or crowded 
due to an extraordinary event. The road which is already a potential 
location for different types of criminal acts and illegal trafficking of various 

nature, can be the site of bad actions and the preferred means to attack 
galleries, bridges and viaducts. But we must consider as well malls, 
libraries and recently as in Paris, Berlin and Nice, also open spaces and 
concert locations.  The terrorist acts can involve means of transport 
(planes, metro, trucks and vehicles) not only as a target in itself but also as 
“weapons” to amplify the devastating effect of the act , especially if 
transporting dangerous goods.

We have to ask ourselves if one day in our company a similar event should 
occur as those occurred in other parts of the world what should we do. The 
rapidity of action in these cases is essential and involves operational 
personnel as well .

The recent criminal acts have stimulated the development of innovative 
solutions regarding control of vehicles and persons: facial recognition and 
video cameras on board vehicles key to security and increased 
performance in control centers. The problem is in acquiring a preventive 
attitude and be capable of reaction when faced with such events when place 
and time is unpredictable. On the road the event is unpredictable. There 
could be a bomb, or as we have seen a vehicle used as a bomb. It is 
considered an efficient means because capable of many victims since it can 
be directed by a suicidal person toward the target differently from a bomb 
placed in a certain location. It is meaningful that a headquarter of Daesh 
suggests to use a vehicle since it provokes more deaths, while the terrorist 
prefers hand weapons since faster . The roads can also accommodate other 
infrastructure such as telecommunication networks, optical fibre, 
electricity network, etc. Therefore roads can provoke a ripple effect, 
concentric circles or domino effect.

It is no coincidence that the investigative forces have passed from search 
of the perpetrators to prevention. “Understanding the continuity and 
discontinuity gives the possibility not to anticipate the future and predict 
possible attacks , but to predict the mechanisms at stake, far away from the 
emergencies and emotions of the moment”.
The latest attacks in Europe have demonstrated that the lines of 
penetration in central Europe travel across the Balkans and frequently 
pass through migrants. Presently we have witnessed that some of these 
migrants have received documents as refugees filling out an application 

1. What is the terrorism we are presently living ?
A universal definition of terrorism does not exist  and the novelty and the 
complexity of this form of  jihadist terrorism with respect to the traditional 
terrorism of the past, in particular in Italy  must be comprehended.

International terrorism, as we are experiencing, with attacks and threats 
toward the western world and Europe, begins with the destruction of the 
Twin Towers in New York on September 11 2001. This was planned 
by Osama Bin Laden, head of Al-Qaeda, Sunni Islamist paramilitary 
terrorist movement. Not many know that 2 days before, September 9, 
Ahmad Shah Massud, commander of the North Alliance  [2] Shiite was 
killed in Afghanistan by Sunni Talibans. Always by the hands of the 
Talibans, in March 2001, all of Buddha’s statues, more than 15 
centuries old and carved on the cliffs in the valley of  Bamiyan , were 
destroyed.

The religious fanaticism of the conflict between Sunnis and Shiites is 
therefore at the origin of the first acts of the so called “hybrid” and 
“asymmetric” war. It started at the beginning of the new millennium and is 
defined with these words since not fought on the field against a deployed 
enemy.

On September 22 2001, after that the USA accused the Talibans of 
protecting the perpetrators of the September 11 attack, the United Arab 

obtained is that of a banner of the black flag: “We are arriving…actually we 
are already here!”  In Kuwait a suicide attack, claimed by Daesh, takes place 
in a mosque during prayer, re-launching the conflict between Sunni and 
Shiites, upsetting the Middle East and the Gulf area countries allied with 
the coalition and supporters of the Caliph. Near Lyons in France, an 
industrial gas plant is attacked. This was a critical infrastructure with 
dangerous effects potential, also achieving the first decapitation on 
European soil.

In Tunisia, after the attack to the Bardo Museum on March 18 2015, to 
further strike tourism, a strategic sector for a Nation that wishes to be an 
alternative to the Caliphate, a number of tourists from a cruise ship were 
killed  while on land.

Previously, in France, there was the attack to “Charlie Hebdo” (January 
7 2015) followed by the attack in Paris of November 13 to the 
Bataclan theatre, when around 9.20 p.m. a terrorist blew himself up near 
gate “D” of the Stade de France during a National French team soccer 
game. After five minutes, another terrorist blew himself up near another 
entrance and in front of another restaurant. At the same time, in another 
neighborhood, other multiple coordinated attacks took place against 
clients of bars and pubs killing various persons.  After about twenty 
minutes, three men invaded the Bataclan theatre, shooting with machine 
guns at spectators, keeping some hostages and, upon the arrival of the 
special forces blew themselves up killing more than 90 persons. At the 
same time, another terrorist blew himself up, in the stadium area, rue de la 
Cokerie but without victims. At the end of the attacks there were 132 dead, 
433 injured, 7 terrorists dead.

After Paris, between August and October 2015, a few explosions 
destroyed two important mausoleums in the archeological site of Palmira, 
protected by Unesco. This was an indication of their intention to hit not 
only innocent civilians but the deep cultural values and symbols such as the 
roman archeology testimony of a rich and fascinating past.

The strategy used to shake the habits of the European citizens, raising 
concerns on the increasing possible targets and level of exposition of the 
people, develops thereafter striking against the urban mobility of Brussels. 

brought its actions to many parts of the world uniting political goals with 
religious preaching. Its role has become important in the Middle East 
relations with Syria but also with the Palestinian issue. The war in Iraq and 
the destruction of the regime of Saddam Hussein, used to “democratize” a 
country suspected  of helping terrorism (as in Libya to remove Gheddafi), 
has destabilized the political framework and in the end the western 
countries have produced more terrorism.

In this land of strong political and religious Daesh tension, is connected to 
Al Qaeda but distinguishes itself since it demands its own territory. Its 
activity began in Iraq and Syria in 2013. Its origins can be placed in 
sentiments of humiliation, sense of injustice, reactions against aggressions 
and search of an identity. They are a mix of culture and politics. This 
explains why religion is so present in this civil war worldwide. Since the 
authors have declared to be Muslims, one has the impression that it 
concerns revenge against the Christian world, but it is not a religious war .

It concerns individuals that enter this process for different personal 
reasons and in any case voluntarily. They come from different areas and 
often concerns isolated individuals in search of motivations and identity 
that is provided on internet across radical Muslim websites. Islam uses the 
moment of “radicalization” as its form of expression. Thus, an individual 
voluntarily and liberally becomes a terrorist. These young people are 
generally second or third generation  Muslims, that live between two 
worlds: the country of birth of their parents and the new nation where they 
are born but where they live with discomfort. They are not tied to a specific 
community or by a sentiment of belonging to a nation. They are isolated, in 
unstable social conditions and are concentrated (radicalized) in the search 
of themselves where they have nothing to lose. Therefore, education, the 
conditions of life in an urban habitat, the economic condition, social 
services, schooling and life in jails are all important factors of social nature 
but do not exclude other causes. Other pressures such as the economical 
type, not only idealistic or fake religious, complete the work.

Often on a journey in a war zone such as Syria they find motivations to 
become active terrorists for the good cause against the bad western 
countries, corrupt and anti-religious. Therefore, the young jihadists 
express a form of insane social and violent dissent which has little to do 

and travelling through Greece and the Balkans towards the north using 
money tranfers .   Small amounts of money can be collected during the 
journey and transferred serving to finance small activities: acquire 
weapons, hotel expenses and survival till reaching the destination. The 
investigations have brought to light that Anis Amri, author of the Berlin 
massacre, “had taken money from the trafficking of documents and that every 
attack was preceded by money movement through money transfers (…). 
Terrorist organizations are also criminal organizations. The Islamic state is a 
mafia state (…): the international drug traffic, that of hydrocarbons from Iraq, 
the migration trafficking. ISIS and mafia are similar” . It is a chain not 
traceable but leads to the final outcome of free movement and financing. 
This involves the logistic chain of international transport mainly by land 
and sea. This is why the transits are via the Balkans: from Afghanistan 
crossing Turkey, Albania, Romania and Kosovo. In this case we must think 
like a terrorist, “think terrorist”, a vision with a long timeline and a wide 
horizon is needed in order to be not only reactive but pro-active. In crisis 
management the change of ideas should be tackled.

6. Could Italy be involved in terrorist attacks? There is also a 
virtual terrorism, the cyber war.
Italy is not only a sensitive target, but due to its national role and its specific 
nature symbol of Christianity,  it has to face the danger of becoming a real 
target of possible attacks. The risks have a complex matrix and actually 
indecipherable: a threat that derives directly from Daesh through native 
and recruited elements. Possible raids from overseas, first of all Libya and 
also internally  to connect criminality with recruitment of armed cells. The 
Balkan route is a very hot channel for possible jihadist terrorist infiltration 
among migrants. Probably with the complicity of organized local mafia 
branching off at international level.
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before the Bataclan massacre of November 13 2015 and after, for the 
following months up, until the attacks in Brussels of March 22 2016.

As said, this concerns a terroristic phenomenon completely different with 
respect to Al-Qaeda, which found the western governments unprepared. 
In fact, this phenomenon is not under the control of the head of a criminal 
organization or originates from social factors such as exclusion, 
unemployment and decline. The new terrorism is activated at a worldwide 
level beginning with the diffusion through web messages, for recruitment 
and inducement to terrorist militancy.  The case of Salah is that of young 
children of Muslim families, second or third immigrant generations that 
are pushed toward illegal combat against any form of “western” life. There 
is no direct relation between the social tensions in the “ghetto” 
neighborhoods, the Islamic fundamentalism and illegal immigration. There 
is a general call via internet to carry out a criminal gesture resulting in 
numerous victims that can be answered by subjects willing to take action. 
There is an audience ready to accept this message and these new criminals 
can also be citizens of western countries, like Salah, or 
immigrants/migrants welcomed in these countries like Italy as in the case 
of Anis Amri , author of the Berlin massacre of last December 19. They 
find resources, suggestions, motivations and protection in the radical 
Sunni Middle Eastern religious area which after Al-Qaeda, today answers 
to ISIS or Daesh. Daesh is a self-proclaimed Islamic state based in the 
territories between Iraq and Siria. For Daesh international terrorism is 
part of their strategy to conquer territories in order to create a Nation for 
the more radical Sunni part of the Islamic world. The scenarios today are 
those of international geopolitics and of the new disloyal frontiers through 
web followed by Islamic fundamentalism. The new operating methods have 
to be taken into account, they assume different forms, hard to control, and 
based on the combined use of mobile phones and web to select and contact 
the subjects to recruit.    To contrast this form of terrorism today requires 
new instruments based on phone and data traffic control in the 
communication network, which by nature is global. Such control is in a few 
cases very difficult or impossible as in the cryptographic communication  
systems today available on internet. Parallel to the virtual element of the 
internet network there is the physical component: in Europe as in New 
York, the stage preferred for terrorist attacks is the city. A neighborhood  
in an important city such as Brussels has a main role as incubator of 

potential terrorists. The city is capable of camouflaging the terrorist within 
neighborhoods almost always inaccessible. The street and the 
infrastructure become the stage of a hybrid and asymmetric war where the 
target of the criminals are the common people also by using cars and 
trucks as instruments of destruction.

It is a war where the attacker is not a hostile nation, where there are no 
formal acts of beginning and end. There are no negotiations, cease-fires or 
fronts. It is completely different from traditional wars under the geographic 
profile, of the actors and of the aims. It is a world war that involves 
unilaterally the Islamic fundamentalism of Sunni root. Starting from a 
nation conquered on the battlefield, it fights, via web, culture differences 
and orientations of its own truth in every part of the world. It is not known 
if and when this unilateral war will end. At this time it is not predictable, 
considering the basic numerous historic-religious motivations and that 
differently from the past there is a State, the Caliphate. Thanks to internet 
there is the possibility to radiate the threat everywhere.

2. What is the Caliphate or ISIS or Daesh?
On June 29 2014 Abu Bakr al-Baghdadi proclaims himself caliph and 
the caliphate was born. That is, the Islamic state governing over a territory 
partly in Iraq and partly in Syria, also called ISIS (Islamic State of Iraq and 
al-Sham) o Daesh (al-Dawlah al-Islamyya fial-lraq wa-al-Sham)  [5]. The aim 
is to create a nation for the Sunni part (more radical) of the Islamic world 
The Islamic State pursues two parallel objectives of territorial expansion 
(physical) and communicative (virtual). It involves a very articulated 
organization that is not a defined traditional terrorist group since it strives 
to conquer a territory and uses terrorism as the instrument of a hybrid war. 
The terror, which hits infrastructure and populations, is the instrument to 
modify the order of the world. To do this, Daesh uses a communication 
network that serves for campaigning and recruiting.

Daesh officially goes out in the field on June 26 2015, on its first 
anniversary, despite it being a Friday, a sacred day for Islam and in the 
month of Ramadan. It is the so called “black Friday” and Daesh acts in a 
perfectly coordinated way: three attacks in the same day, in Kuwait, France 
and Tunisia. The only difference is the location and the target but identical 
in terms of impact towards the Nations and populations.  The result 

an extremely conflictual area and very dangerous since directly connected 
to the heart of Europe.

An example is what the German police discovered regarding the criminal 
acts of last July 18 and 24 2016. In the first case, an afghan refugee 
with an axe and knife assaulted Chinese passengers on a train to Wurzburg. 
The second case, a Syrian blew himself up in the plaza in Ansbach during a 
music festival. It is significant in the first case, the exchange of 
communication between the headquarters of the organization (a call 
center) and the attacker where discussions took place on which weapon to 
use and images of the location to attack were verified beforehand. 
Important to note that from the headquarter it is suggested to use a vehicle 
since it provokes more deaths while the terrorist prefers hand weapons 
since faster.

This makes us doubt that the criminal gesture of Berlin on last 
December 19 2016 was not a solitary act6  but was the result of this 
new terroristic phase where Daesh elaborates the data received on its sites 
utilizing key words such as “jihad”. It cross checks them with possible local 
targets and subsequently through safe forms of messaging (Telegram, 
Skype, Facebook, social network) provides instructions to the material 
executor of the attack. It uses operations manuals and instructions for 
manufacturing bombs and digital interactive maps capable of evidencing 
the targets, obstacles, video cameras and police force garrisons  . The 
monitoring of websites or internet forums centered on the 
religious-political situation of a few muslin states or the advertising on 
simple jihadist websites, remain crucial to prevent terrorist attacks.

3. Is it a new type of war? Is it World War III?
A new analysis framework is necessary to understand this new type of 
violence. Terrorism is a war and what type of war? Does it make sense to 
use the expression pronounced by Pope Francis “third world war”? 
In the last period we are witnessing two different facts: a local war in Syria 
and Libya against  a clear and identified enemy – ISIS or Daesh – and 
globalized terrorism through Al Qaeda, Daesh and other various groups 
with names like Boko, Haram, Agmi, etc. In the local war in Syria the 
armed forces of Iraq and the international coalition are re-conquering, in 
alternative phases, the ISIS territory with the aim of conquering the main 

cities and free themselves of the enemy in Iraq and Syria. There is no 
possibility to reach peace with Daesh, who refuses any form of dialogue and 
therefore the only solution is their elimination from that territory. Even if 
the international coalition succeeds in destroying Daesh this may be the 
end of the battle on the field but probably not the end of this terrorism in 
the world.

Daesh demands its territory and for this reason conducts a conventional 
war with an army that in these last years has attracted many foreign 
fighters  . Its ramifications attract terrorists that come from the Western 
countries and from the Middle East. They operate everywhere in the world 
(Ivory Coast, Turkey, Mali, France, Lebanon, Egypt, U.S.A., Nigeria, etc.). 
There are always less lone wolves and always more members of a 
molecular army (such as Paris and Berlin). It is a world war since it involves 
all countries in the world but the term “war” is inappropriate because 
terrorism is a conflict with a peculiar nature, closer to civil war than a 
regular war. It is a civil war of low intensity that involves all the countries in 
the world. Molecular because it is based on persons waiting for instructions 
to attack and in part fought virtually using a computer network. A low 
intensity war that should be distinguished from cyberwar which falls in the 
area of digital espionage .

Terrorism is not a war since a war needs two enemies or at least two 
groups against each other that fight in a specific place with the aim of 
conquering or occupying a territory. The conflict begins with a declaration 
of war and to simplify concludes with a cease-fire and peace. The terrorist 
acts occur by surprise (the surprise factor is fundamental) and without 
declaration of war. The person responsible is not known beforehand but 
after the attack. This can come from civilians who declare themselves 
fighters, who attack other civilians and can take place in a part of the world 
different from the country target of the attack.

4. This terrorism is born in Muslim countries? Does this 
concern the Islamic religion?
It is a product of a structural and multiple social situation. As initially said, 
the structural reasons of terrorism begin with events started 30 years ago. 
Their origins began with extremist Islamic groups which were born in the 
80s after the invasion of Afghanistan by the Soviets. At that time, Al Qaeda 

5. What is the interest on behalf of the roads? Is there the 
possibility of governance?
The phenomenon regarding the mobility of people is part of the globalized 
world and is an integrated part of the historical period we are living. It 
appears inevitable that it will last for decades. It probably has entered a 
phase that due to the effect of inequalities and the economic difficulties 
worldwide, it is destined to increase and no one knows when an 
equilibrium will be found. It can be compared to the phenomenon of 
hydraulic filling of “communicating vessels” where the means are the 
important ways of communication and the fluid is not water but persons 
and the movement is the search for a better “welfare”. It is difficult to 
arrest it with physical barriers since the pressure can be contained but in 
any case remains and increases. In this same way receiving people without 
limits is a problem, in particular for transport.

Everyone (including terrorists) go on the road. Mobility of goods and 
people is an essential characteristic of our time and involves not only the 
routes of continental migration but also the rural areas and cities. In 
Europe, as well as in New York, the preferred location for terroristic 
events is the  city. A neighborhood of an important city such as Brussels 
has a central role as an incubator for potential terrorists. The city is 
capable of camouflaging the terrorist within inaccessible neighborhoods 
and within these walls the street and infrastructure are generally the main 
locations of this hybrid and asymmetrical  war whose target are common 
people using vehicles and trucks as instruments of distruction.

The problem is that the evolution of the relationship terrorism-mobility 
was once slow, while today it is rapid: there are planes, ships and roads that 
take you everywhere also with alternative routes. More than the road itself, 
what matters is that the roads are a transport infrastructure for vehicles. 
Since always, in underdeveloped countries and with strong 
social-political-religious tensions, the road has been the main target of 
criminal acts with or without the use of means of transport .  This risk now 
is of interest also to Europe, threatening places where the road crosses or 
passes near locations normally attended only by a small number of persons 
(refueling stations, bus, markets, malls, vehicles in queue, etc.) or crowded 
due to an extraordinary event. The road which is already a potential 
location for different types of criminal acts and illegal trafficking of various 

nature, can be the site of bad actions and the preferred means to attack 
galleries, bridges and viaducts. But we must consider as well malls, 
libraries and recently as in Paris, Berlin and Nice, also open spaces and 
concert locations.  The terrorist acts can involve means of transport 
(planes, metro, trucks and vehicles) not only as a target in itself but also as 
“weapons” to amplify the devastating effect of the act , especially if 
transporting dangerous goods.

We have to ask ourselves if one day in our company a similar event should 
occur as those occurred in other parts of the world what should we do. The 
rapidity of action in these cases is essential and involves operational 
personnel as well .

The recent criminal acts have stimulated the development of innovative 
solutions regarding control of vehicles and persons: facial recognition and 
video cameras on board vehicles key to security and increased 
performance in control centers. The problem is in acquiring a preventive 
attitude and be capable of reaction when faced with such events when place 
and time is unpredictable. On the road the event is unpredictable. There 
could be a bomb, or as we have seen a vehicle used as a bomb. It is 
considered an efficient means because capable of many victims since it can 
be directed by a suicidal person toward the target differently from a bomb 
placed in a certain location. It is meaningful that a headquarter of Daesh 
suggests to use a vehicle since it provokes more deaths, while the terrorist 
prefers hand weapons since faster . The roads can also accommodate other 
infrastructure such as telecommunication networks, optical fibre, 
electricity network, etc. Therefore roads can provoke a ripple effect, 
concentric circles or domino effect.

It is no coincidence that the investigative forces have passed from search 
of the perpetrators to prevention. “Understanding the continuity and 
discontinuity gives the possibility not to anticipate the future and predict 
possible attacks , but to predict the mechanisms at stake, far away from the 
emergencies and emotions of the moment”.
The latest attacks in Europe have demonstrated that the lines of 
penetration in central Europe travel across the Balkans and frequently 
pass through migrants. Presently we have witnessed that some of these 
migrants have received documents as refugees filling out an application 

1. What is the terrorism we are presently living ?
A universal definition of terrorism does not exist  and the novelty and the 
complexity of this form of  jihadist terrorism with respect to the traditional 
terrorism of the past, in particular in Italy  must be comprehended.

International terrorism, as we are experiencing, with attacks and threats 
toward the western world and Europe, begins with the destruction of the 
Twin Towers in New York on September 11 2001. This was planned 
by Osama Bin Laden, head of Al-Qaeda, Sunni Islamist paramilitary 
terrorist movement. Not many know that 2 days before, September 9, 
Ahmad Shah Massud, commander of the North Alliance  [2] Shiite was 
killed in Afghanistan by Sunni Talibans. Always by the hands of the 
Talibans, in March 2001, all of Buddha’s statues, more than 15 
centuries old and carved on the cliffs in the valley of  Bamiyan , were 
destroyed.

The religious fanaticism of the conflict between Sunnis and Shiites is 
therefore at the origin of the first acts of the so called “hybrid” and 
“asymmetric” war. It started at the beginning of the new millennium and is 
defined with these words since not fought on the field against a deployed 
enemy.

On September 22 2001, after that the USA accused the Talibans of 
protecting the perpetrators of the September 11 attack, the United Arab 
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obtained is that of a banner of the black flag: “We are arriving…actually we 
are already here!”  In Kuwait a suicide attack, claimed by Daesh, takes place 
in a mosque during prayer, re-launching the conflict between Sunni and 
Shiites, upsetting the Middle East and the Gulf area countries allied with 
the coalition and supporters of the Caliph. Near Lyons in France, an 
industrial gas plant is attacked. This was a critical infrastructure with 
dangerous effects potential, also achieving the first decapitation on 
European soil.

In Tunisia, after the attack to the Bardo Museum on March 18 2015, to 
further strike tourism, a strategic sector for a Nation that wishes to be an 
alternative to the Caliphate, a number of tourists from a cruise ship were 
killed  while on land.

Previously, in France, there was the attack to “Charlie Hebdo” (January 
7 2015) followed by the attack in Paris of November 13 to the 
Bataclan theatre, when around 9.20 p.m. a terrorist blew himself up near 
gate “D” of the Stade de France during a National French team soccer 
game. After five minutes, another terrorist blew himself up near another 
entrance and in front of another restaurant. At the same time, in another 
neighborhood, other multiple coordinated attacks took place against 
clients of bars and pubs killing various persons.  After about twenty 
minutes, three men invaded the Bataclan theatre, shooting with machine 
guns at spectators, keeping some hostages and, upon the arrival of the 
special forces blew themselves up killing more than 90 persons. At the 
same time, another terrorist blew himself up, in the stadium area, rue de la 
Cokerie but without victims. At the end of the attacks there were 132 dead, 
433 injured, 7 terrorists dead.

After Paris, between August and October 2015, a few explosions 
destroyed two important mausoleums in the archeological site of Palmira, 
protected by Unesco. This was an indication of their intention to hit not 
only innocent civilians but the deep cultural values and symbols such as the 
roman archeology testimony of a rich and fascinating past.

The strategy used to shake the habits of the European citizens, raising 
concerns on the increasing possible targets and level of exposition of the 
people, develops thereafter striking against the urban mobility of Brussels. 

This, following the attack on the cultural and entertainment part of the city 
of Paris.

On March 22 2016, after the capture of Salah Abdeslam which 
occurred on March 18 2016, Daesh attacks Brussels. The target of 
these attacks are Zaventem airport, not protected in the check-in access 
points and the Metro station of Maelbeek in the city center. This, at 100 
meters distance from the Charlemagne building, symbol of the European 
Union. The victims were 32 from 13 different countries.

Foreign fighter, homegrown, lone actor. These are the key words of the 
Daesh strategy that consists in multiple and diverse actions on various 
fronts. The organization proves that it has a good central organization 
level. The terrorist have a good instruction level  and they also have an 
efficient military organization. But the innovation is its global capacity to 
reach men ready to attack anywhere in the world in a flexible manner by 
taking advantage of a western social fabric of society often unprepared and 
defenseless.  It should be noted that the birth of the Sunni nation 
represents a major attraction for many second and third generation 
Muslims residing in Europe. Some apparently integrated, others at the 
margin of western social life. They use recruitment in the Daesh military in 
Syria and Iraq to fulfill their fundamentalism. The innovation of hybrid war 
and the new model for terrorism are composed of the army on field, to 
conquer a precise territory between Syria and Iraq and Libya as well. From 
this territory emerge terrorists that are veterans of other conflicts, known 
as foreign fighters and used for attacks in various countries.

In addition there is a strong communication /advertising campaign on the 
media . The experience acquired in the military field constitute an ulterior 
element of threat reflecting overseas when the foreign fighters return to 
the western countries of origin. At the same time homegrown terrorists 
can be activated either individually or in micro-cells and pick up the 
invitation launched by jihadist groups or from the Islamic State to take 
action in criminal acts in that Nation or in another. No more homemade 
video messages but real media campaigns able to reach “who is ready for a 
holy war and is awaiting to attack”: by the central organization intercepts 
these types of persons anywhere, directing them towards precise targets. 
Daesh, in this way, has encouraged and stirred up the jihad in the Balkans, 

brought its actions to many parts of the world uniting political goals with 
religious preaching. Its role has become important in the Middle East 
relations with Syria but also with the Palestinian issue. The war in Iraq and 
the destruction of the regime of Saddam Hussein, used to “democratize” a 
country suspected  of helping terrorism (as in Libya to remove Gheddafi), 
has destabilized the political framework and in the end the western 
countries have produced more terrorism.

In this land of strong political and religious Daesh tension, is connected to 
Al Qaeda but distinguishes itself since it demands its own territory. Its 
activity began in Iraq and Syria in 2013. Its origins can be placed in 
sentiments of humiliation, sense of injustice, reactions against aggressions 
and search of an identity. They are a mix of culture and politics. This 
explains why religion is so present in this civil war worldwide. Since the 
authors have declared to be Muslims, one has the impression that it 
concerns revenge against the Christian world, but it is not a religious war .

It concerns individuals that enter this process for different personal 
reasons and in any case voluntarily. They come from different areas and 
often concerns isolated individuals in search of motivations and identity 
that is provided on internet across radical Muslim websites. Islam uses the 
moment of “radicalization” as its form of expression. Thus, an individual 
voluntarily and liberally becomes a terrorist. These young people are 
generally second or third generation  Muslims, that live between two 
worlds: the country of birth of their parents and the new nation where they 
are born but where they live with discomfort. They are not tied to a specific 
community or by a sentiment of belonging to a nation. They are isolated, in 
unstable social conditions and are concentrated (radicalized) in the search 
of themselves where they have nothing to lose. Therefore, education, the 
conditions of life in an urban habitat, the economic condition, social 
services, schooling and life in jails are all important factors of social nature 
but do not exclude other causes. Other pressures such as the economical 
type, not only idealistic or fake religious, complete the work.

Often on a journey in a war zone such as Syria they find motivations to 
become active terrorists for the good cause against the bad western 
countries, corrupt and anti-religious. Therefore, the young jihadists 
express a form of insane social and violent dissent which has little to do 

and travelling through Greece and the Balkans towards the north using 
money tranfers .   Small amounts of money can be collected during the 
journey and transferred serving to finance small activities: acquire 
weapons, hotel expenses and survival till reaching the destination. The 
investigations have brought to light that Anis Amri, author of the Berlin 
massacre, “had taken money from the trafficking of documents and that every 
attack was preceded by money movement through money transfers (…). 
Terrorist organizations are also criminal organizations. The Islamic state is a 
mafia state (…): the international drug traffic, that of hydrocarbons from Iraq, 
the migration trafficking. ISIS and mafia are similar” . It is a chain not 
traceable but leads to the final outcome of free movement and financing. 
This involves the logistic chain of international transport mainly by land 
and sea. This is why the transits are via the Balkans: from Afghanistan 
crossing Turkey, Albania, Romania and Kosovo. In this case we must think 
like a terrorist, “think terrorist”, a vision with a long timeline and a wide 
horizon is needed in order to be not only reactive but pro-active. In crisis 
management the change of ideas should be tackled.

6. Could Italy be involved in terrorist attacks? There is also a 
virtual terrorism, the cyber war.
Italy is not only a sensitive target, but due to its national role and its specific 
nature symbol of Christianity,  it has to face the danger of becoming a real 
target of possible attacks. The risks have a complex matrix and actually 
indecipherable: a threat that derives directly from Daesh through native 
and recruited elements. Possible raids from overseas, first of all Libya and 
also internally  to connect criminality with recruitment of armed cells. The 
Balkan route is a very hot channel for possible jihadist terrorist infiltration 
among migrants. Probably with the complicity of organized local mafia 
branching off at international level.
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before the Bataclan massacre of November 13 2015 and after, for the 
following months up, until the attacks in Brussels of March 22 2016.

As said, this concerns a terroristic phenomenon completely different with 
respect to Al-Qaeda, which found the western governments unprepared. 
In fact, this phenomenon is not under the control of the head of a criminal 
organization or originates from social factors such as exclusion, 
unemployment and decline. The new terrorism is activated at a worldwide 
level beginning with the diffusion through web messages, for recruitment 
and inducement to terrorist militancy.  The case of Salah is that of young 
children of Muslim families, second or third immigrant generations that 
are pushed toward illegal combat against any form of “western” life. There 
is no direct relation between the social tensions in the “ghetto” 
neighborhoods, the Islamic fundamentalism and illegal immigration. There 
is a general call via internet to carry out a criminal gesture resulting in 
numerous victims that can be answered by subjects willing to take action. 
There is an audience ready to accept this message and these new criminals 
can also be citizens of western countries, like Salah, or 
immigrants/migrants welcomed in these countries like Italy as in the case 
of Anis Amri , author of the Berlin massacre of last December 19. They 
find resources, suggestions, motivations and protection in the radical 
Sunni Middle Eastern religious area which after Al-Qaeda, today answers 
to ISIS or Daesh. Daesh is a self-proclaimed Islamic state based in the 
territories between Iraq and Siria. For Daesh international terrorism is 
part of their strategy to conquer territories in order to create a Nation for 
the more radical Sunni part of the Islamic world. The scenarios today are 
those of international geopolitics and of the new disloyal frontiers through 
web followed by Islamic fundamentalism. The new operating methods have 
to be taken into account, they assume different forms, hard to control, and 
based on the combined use of mobile phones and web to select and contact 
the subjects to recruit.    To contrast this form of terrorism today requires 
new instruments based on phone and data traffic control in the 
communication network, which by nature is global. Such control is in a few 
cases very difficult or impossible as in the cryptographic communication  
systems today available on internet. Parallel to the virtual element of the 
internet network there is the physical component: in Europe as in New 
York, the stage preferred for terrorist attacks is the city. A neighborhood  
in an important city such as Brussels has a main role as incubator of 

potential terrorists. The city is capable of camouflaging the terrorist within 
neighborhoods almost always inaccessible. The street and the 
infrastructure become the stage of a hybrid and asymmetric war where the 
target of the criminals are the common people also by using cars and 
trucks as instruments of destruction.

It is a war where the attacker is not a hostile nation, where there are no 
formal acts of beginning and end. There are no negotiations, cease-fires or 
fronts. It is completely different from traditional wars under the geographic 
profile, of the actors and of the aims. It is a world war that involves 
unilaterally the Islamic fundamentalism of Sunni root. Starting from a 
nation conquered on the battlefield, it fights, via web, culture differences 
and orientations of its own truth in every part of the world. It is not known 
if and when this unilateral war will end. At this time it is not predictable, 
considering the basic numerous historic-religious motivations and that 
differently from the past there is a State, the Caliphate. Thanks to internet 
there is the possibility to radiate the threat everywhere.

2. What is the Caliphate or ISIS or Daesh?
On June 29 2014 Abu Bakr al-Baghdadi proclaims himself caliph and 
the caliphate was born. That is, the Islamic state governing over a territory 
partly in Iraq and partly in Syria, also called ISIS (Islamic State of Iraq and 
al-Sham) o Daesh (al-Dawlah al-Islamyya fial-lraq wa-al-Sham)  [5]. The aim 
is to create a nation for the Sunni part (more radical) of the Islamic world 
The Islamic State pursues two parallel objectives of territorial expansion 
(physical) and communicative (virtual). It involves a very articulated 
organization that is not a defined traditional terrorist group since it strives 
to conquer a territory and uses terrorism as the instrument of a hybrid war. 
The terror, which hits infrastructure and populations, is the instrument to 
modify the order of the world. To do this, Daesh uses a communication 
network that serves for campaigning and recruiting.

Daesh officially goes out in the field on June 26 2015, on its first 
anniversary, despite it being a Friday, a sacred day for Islam and in the 
month of Ramadan. It is the so called “black Friday” and Daesh acts in a 
perfectly coordinated way: three attacks in the same day, in Kuwait, France 
and Tunisia. The only difference is the location and the target but identical 
in terms of impact towards the Nations and populations.  The result 
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an extremely conflictual area and very dangerous since directly connected 
to the heart of Europe.

An example is what the German police discovered regarding the criminal 
acts of last July 18 and 24 2016. In the first case, an afghan refugee 
with an axe and knife assaulted Chinese passengers on a train to Wurzburg. 
The second case, a Syrian blew himself up in the plaza in Ansbach during a 
music festival. It is significant in the first case, the exchange of 
communication between the headquarters of the organization (a call 
center) and the attacker where discussions took place on which weapon to 
use and images of the location to attack were verified beforehand. 
Important to note that from the headquarter it is suggested to use a vehicle 
since it provokes more deaths while the terrorist prefers hand weapons 
since faster.

This makes us doubt that the criminal gesture of Berlin on last 
December 19 2016 was not a solitary act6  but was the result of this 
new terroristic phase where Daesh elaborates the data received on its sites 
utilizing key words such as “jihad”. It cross checks them with possible local 
targets and subsequently through safe forms of messaging (Telegram, 
Skype, Facebook, social network) provides instructions to the material 
executor of the attack. It uses operations manuals and instructions for 
manufacturing bombs and digital interactive maps capable of evidencing 
the targets, obstacles, video cameras and police force garrisons  . The 
monitoring of websites or internet forums centered on the 
religious-political situation of a few muslin states or the advertising on 
simple jihadist websites, remain crucial to prevent terrorist attacks.

3. Is it a new type of war? Is it World War III?
A new analysis framework is necessary to understand this new type of 
violence. Terrorism is a war and what type of war? Does it make sense to 
use the expression pronounced by Pope Francis “third world war”? 
In the last period we are witnessing two different facts: a local war in Syria 
and Libya against  a clear and identified enemy – ISIS or Daesh – and 
globalized terrorism through Al Qaeda, Daesh and other various groups 
with names like Boko, Haram, Agmi, etc. In the local war in Syria the 
armed forces of Iraq and the international coalition are re-conquering, in 
alternative phases, the ISIS territory with the aim of conquering the main 

cities and free themselves of the enemy in Iraq and Syria. There is no 
possibility to reach peace with Daesh, who refuses any form of dialogue and 
therefore the only solution is their elimination from that territory. Even if 
the international coalition succeeds in destroying Daesh this may be the 
end of the battle on the field but probably not the end of this terrorism in 
the world.

Daesh demands its territory and for this reason conducts a conventional 
war with an army that in these last years has attracted many foreign 
fighters  . Its ramifications attract terrorists that come from the Western 
countries and from the Middle East. They operate everywhere in the world 
(Ivory Coast, Turkey, Mali, France, Lebanon, Egypt, U.S.A., Nigeria, etc.). 
There are always less lone wolves and always more members of a 
molecular army (such as Paris and Berlin). It is a world war since it involves 
all countries in the world but the term “war” is inappropriate because 
terrorism is a conflict with a peculiar nature, closer to civil war than a 
regular war. It is a civil war of low intensity that involves all the countries in 
the world. Molecular because it is based on persons waiting for instructions 
to attack and in part fought virtually using a computer network. A low 
intensity war that should be distinguished from cyberwar which falls in the 
area of digital espionage .

Terrorism is not a war since a war needs two enemies or at least two 
groups against each other that fight in a specific place with the aim of 
conquering or occupying a territory. The conflict begins with a declaration 
of war and to simplify concludes with a cease-fire and peace. The terrorist 
acts occur by surprise (the surprise factor is fundamental) and without 
declaration of war. The person responsible is not known beforehand but 
after the attack. This can come from civilians who declare themselves 
fighters, who attack other civilians and can take place in a part of the world 
different from the country target of the attack.

4. This terrorism is born in Muslim countries? Does this 
concern the Islamic religion?
It is a product of a structural and multiple social situation. As initially said, 
the structural reasons of terrorism begin with events started 30 years ago. 
Their origins began with extremist Islamic groups which were born in the 
80s after the invasion of Afghanistan by the Soviets. At that time, Al Qaeda 

5. What is the interest on behalf of the roads? Is there the 
possibility of governance?
The phenomenon regarding the mobility of people is part of the globalized 
world and is an integrated part of the historical period we are living. It 
appears inevitable that it will last for decades. It probably has entered a 
phase that due to the effect of inequalities and the economic difficulties 
worldwide, it is destined to increase and no one knows when an 
equilibrium will be found. It can be compared to the phenomenon of 
hydraulic filling of “communicating vessels” where the means are the 
important ways of communication and the fluid is not water but persons 
and the movement is the search for a better “welfare”. It is difficult to 
arrest it with physical barriers since the pressure can be contained but in 
any case remains and increases. In this same way receiving people without 
limits is a problem, in particular for transport.

Everyone (including terrorists) go on the road. Mobility of goods and 
people is an essential characteristic of our time and involves not only the 
routes of continental migration but also the rural areas and cities. In 
Europe, as well as in New York, the preferred location for terroristic 
events is the  city. A neighborhood of an important city such as Brussels 
has a central role as an incubator for potential terrorists. The city is 
capable of camouflaging the terrorist within inaccessible neighborhoods 
and within these walls the street and infrastructure are generally the main 
locations of this hybrid and asymmetrical  war whose target are common 
people using vehicles and trucks as instruments of distruction.

The problem is that the evolution of the relationship terrorism-mobility 
was once slow, while today it is rapid: there are planes, ships and roads that 
take you everywhere also with alternative routes. More than the road itself, 
what matters is that the roads are a transport infrastructure for vehicles. 
Since always, in underdeveloped countries and with strong 
social-political-religious tensions, the road has been the main target of 
criminal acts with or without the use of means of transport .  This risk now 
is of interest also to Europe, threatening places where the road crosses or 
passes near locations normally attended only by a small number of persons 
(refueling stations, bus, markets, malls, vehicles in queue, etc.) or crowded 
due to an extraordinary event. The road which is already a potential 
location for different types of criminal acts and illegal trafficking of various 

nature, can be the site of bad actions and the preferred means to attack 
galleries, bridges and viaducts. But we must consider as well malls, 
libraries and recently as in Paris, Berlin and Nice, also open spaces and 
concert locations.  The terrorist acts can involve means of transport 
(planes, metro, trucks and vehicles) not only as a target in itself but also as 
“weapons” to amplify the devastating effect of the act , especially if 
transporting dangerous goods.

We have to ask ourselves if one day in our company a similar event should 
occur as those occurred in other parts of the world what should we do. The 
rapidity of action in these cases is essential and involves operational 
personnel as well .

The recent criminal acts have stimulated the development of innovative 
solutions regarding control of vehicles and persons: facial recognition and 
video cameras on board vehicles key to security and increased 
performance in control centers. The problem is in acquiring a preventive 
attitude and be capable of reaction when faced with such events when place 
and time is unpredictable. On the road the event is unpredictable. There 
could be a bomb, or as we have seen a vehicle used as a bomb. It is 
considered an efficient means because capable of many victims since it can 
be directed by a suicidal person toward the target differently from a bomb 
placed in a certain location. It is meaningful that a headquarter of Daesh 
suggests to use a vehicle since it provokes more deaths, while the terrorist 
prefers hand weapons since faster . The roads can also accommodate other 
infrastructure such as telecommunication networks, optical fibre, 
electricity network, etc. Therefore roads can provoke a ripple effect, 
concentric circles or domino effect.

It is no coincidence that the investigative forces have passed from search 
of the perpetrators to prevention. “Understanding the continuity and 
discontinuity gives the possibility not to anticipate the future and predict 
possible attacks , but to predict the mechanisms at stake, far away from the 
emergencies and emotions of the moment”.
The latest attacks in Europe have demonstrated that the lines of 
penetration in central Europe travel across the Balkans and frequently 
pass through migrants. Presently we have witnessed that some of these 
migrants have received documents as refugees filling out an application 

1. What is the terrorism we are presently living ?
A universal definition of terrorism does not exist  and the novelty and the 
complexity of this form of  jihadist terrorism with respect to the traditional 
terrorism of the past, in particular in Italy  must be comprehended.

International terrorism, as we are experiencing, with attacks and threats 
toward the western world and Europe, begins with the destruction of the 
Twin Towers in New York on September 11 2001. This was planned 
by Osama Bin Laden, head of Al-Qaeda, Sunni Islamist paramilitary 
terrorist movement. Not many know that 2 days before, September 9, 
Ahmad Shah Massud, commander of the North Alliance  [2] Shiite was 
killed in Afghanistan by Sunni Talibans. Always by the hands of the 
Talibans, in March 2001, all of Buddha’s statues, more than 15 
centuries old and carved on the cliffs in the valley of  Bamiyan , were 
destroyed.

The religious fanaticism of the conflict between Sunnis and Shiites is 
therefore at the origin of the first acts of the so called “hybrid” and 
“asymmetric” war. It started at the beginning of the new millennium and is 
defined with these words since not fought on the field against a deployed 
enemy.

On September 22 2001, after that the USA accused the Talibans of 
protecting the perpetrators of the September 11 attack, the United Arab 

obtained is that of a banner of the black flag: “We are arriving…actually we 
are already here!”  In Kuwait a suicide attack, claimed by Daesh, takes place 
in a mosque during prayer, re-launching the conflict between Sunni and 
Shiites, upsetting the Middle East and the Gulf area countries allied with 
the coalition and supporters of the Caliph. Near Lyons in France, an 
industrial gas plant is attacked. This was a critical infrastructure with 
dangerous effects potential, also achieving the first decapitation on 
European soil.

In Tunisia, after the attack to the Bardo Museum on March 18 2015, to 
further strike tourism, a strategic sector for a Nation that wishes to be an 
alternative to the Caliphate, a number of tourists from a cruise ship were 
killed  while on land.

Previously, in France, there was the attack to “Charlie Hebdo” (January 
7 2015) followed by the attack in Paris of November 13 to the 
Bataclan theatre, when around 9.20 p.m. a terrorist blew himself up near 
gate “D” of the Stade de France during a National French team soccer 
game. After five minutes, another terrorist blew himself up near another 
entrance and in front of another restaurant. At the same time, in another 
neighborhood, other multiple coordinated attacks took place against 
clients of bars and pubs killing various persons.  After about twenty 
minutes, three men invaded the Bataclan theatre, shooting with machine 
guns at spectators, keeping some hostages and, upon the arrival of the 
special forces blew themselves up killing more than 90 persons. At the 
same time, another terrorist blew himself up, in the stadium area, rue de la 
Cokerie but without victims. At the end of the attacks there were 132 dead, 
433 injured, 7 terrorists dead.

After Paris, between August and October 2015, a few explosions 
destroyed two important mausoleums in the archeological site of Palmira, 
protected by Unesco. This was an indication of their intention to hit not 
only innocent civilians but the deep cultural values and symbols such as the 
roman archeology testimony of a rich and fascinating past.

The strategy used to shake the habits of the European citizens, raising 
concerns on the increasing possible targets and level of exposition of the 
people, develops thereafter striking against the urban mobility of Brussels. 

brought its actions to many parts of the world uniting political goals with 
religious preaching. Its role has become important in the Middle East 
relations with Syria but also with the Palestinian issue. The war in Iraq and 
the destruction of the regime of Saddam Hussein, used to “democratize” a 
country suspected  of helping terrorism (as in Libya to remove Gheddafi), 
has destabilized the political framework and in the end the western 
countries have produced more terrorism.

In this land of strong political and religious Daesh tension, is connected to 
Al Qaeda but distinguishes itself since it demands its own territory. Its 
activity began in Iraq and Syria in 2013. Its origins can be placed in 
sentiments of humiliation, sense of injustice, reactions against aggressions 
and search of an identity. They are a mix of culture and politics. This 
explains why religion is so present in this civil war worldwide. Since the 
authors have declared to be Muslims, one has the impression that it 
concerns revenge against the Christian world, but it is not a religious war .

It concerns individuals that enter this process for different personal 
reasons and in any case voluntarily. They come from different areas and 
often concerns isolated individuals in search of motivations and identity 
that is provided on internet across radical Muslim websites. Islam uses the 
moment of “radicalization” as its form of expression. Thus, an individual 
voluntarily and liberally becomes a terrorist. These young people are 
generally second or third generation  Muslims, that live between two 
worlds: the country of birth of their parents and the new nation where they 
are born but where they live with discomfort. They are not tied to a specific 
community or by a sentiment of belonging to a nation. They are isolated, in 
unstable social conditions and are concentrated (radicalized) in the search 
of themselves where they have nothing to lose. Therefore, education, the 
conditions of life in an urban habitat, the economic condition, social 
services, schooling and life in jails are all important factors of social nature 
but do not exclude other causes. Other pressures such as the economical 
type, not only idealistic or fake religious, complete the work.

Often on a journey in a war zone such as Syria they find motivations to 
become active terrorists for the good cause against the bad western 
countries, corrupt and anti-religious. Therefore, the young jihadists 
express a form of insane social and violent dissent which has little to do 

and travelling through Greece and the Balkans towards the north using 
money tranfers .   Small amounts of money can be collected during the 
journey and transferred serving to finance small activities: acquire 
weapons, hotel expenses and survival till reaching the destination. The 
investigations have brought to light that Anis Amri, author of the Berlin 
massacre, “had taken money from the trafficking of documents and that every 
attack was preceded by money movement through money transfers (…). 
Terrorist organizations are also criminal organizations. The Islamic state is a 
mafia state (…): the international drug traffic, that of hydrocarbons from Iraq, 
the migration trafficking. ISIS and mafia are similar” . It is a chain not 
traceable but leads to the final outcome of free movement and financing. 
This involves the logistic chain of international transport mainly by land 
and sea. This is why the transits are via the Balkans: from Afghanistan 
crossing Turkey, Albania, Romania and Kosovo. In this case we must think 
like a terrorist, “think terrorist”, a vision with a long timeline and a wide 
horizon is needed in order to be not only reactive but pro-active. In crisis 
management the change of ideas should be tackled.

6. Could Italy be involved in terrorist attacks? There is also a 
virtual terrorism, the cyber war.
Italy is not only a sensitive target, but due to its national role and its specific 
nature symbol of Christianity,  it has to face the danger of becoming a real 
target of possible attacks. The risks have a complex matrix and actually 
indecipherable: a threat that derives directly from Daesh through native 
and recruited elements. Possible raids from overseas, first of all Libya and 
also internally  to connect criminality with recruitment of armed cells. The 
Balkan route is a very hot channel for possible jihadist terrorist infiltration 
among migrants. Probably with the complicity of organized local mafia 
branching off at international level.
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before the Bataclan massacre of November 13 2015 and after, for the 
following months up, until the attacks in Brussels of March 22 2016.

As said, this concerns a terroristic phenomenon completely different with 
respect to Al-Qaeda, which found the western governments unprepared. 
In fact, this phenomenon is not under the control of the head of a criminal 
organization or originates from social factors such as exclusion, 
unemployment and decline. The new terrorism is activated at a worldwide 
level beginning with the diffusion through web messages, for recruitment 
and inducement to terrorist militancy.  The case of Salah is that of young 
children of Muslim families, second or third immigrant generations that 
are pushed toward illegal combat against any form of “western” life. There 
is no direct relation between the social tensions in the “ghetto” 
neighborhoods, the Islamic fundamentalism and illegal immigration. There 
is a general call via internet to carry out a criminal gesture resulting in 
numerous victims that can be answered by subjects willing to take action. 
There is an audience ready to accept this message and these new criminals 
can also be citizens of western countries, like Salah, or 
immigrants/migrants welcomed in these countries like Italy as in the case 
of Anis Amri , author of the Berlin massacre of last December 19. They 
find resources, suggestions, motivations and protection in the radical 
Sunni Middle Eastern religious area which after Al-Qaeda, today answers 
to ISIS or Daesh. Daesh is a self-proclaimed Islamic state based in the 
territories between Iraq and Siria. For Daesh international terrorism is 
part of their strategy to conquer territories in order to create a Nation for 
the more radical Sunni part of the Islamic world. The scenarios today are 
those of international geopolitics and of the new disloyal frontiers through 
web followed by Islamic fundamentalism. The new operating methods have 
to be taken into account, they assume different forms, hard to control, and 
based on the combined use of mobile phones and web to select and contact 
the subjects to recruit.    To contrast this form of terrorism today requires 
new instruments based on phone and data traffic control in the 
communication network, which by nature is global. Such control is in a few 
cases very difficult or impossible as in the cryptographic communication  
systems today available on internet. Parallel to the virtual element of the 
internet network there is the physical component: in Europe as in New 
York, the stage preferred for terrorist attacks is the city. A neighborhood  
in an important city such as Brussels has a main role as incubator of 

potential terrorists. The city is capable of camouflaging the terrorist within 
neighborhoods almost always inaccessible. The street and the 
infrastructure become the stage of a hybrid and asymmetric war where the 
target of the criminals are the common people also by using cars and 
trucks as instruments of destruction.

It is a war where the attacker is not a hostile nation, where there are no 
formal acts of beginning and end. There are no negotiations, cease-fires or 
fronts. It is completely different from traditional wars under the geographic 
profile, of the actors and of the aims. It is a world war that involves 
unilaterally the Islamic fundamentalism of Sunni root. Starting from a 
nation conquered on the battlefield, it fights, via web, culture differences 
and orientations of its own truth in every part of the world. It is not known 
if and when this unilateral war will end. At this time it is not predictable, 
considering the basic numerous historic-religious motivations and that 
differently from the past there is a State, the Caliphate. Thanks to internet 
there is the possibility to radiate the threat everywhere.

2. What is the Caliphate or ISIS or Daesh?
On June 29 2014 Abu Bakr al-Baghdadi proclaims himself caliph and 
the caliphate was born. That is, the Islamic state governing over a territory 
partly in Iraq and partly in Syria, also called ISIS (Islamic State of Iraq and 
al-Sham) o Daesh (al-Dawlah al-Islamyya fial-lraq wa-al-Sham)  [5]. The aim 
is to create a nation for the Sunni part (more radical) of the Islamic world 
The Islamic State pursues two parallel objectives of territorial expansion 
(physical) and communicative (virtual). It involves a very articulated 
organization that is not a defined traditional terrorist group since it strives 
to conquer a territory and uses terrorism as the instrument of a hybrid war. 
The terror, which hits infrastructure and populations, is the instrument to 
modify the order of the world. To do this, Daesh uses a communication 
network that serves for campaigning and recruiting.

Daesh officially goes out in the field on June 26 2015, on its first 
anniversary, despite it being a Friday, a sacred day for Islam and in the 
month of Ramadan. It is the so called “black Friday” and Daesh acts in a 
perfectly coordinated way: three attacks in the same day, in Kuwait, France 
and Tunisia. The only difference is the location and the target but identical 
in terms of impact towards the Nations and populations.  The result 

an extremely conflictual area and very dangerous since directly connected 
to the heart of Europe.

An example is what the German police discovered regarding the criminal 
acts of last July 18 and 24 2016. In the first case, an afghan refugee 
with an axe and knife assaulted Chinese passengers on a train to Wurzburg. 
The second case, a Syrian blew himself up in the plaza in Ansbach during a 
music festival. It is significant in the first case, the exchange of 
communication between the headquarters of the organization (a call 
center) and the attacker where discussions took place on which weapon to 
use and images of the location to attack were verified beforehand. 
Important to note that from the headquarter it is suggested to use a vehicle 
since it provokes more deaths while the terrorist prefers hand weapons 
since faster.

This makes us doubt that the criminal gesture of Berlin on last 
December 19 2016 was not a solitary act6  but was the result of this 
new terroristic phase where Daesh elaborates the data received on its sites 
utilizing key words such as “jihad”. It cross checks them with possible local 
targets and subsequently through safe forms of messaging (Telegram, 
Skype, Facebook, social network) provides instructions to the material 
executor of the attack. It uses operations manuals and instructions for 
manufacturing bombs and digital interactive maps capable of evidencing 
the targets, obstacles, video cameras and police force garrisons  . The 
monitoring of websites or internet forums centered on the 
religious-political situation of a few muslin states or the advertising on 
simple jihadist websites, remain crucial to prevent terrorist attacks.

3. Is it a new type of war? Is it World War III?
A new analysis framework is necessary to understand this new type of 
violence. Terrorism is a war and what type of war? Does it make sense to 
use the expression pronounced by Pope Francis “third world war”? 
In the last period we are witnessing two different facts: a local war in Syria 
and Libya against  a clear and identified enemy – ISIS or Daesh – and 
globalized terrorism through Al Qaeda, Daesh and other various groups 
with names like Boko, Haram, Agmi, etc. In the local war in Syria the 
armed forces of Iraq and the international coalition are re-conquering, in 
alternative phases, the ISIS territory with the aim of conquering the main 

cities and free themselves of the enemy in Iraq and Syria. There is no 
possibility to reach peace with Daesh, who refuses any form of dialogue and 
therefore the only solution is their elimination from that territory. Even if 
the international coalition succeeds in destroying Daesh this may be the 
end of the battle on the field but probably not the end of this terrorism in 
the world.

Daesh demands its territory and for this reason conducts a conventional 
war with an army that in these last years has attracted many foreign 
fighters  . Its ramifications attract terrorists that come from the Western 
countries and from the Middle East. They operate everywhere in the world 
(Ivory Coast, Turkey, Mali, France, Lebanon, Egypt, U.S.A., Nigeria, etc.). 
There are always less lone wolves and always more members of a 
molecular army (such as Paris and Berlin). It is a world war since it involves 
all countries in the world but the term “war” is inappropriate because 
terrorism is a conflict with a peculiar nature, closer to civil war than a 
regular war. It is a civil war of low intensity that involves all the countries in 
the world. Molecular because it is based on persons waiting for instructions 
to attack and in part fought virtually using a computer network. A low 
intensity war that should be distinguished from cyberwar which falls in the 
area of digital espionage .

Terrorism is not a war since a war needs two enemies or at least two 
groups against each other that fight in a specific place with the aim of 
conquering or occupying a territory. The conflict begins with a declaration 
of war and to simplify concludes with a cease-fire and peace. The terrorist 
acts occur by surprise (the surprise factor is fundamental) and without 
declaration of war. The person responsible is not known beforehand but 
after the attack. This can come from civilians who declare themselves 
fighters, who attack other civilians and can take place in a part of the world 
different from the country target of the attack.

4. This terrorism is born in Muslim countries? Does this 
concern the Islamic religion?
It is a product of a structural and multiple social situation. As initially said, 
the structural reasons of terrorism begin with events started 30 years ago. 
Their origins began with extremist Islamic groups which were born in the 
80s after the invasion of Afghanistan by the Soviets. At that time, Al Qaeda 

5. What is the interest on behalf of the roads? Is there the 
possibility of governance?
The phenomenon regarding the mobility of people is part of the globalized 
world and is an integrated part of the historical period we are living. It 
appears inevitable that it will last for decades. It probably has entered a 
phase that due to the effect of inequalities and the economic difficulties 
worldwide, it is destined to increase and no one knows when an 
equilibrium will be found. It can be compared to the phenomenon of 
hydraulic filling of “communicating vessels” where the means are the 
important ways of communication and the fluid is not water but persons 
and the movement is the search for a better “welfare”. It is difficult to 
arrest it with physical barriers since the pressure can be contained but in 
any case remains and increases. In this same way receiving people without 
limits is a problem, in particular for transport.

Everyone (including terrorists) go on the road. Mobility of goods and 
people is an essential characteristic of our time and involves not only the 
routes of continental migration but also the rural areas and cities. In 
Europe, as well as in New York, the preferred location for terroristic 
events is the  city. A neighborhood of an important city such as Brussels 
has a central role as an incubator for potential terrorists. The city is 
capable of camouflaging the terrorist within inaccessible neighborhoods 
and within these walls the street and infrastructure are generally the main 
locations of this hybrid and asymmetrical  war whose target are common 
people using vehicles and trucks as instruments of distruction.

The problem is that the evolution of the relationship terrorism-mobility 
was once slow, while today it is rapid: there are planes, ships and roads that 
take you everywhere also with alternative routes. More than the road itself, 
what matters is that the roads are a transport infrastructure for vehicles. 
Since always, in underdeveloped countries and with strong 
social-political-religious tensions, the road has been the main target of 
criminal acts with or without the use of means of transport .  This risk now 
is of interest also to Europe, threatening places where the road crosses or 
passes near locations normally attended only by a small number of persons 
(refueling stations, bus, markets, malls, vehicles in queue, etc.) or crowded 
due to an extraordinary event. The road which is already a potential 
location for different types of criminal acts and illegal trafficking of various 

nature, can be the site of bad actions and the preferred means to attack 
galleries, bridges and viaducts. But we must consider as well malls, 
libraries and recently as in Paris, Berlin and Nice, also open spaces and 
concert locations.  The terrorist acts can involve means of transport 
(planes, metro, trucks and vehicles) not only as a target in itself but also as 
“weapons” to amplify the devastating effect of the act , especially if 
transporting dangerous goods.

We have to ask ourselves if one day in our company a similar event should 
occur as those occurred in other parts of the world what should we do. The 
rapidity of action in these cases is essential and involves operational 
personnel as well .

The recent criminal acts have stimulated the development of innovative 
solutions regarding control of vehicles and persons: facial recognition and 
video cameras on board vehicles key to security and increased 
performance in control centers. The problem is in acquiring a preventive 
attitude and be capable of reaction when faced with such events when place 
and time is unpredictable. On the road the event is unpredictable. There 
could be a bomb, or as we have seen a vehicle used as a bomb. It is 
considered an efficient means because capable of many victims since it can 
be directed by a suicidal person toward the target differently from a bomb 
placed in a certain location. It is meaningful that a headquarter of Daesh 
suggests to use a vehicle since it provokes more deaths, while the terrorist 
prefers hand weapons since faster . The roads can also accommodate other 
infrastructure such as telecommunication networks, optical fibre, 
electricity network, etc. Therefore roads can provoke a ripple effect, 
concentric circles or domino effect.

It is no coincidence that the investigative forces have passed from search 
of the perpetrators to prevention. “Understanding the continuity and 
discontinuity gives the possibility not to anticipate the future and predict 
possible attacks , but to predict the mechanisms at stake, far away from the 
emergencies and emotions of the moment”.
The latest attacks in Europe have demonstrated that the lines of 
penetration in central Europe travel across the Balkans and frequently 
pass through migrants. Presently we have witnessed that some of these 
migrants have received documents as refugees filling out an application 

1. What is the terrorism we are presently living ?
A universal definition of terrorism does not exist  and the novelty and the 
complexity of this form of  jihadist terrorism with respect to the traditional 
terrorism of the past, in particular in Italy  must be comprehended.

International terrorism, as we are experiencing, with attacks and threats 
toward the western world and Europe, begins with the destruction of the 
Twin Towers in New York on September 11 2001. This was planned 
by Osama Bin Laden, head of Al-Qaeda, Sunni Islamist paramilitary 
terrorist movement. Not many know that 2 days before, September 9, 
Ahmad Shah Massud, commander of the North Alliance  [2] Shiite was 
killed in Afghanistan by Sunni Talibans. Always by the hands of the 
Talibans, in March 2001, all of Buddha’s statues, more than 15 
centuries old and carved on the cliffs in the valley of  Bamiyan , were 
destroyed.

The religious fanaticism of the conflict between Sunnis and Shiites is 
therefore at the origin of the first acts of the so called “hybrid” and 
“asymmetric” war. It started at the beginning of the new millennium and is 
defined with these words since not fought on the field against a deployed 
enemy.

On September 22 2001, after that the USA accused the Talibans of 
protecting the perpetrators of the September 11 attack, the United Arab 

obtained is that of a banner of the black flag: “We are arriving…actually we 
are already here!”  In Kuwait a suicide attack, claimed by Daesh, takes place 
in a mosque during prayer, re-launching the conflict between Sunni and 
Shiites, upsetting the Middle East and the Gulf area countries allied with 
the coalition and supporters of the Caliph. Near Lyons in France, an 
industrial gas plant is attacked. This was a critical infrastructure with 
dangerous effects potential, also achieving the first decapitation on 
European soil.

In Tunisia, after the attack to the Bardo Museum on March 18 2015, to 
further strike tourism, a strategic sector for a Nation that wishes to be an 
alternative to the Caliphate, a number of tourists from a cruise ship were 
killed  while on land.

Previously, in France, there was the attack to “Charlie Hebdo” (January 
7 2015) followed by the attack in Paris of November 13 to the 
Bataclan theatre, when around 9.20 p.m. a terrorist blew himself up near 
gate “D” of the Stade de France during a National French team soccer 
game. After five minutes, another terrorist blew himself up near another 
entrance and in front of another restaurant. At the same time, in another 
neighborhood, other multiple coordinated attacks took place against 
clients of bars and pubs killing various persons.  After about twenty 
minutes, three men invaded the Bataclan theatre, shooting with machine 
guns at spectators, keeping some hostages and, upon the arrival of the 
special forces blew themselves up killing more than 90 persons. At the 
same time, another terrorist blew himself up, in the stadium area, rue de la 
Cokerie but without victims. At the end of the attacks there were 132 dead, 
433 injured, 7 terrorists dead.

After Paris, between August and October 2015, a few explosions 
destroyed two important mausoleums in the archeological site of Palmira, 
protected by Unesco. This was an indication of their intention to hit not 
only innocent civilians but the deep cultural values and symbols such as the 
roman archeology testimony of a rich and fascinating past.

The strategy used to shake the habits of the European citizens, raising 
concerns on the increasing possible targets and level of exposition of the 
people, develops thereafter striking against the urban mobility of Brussels. 
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brought its actions to many parts of the world uniting political goals with 
religious preaching. Its role has become important in the Middle East 
relations with Syria but also with the Palestinian issue. The war in Iraq and 
the destruction of the regime of Saddam Hussein, used to “democratize” a 
country suspected  of helping terrorism (as in Libya to remove Gheddafi), 
has destabilized the political framework and in the end the western 
countries have produced more terrorism.

In this land of strong political and religious Daesh tension, is connected to 
Al Qaeda but distinguishes itself since it demands its own territory. Its 
activity began in Iraq and Syria in 2013. Its origins can be placed in 
sentiments of humiliation, sense of injustice, reactions against aggressions 
and search of an identity. They are a mix of culture and politics. This 
explains why religion is so present in this civil war worldwide. Since the 
authors have declared to be Muslims, one has the impression that it 
concerns revenge against the Christian world, but it is not a religious war .

It concerns individuals that enter this process for different personal 
reasons and in any case voluntarily. They come from different areas and 
often concerns isolated individuals in search of motivations and identity 
that is provided on internet across radical Muslim websites. Islam uses the 
moment of “radicalization” as its form of expression. Thus, an individual 
voluntarily and liberally becomes a terrorist. These young people are 
generally second or third generation  Muslims, that live between two 
worlds: the country of birth of their parents and the new nation where they 
are born but where they live with discomfort. They are not tied to a specific 
community or by a sentiment of belonging to a nation. They are isolated, in 
unstable social conditions and are concentrated (radicalized) in the search 
of themselves where they have nothing to lose. Therefore, education, the 
conditions of life in an urban habitat, the economic condition, social 
services, schooling and life in jails are all important factors of social nature 
but do not exclude other causes. Other pressures such as the economical 
type, not only idealistic or fake religious, complete the work.

Often on a journey in a war zone such as Syria they find motivations to 
become active terrorists for the good cause against the bad western 
countries, corrupt and anti-religious. Therefore, the young jihadists 
express a form of insane social and violent dissent which has little to do 

with religion.
Regarding this problem the reaction of Western politics is still confused: 
the right party consider Muslim citizens non completely integrated 
because suspected of being close to terrorism. The left party thinks not 
enough is done to improve the social conditions in poor neighborhoods and 
face the dramatic issue of youth unemployment. It thinks of jihadist 
terrorism as a form of terrorism as others in the past. That this 
phenomenon is not sufficiently clear is demonstrated by the fact that a 
psychological method to de-radicalize does not exist. Therefore, the 
difficulty is in reinstating ex-fighters returning to their homeland and 
prisoners, often young people, imprisoned. “If the terrorist is motivated by 
poverty, policies which help development will be more efficient than security 
measures. If there are none, nothing will impede him from acting”. Now, 
there are no countermeasures in the near future.

Recently another factor has emerged. Daesh has tried to incorporate the 
groups near Al Qaeda born in Afghanistan. Presently there are 48-49 
groups formally associated to Daesh that are spread out in a systematic 
matter in 38-39 countries at the service of organized crime. Even though 
an ideological relation between the two worlds does not exist, a type of 
“functional” relation has been established. This gives the idea of a 
coordinated hybrid war. It all passes across territories that are mostly 
controlled by terrorist groups over which Daesh has a direct or indirect 
control in a patchwork way. Terrorism has offered itself as a service 
provider, morally independent, that offers security to illegal  trraffic 
independently from what is transported.

The arrests have also demonstrated that the accommodation centers in 
Italy (CARA), that are the arrival points for migration have become centers 
of indoctrination and recruitment. Therefore, there is a relation of 
reciprocal utility (service) between terrorism and organized crime  that 
operates smuggling of migrants. In 2014 there was a reporting by the 
Algerian intelligence warning that 300 Syrians from North Africa with the 
support of the Islamic North Africans, had embarked. So, there is a 
connection between terrorism and migration pressure in North Africa from 
Libya. Daesh is therefore absolutely an opportunist and exploits all the 
opportunities deriving from these illicit traffic with the aim of achieving a 
global threat.

and travelling through Greece and the Balkans towards the north using 
money tranfers .   Small amounts of money can be collected during the 
journey and transferred serving to finance small activities: acquire 
weapons, hotel expenses and survival till reaching the destination. The 
investigations have brought to light that Anis Amri, author of the Berlin 
massacre, “had taken money from the trafficking of documents and that every 
attack was preceded by money movement through money transfers (…). 
Terrorist organizations are also criminal organizations. The Islamic state is a 
mafia state (…): the international drug traffic, that of hydrocarbons from Iraq, 
the migration trafficking. ISIS and mafia are similar” . It is a chain not 
traceable but leads to the final outcome of free movement and financing. 
This involves the logistic chain of international transport mainly by land 
and sea. This is why the transits are via the Balkans: from Afghanistan 
crossing Turkey, Albania, Romania and Kosovo. In this case we must think 
like a terrorist, “think terrorist”, a vision with a long timeline and a wide 
horizon is needed in order to be not only reactive but pro-active. In crisis 
management the change of ideas should be tackled.

6. Could Italy be involved in terrorist attacks? There is also a 
virtual terrorism, the cyber war.
Italy is not only a sensitive target, but due to its national role and its specific 
nature symbol of Christianity,  it has to face the danger of becoming a real 
target of possible attacks. The risks have a complex matrix and actually 
indecipherable: a threat that derives directly from Daesh through native 
and recruited elements. Possible raids from overseas, first of all Libya and 
also internally  to connect criminality with recruitment of armed cells. The 
Balkan route is a very hot channel for possible jihadist terrorist infiltration 
among migrants. Probably with the complicity of organized local mafia 
branching off at international level.
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before the Bataclan massacre of November 13 2015 and after, for the 
following months up, until the attacks in Brussels of March 22 2016.

As said, this concerns a terroristic phenomenon completely different with 
respect to Al-Qaeda, which found the western governments unprepared. 
In fact, this phenomenon is not under the control of the head of a criminal 
organization or originates from social factors such as exclusion, 
unemployment and decline. The new terrorism is activated at a worldwide 
level beginning with the diffusion through web messages, for recruitment 
and inducement to terrorist militancy.  The case of Salah is that of young 
children of Muslim families, second or third immigrant generations that 
are pushed toward illegal combat against any form of “western” life. There 
is no direct relation between the social tensions in the “ghetto” 
neighborhoods, the Islamic fundamentalism and illegal immigration. There 
is a general call via internet to carry out a criminal gesture resulting in 
numerous victims that can be answered by subjects willing to take action. 
There is an audience ready to accept this message and these new criminals 
can also be citizens of western countries, like Salah, or 
immigrants/migrants welcomed in these countries like Italy as in the case 
of Anis Amri , author of the Berlin massacre of last December 19. They 
find resources, suggestions, motivations and protection in the radical 
Sunni Middle Eastern religious area which after Al-Qaeda, today answers 
to ISIS or Daesh. Daesh is a self-proclaimed Islamic state based in the 
territories between Iraq and Siria. For Daesh international terrorism is 
part of their strategy to conquer territories in order to create a Nation for 
the more radical Sunni part of the Islamic world. The scenarios today are 
those of international geopolitics and of the new disloyal frontiers through 
web followed by Islamic fundamentalism. The new operating methods have 
to be taken into account, they assume different forms, hard to control, and 
based on the combined use of mobile phones and web to select and contact 
the subjects to recruit.    To contrast this form of terrorism today requires 
new instruments based on phone and data traffic control in the 
communication network, which by nature is global. Such control is in a few 
cases very difficult or impossible as in the cryptographic communication  
systems today available on internet. Parallel to the virtual element of the 
internet network there is the physical component: in Europe as in New 
York, the stage preferred for terrorist attacks is the city. A neighborhood  
in an important city such as Brussels has a main role as incubator of 

potential terrorists. The city is capable of camouflaging the terrorist within 
neighborhoods almost always inaccessible. The street and the 
infrastructure become the stage of a hybrid and asymmetric war where the 
target of the criminals are the common people also by using cars and 
trucks as instruments of destruction.

It is a war where the attacker is not a hostile nation, where there are no 
formal acts of beginning and end. There are no negotiations, cease-fires or 
fronts. It is completely different from traditional wars under the geographic 
profile, of the actors and of the aims. It is a world war that involves 
unilaterally the Islamic fundamentalism of Sunni root. Starting from a 
nation conquered on the battlefield, it fights, via web, culture differences 
and orientations of its own truth in every part of the world. It is not known 
if and when this unilateral war will end. At this time it is not predictable, 
considering the basic numerous historic-religious motivations and that 
differently from the past there is a State, the Caliphate. Thanks to internet 
there is the possibility to radiate the threat everywhere.

2. What is the Caliphate or ISIS or Daesh?
On June 29 2014 Abu Bakr al-Baghdadi proclaims himself caliph and 
the caliphate was born. That is, the Islamic state governing over a territory 
partly in Iraq and partly in Syria, also called ISIS (Islamic State of Iraq and 
al-Sham) o Daesh (al-Dawlah al-Islamyya fial-lraq wa-al-Sham)  [5]. The aim 
is to create a nation for the Sunni part (more radical) of the Islamic world 
The Islamic State pursues two parallel objectives of territorial expansion 
(physical) and communicative (virtual). It involves a very articulated 
organization that is not a defined traditional terrorist group since it strives 
to conquer a territory and uses terrorism as the instrument of a hybrid war. 
The terror, which hits infrastructure and populations, is the instrument to 
modify the order of the world. To do this, Daesh uses a communication 
network that serves for campaigning and recruiting.

Daesh officially goes out in the field on June 26 2015, on its first 
anniversary, despite it being a Friday, a sacred day for Islam and in the 
month of Ramadan. It is the so called “black Friday” and Daesh acts in a 
perfectly coordinated way: three attacks in the same day, in Kuwait, France 
and Tunisia. The only difference is the location and the target but identical 
in terms of impact towards the Nations and populations.  The result 

an extremely conflictual area and very dangerous since directly connected 
to the heart of Europe.

An example is what the German police discovered regarding the criminal 
acts of last July 18 and 24 2016. In the first case, an afghan refugee 
with an axe and knife assaulted Chinese passengers on a train to Wurzburg. 
The second case, a Syrian blew himself up in the plaza in Ansbach during a 
music festival. It is significant in the first case, the exchange of 
communication between the headquarters of the organization (a call 
center) and the attacker where discussions took place on which weapon to 
use and images of the location to attack were verified beforehand. 
Important to note that from the headquarter it is suggested to use a vehicle 
since it provokes more deaths while the terrorist prefers hand weapons 
since faster.

This makes us doubt that the criminal gesture of Berlin on last 
December 19 2016 was not a solitary act6  but was the result of this 
new terroristic phase where Daesh elaborates the data received on its sites 
utilizing key words such as “jihad”. It cross checks them with possible local 
targets and subsequently through safe forms of messaging (Telegram, 
Skype, Facebook, social network) provides instructions to the material 
executor of the attack. It uses operations manuals and instructions for 
manufacturing bombs and digital interactive maps capable of evidencing 
the targets, obstacles, video cameras and police force garrisons  . The 
monitoring of websites or internet forums centered on the 
religious-political situation of a few muslin states or the advertising on 
simple jihadist websites, remain crucial to prevent terrorist attacks.

3. Is it a new type of war? Is it World War III?
A new analysis framework is necessary to understand this new type of 
violence. Terrorism is a war and what type of war? Does it make sense to 
use the expression pronounced by Pope Francis “third world war”? 
In the last period we are witnessing two different facts: a local war in Syria 
and Libya against  a clear and identified enemy – ISIS or Daesh – and 
globalized terrorism through Al Qaeda, Daesh and other various groups 
with names like Boko, Haram, Agmi, etc. In the local war in Syria the 
armed forces of Iraq and the international coalition are re-conquering, in 
alternative phases, the ISIS territory with the aim of conquering the main 

cities and free themselves of the enemy in Iraq and Syria. There is no 
possibility to reach peace with Daesh, who refuses any form of dialogue and 
therefore the only solution is their elimination from that territory. Even if 
the international coalition succeeds in destroying Daesh this may be the 
end of the battle on the field but probably not the end of this terrorism in 
the world.

Daesh demands its territory and for this reason conducts a conventional 
war with an army that in these last years has attracted many foreign 
fighters  . Its ramifications attract terrorists that come from the Western 
countries and from the Middle East. They operate everywhere in the world 
(Ivory Coast, Turkey, Mali, France, Lebanon, Egypt, U.S.A., Nigeria, etc.). 
There are always less lone wolves and always more members of a 
molecular army (such as Paris and Berlin). It is a world war since it involves 
all countries in the world but the term “war” is inappropriate because 
terrorism is a conflict with a peculiar nature, closer to civil war than a 
regular war. It is a civil war of low intensity that involves all the countries in 
the world. Molecular because it is based on persons waiting for instructions 
to attack and in part fought virtually using a computer network. A low 
intensity war that should be distinguished from cyberwar which falls in the 
area of digital espionage .

Terrorism is not a war since a war needs two enemies or at least two 
groups against each other that fight in a specific place with the aim of 
conquering or occupying a territory. The conflict begins with a declaration 
of war and to simplify concludes with a cease-fire and peace. The terrorist 
acts occur by surprise (the surprise factor is fundamental) and without 
declaration of war. The person responsible is not known beforehand but 
after the attack. This can come from civilians who declare themselves 
fighters, who attack other civilians and can take place in a part of the world 
different from the country target of the attack.

4. This terrorism is born in Muslim countries? Does this 
concern the Islamic religion?
It is a product of a structural and multiple social situation. As initially said, 
the structural reasons of terrorism begin with events started 30 years ago. 
Their origins began with extremist Islamic groups which were born in the 
80s after the invasion of Afghanistan by the Soviets. At that time, Al Qaeda 
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5. What is the interest on behalf of the roads? Is there the 
possibility of governance?
The phenomenon regarding the mobility of people is part of the globalized 
world and is an integrated part of the historical period we are living. It 
appears inevitable that it will last for decades. It probably has entered a 
phase that due to the effect of inequalities and the economic difficulties 
worldwide, it is destined to increase and no one knows when an 
equilibrium will be found. It can be compared to the phenomenon of 
hydraulic filling of “communicating vessels” where the means are the 
important ways of communication and the fluid is not water but persons 
and the movement is the search for a better “welfare”. It is difficult to 
arrest it with physical barriers since the pressure can be contained but in 
any case remains and increases. In this same way receiving people without 
limits is a problem, in particular for transport.

Everyone (including terrorists) go on the road. Mobility of goods and 
people is an essential characteristic of our time and involves not only the 
routes of continental migration but also the rural areas and cities. In 
Europe, as well as in New York, the preferred location for terroristic 
events is the  city. A neighborhood of an important city such as Brussels 
has a central role as an incubator for potential terrorists. The city is 
capable of camouflaging the terrorist within inaccessible neighborhoods 
and within these walls the street and infrastructure are generally the main 
locations of this hybrid and asymmetrical  war whose target are common 
people using vehicles and trucks as instruments of distruction.

The problem is that the evolution of the relationship terrorism-mobility 
was once slow, while today it is rapid: there are planes, ships and roads that 
take you everywhere also with alternative routes. More than the road itself, 
what matters is that the roads are a transport infrastructure for vehicles. 
Since always, in underdeveloped countries and with strong 
social-political-religious tensions, the road has been the main target of 
criminal acts with or without the use of means of transport .  This risk now 
is of interest also to Europe, threatening places where the road crosses or 
passes near locations normally attended only by a small number of persons 
(refueling stations, bus, markets, malls, vehicles in queue, etc.) or crowded 
due to an extraordinary event. The road which is already a potential 
location for different types of criminal acts and illegal trafficking of various 

nature, can be the site of bad actions and the preferred means to attack 
galleries, bridges and viaducts. But we must consider as well malls, 
libraries and recently as in Paris, Berlin and Nice, also open spaces and 
concert locations.  The terrorist acts can involve means of transport 
(planes, metro, trucks and vehicles) not only as a target in itself but also as 
“weapons” to amplify the devastating effect of the act , especially if 
transporting dangerous goods.

We have to ask ourselves if one day in our company a similar event should 
occur as those occurred in other parts of the world what should we do. The 
rapidity of action in these cases is essential and involves operational 
personnel as well .

The recent criminal acts have stimulated the development of innovative 
solutions regarding control of vehicles and persons: facial recognition and 
video cameras on board vehicles key to security and increased 
performance in control centers. The problem is in acquiring a preventive 
attitude and be capable of reaction when faced with such events when place 
and time is unpredictable. On the road the event is unpredictable. There 
could be a bomb, or as we have seen a vehicle used as a bomb. It is 
considered an efficient means because capable of many victims since it can 
be directed by a suicidal person toward the target differently from a bomb 
placed in a certain location. It is meaningful that a headquarter of Daesh 
suggests to use a vehicle since it provokes more deaths, while the terrorist 
prefers hand weapons since faster . The roads can also accommodate other 
infrastructure such as telecommunication networks, optical fibre, 
electricity network, etc. Therefore roads can provoke a ripple effect, 
concentric circles or domino effect.

It is no coincidence that the investigative forces have passed from search 
of the perpetrators to prevention. “Understanding the continuity and 
discontinuity gives the possibility not to anticipate the future and predict 
possible attacks , but to predict the mechanisms at stake, far away from the 
emergencies and emotions of the moment”.
The latest attacks in Europe have demonstrated that the lines of 
penetration in central Europe travel across the Balkans and frequently 
pass through migrants. Presently we have witnessed that some of these 
migrants have received documents as refugees filling out an application 

1. What is the terrorism we are presently living ?
A universal definition of terrorism does not exist  and the novelty and the 
complexity of this form of  jihadist terrorism with respect to the traditional 
terrorism of the past, in particular in Italy  must be comprehended.

International terrorism, as we are experiencing, with attacks and threats 
toward the western world and Europe, begins with the destruction of the 
Twin Towers in New York on September 11 2001. This was planned 
by Osama Bin Laden, head of Al-Qaeda, Sunni Islamist paramilitary 
terrorist movement. Not many know that 2 days before, September 9, 
Ahmad Shah Massud, commander of the North Alliance  [2] Shiite was 
killed in Afghanistan by Sunni Talibans. Always by the hands of the 
Talibans, in March 2001, all of Buddha’s statues, more than 15 
centuries old and carved on the cliffs in the valley of  Bamiyan , were 
destroyed.

The religious fanaticism of the conflict between Sunnis and Shiites is 
therefore at the origin of the first acts of the so called “hybrid” and 
“asymmetric” war. It started at the beginning of the new millennium and is 
defined with these words since not fought on the field against a deployed 
enemy.

On September 22 2001, after that the USA accused the Talibans of 
protecting the perpetrators of the September 11 attack, the United Arab 

obtained is that of a banner of the black flag: “We are arriving…actually we 
are already here!”  In Kuwait a suicide attack, claimed by Daesh, takes place 
in a mosque during prayer, re-launching the conflict between Sunni and 
Shiites, upsetting the Middle East and the Gulf area countries allied with 
the coalition and supporters of the Caliph. Near Lyons in France, an 
industrial gas plant is attacked. This was a critical infrastructure with 
dangerous effects potential, also achieving the first decapitation on 
European soil.

In Tunisia, after the attack to the Bardo Museum on March 18 2015, to 
further strike tourism, a strategic sector for a Nation that wishes to be an 
alternative to the Caliphate, a number of tourists from a cruise ship were 
killed  while on land.

Previously, in France, there was the attack to “Charlie Hebdo” (January 
7 2015) followed by the attack in Paris of November 13 to the 
Bataclan theatre, when around 9.20 p.m. a terrorist blew himself up near 
gate “D” of the Stade de France during a National French team soccer 
game. After five minutes, another terrorist blew himself up near another 
entrance and in front of another restaurant. At the same time, in another 
neighborhood, other multiple coordinated attacks took place against 
clients of bars and pubs killing various persons.  After about twenty 
minutes, three men invaded the Bataclan theatre, shooting with machine 
guns at spectators, keeping some hostages and, upon the arrival of the 
special forces blew themselves up killing more than 90 persons. At the 
same time, another terrorist blew himself up, in the stadium area, rue de la 
Cokerie but without victims. At the end of the attacks there were 132 dead, 
433 injured, 7 terrorists dead.

After Paris, between August and October 2015, a few explosions 
destroyed two important mausoleums in the archeological site of Palmira, 
protected by Unesco. This was an indication of their intention to hit not 
only innocent civilians but the deep cultural values and symbols such as the 
roman archeology testimony of a rich and fascinating past.

The strategy used to shake the habits of the European citizens, raising 
concerns on the increasing possible targets and level of exposition of the 
people, develops thereafter striking against the urban mobility of Brussels. 

brought its actions to many parts of the world uniting political goals with 
religious preaching. Its role has become important in the Middle East 
relations with Syria but also with the Palestinian issue. The war in Iraq and 
the destruction of the regime of Saddam Hussein, used to “democratize” a 
country suspected  of helping terrorism (as in Libya to remove Gheddafi), 
has destabilized the political framework and in the end the western 
countries have produced more terrorism.

In this land of strong political and religious Daesh tension, is connected to 
Al Qaeda but distinguishes itself since it demands its own territory. Its 
activity began in Iraq and Syria in 2013. Its origins can be placed in 
sentiments of humiliation, sense of injustice, reactions against aggressions 
and search of an identity. They are a mix of culture and politics. This 
explains why religion is so present in this civil war worldwide. Since the 
authors have declared to be Muslims, one has the impression that it 
concerns revenge against the Christian world, but it is not a religious war .

It concerns individuals that enter this process for different personal 
reasons and in any case voluntarily. They come from different areas and 
often concerns isolated individuals in search of motivations and identity 
that is provided on internet across radical Muslim websites. Islam uses the 
moment of “radicalization” as its form of expression. Thus, an individual 
voluntarily and liberally becomes a terrorist. These young people are 
generally second or third generation  Muslims, that live between two 
worlds: the country of birth of their parents and the new nation where they 
are born but where they live with discomfort. They are not tied to a specific 
community or by a sentiment of belonging to a nation. They are isolated, in 
unstable social conditions and are concentrated (radicalized) in the search 
of themselves where they have nothing to lose. Therefore, education, the 
conditions of life in an urban habitat, the economic condition, social 
services, schooling and life in jails are all important factors of social nature 
but do not exclude other causes. Other pressures such as the economical 
type, not only idealistic or fake religious, complete the work.

Often on a journey in a war zone such as Syria they find motivations to 
become active terrorists for the good cause against the bad western 
countries, corrupt and anti-religious. Therefore, the young jihadists 
express a form of insane social and violent dissent which has little to do 

and travelling through Greece and the Balkans towards the north using 
money tranfers .   Small amounts of money can be collected during the 
journey and transferred serving to finance small activities: acquire 
weapons, hotel expenses and survival till reaching the destination. The 
investigations have brought to light that Anis Amri, author of the Berlin 
massacre, “had taken money from the trafficking of documents and that every 
attack was preceded by money movement through money transfers (…). 
Terrorist organizations are also criminal organizations. The Islamic state is a 
mafia state (…): the international drug traffic, that of hydrocarbons from Iraq, 
the migration trafficking. ISIS and mafia are similar” . It is a chain not 
traceable but leads to the final outcome of free movement and financing. 
This involves the logistic chain of international transport mainly by land 
and sea. This is why the transits are via the Balkans: from Afghanistan 
crossing Turkey, Albania, Romania and Kosovo. In this case we must think 
like a terrorist, “think terrorist”, a vision with a long timeline and a wide 
horizon is needed in order to be not only reactive but pro-active. In crisis 
management the change of ideas should be tackled.

6. Could Italy be involved in terrorist attacks? There is also a 
virtual terrorism, the cyber war.
Italy is not only a sensitive target, but due to its national role and its specific 
nature symbol of Christianity,  it has to face the danger of becoming a real 
target of possible attacks. The risks have a complex matrix and actually 
indecipherable: a threat that derives directly from Daesh through native 
and recruited elements. Possible raids from overseas, first of all Libya and 
also internally  to connect criminality with recruitment of armed cells. The 
Balkan route is a very hot channel for possible jihadist terrorist infiltration 
among migrants. Probably with the complicity of organized local mafia 
branching off at international level.
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before the Bataclan massacre of November 13 2015 and after, for the 
following months up, until the attacks in Brussels of March 22 2016.

As said, this concerns a terroristic phenomenon completely different with 
respect to Al-Qaeda, which found the western governments unprepared. 
In fact, this phenomenon is not under the control of the head of a criminal 
organization or originates from social factors such as exclusion, 
unemployment and decline. The new terrorism is activated at a worldwide 
level beginning with the diffusion through web messages, for recruitment 
and inducement to terrorist militancy.  The case of Salah is that of young 
children of Muslim families, second or third immigrant generations that 
are pushed toward illegal combat against any form of “western” life. There 
is no direct relation between the social tensions in the “ghetto” 
neighborhoods, the Islamic fundamentalism and illegal immigration. There 
is a general call via internet to carry out a criminal gesture resulting in 
numerous victims that can be answered by subjects willing to take action. 
There is an audience ready to accept this message and these new criminals 
can also be citizens of western countries, like Salah, or 
immigrants/migrants welcomed in these countries like Italy as in the case 
of Anis Amri , author of the Berlin massacre of last December 19. They 
find resources, suggestions, motivations and protection in the radical 
Sunni Middle Eastern religious area which after Al-Qaeda, today answers 
to ISIS or Daesh. Daesh is a self-proclaimed Islamic state based in the 
territories between Iraq and Siria. For Daesh international terrorism is 
part of their strategy to conquer territories in order to create a Nation for 
the more radical Sunni part of the Islamic world. The scenarios today are 
those of international geopolitics and of the new disloyal frontiers through 
web followed by Islamic fundamentalism. The new operating methods have 
to be taken into account, they assume different forms, hard to control, and 
based on the combined use of mobile phones and web to select and contact 
the subjects to recruit.    To contrast this form of terrorism today requires 
new instruments based on phone and data traffic control in the 
communication network, which by nature is global. Such control is in a few 
cases very difficult or impossible as in the cryptographic communication  
systems today available on internet. Parallel to the virtual element of the 
internet network there is the physical component: in Europe as in New 
York, the stage preferred for terrorist attacks is the city. A neighborhood  
in an important city such as Brussels has a main role as incubator of 

potential terrorists. The city is capable of camouflaging the terrorist within 
neighborhoods almost always inaccessible. The street and the 
infrastructure become the stage of a hybrid and asymmetric war where the 
target of the criminals are the common people also by using cars and 
trucks as instruments of destruction.

It is a war where the attacker is not a hostile nation, where there are no 
formal acts of beginning and end. There are no negotiations, cease-fires or 
fronts. It is completely different from traditional wars under the geographic 
profile, of the actors and of the aims. It is a world war that involves 
unilaterally the Islamic fundamentalism of Sunni root. Starting from a 
nation conquered on the battlefield, it fights, via web, culture differences 
and orientations of its own truth in every part of the world. It is not known 
if and when this unilateral war will end. At this time it is not predictable, 
considering the basic numerous historic-religious motivations and that 
differently from the past there is a State, the Caliphate. Thanks to internet 
there is the possibility to radiate the threat everywhere.

2. What is the Caliphate or ISIS or Daesh?
On June 29 2014 Abu Bakr al-Baghdadi proclaims himself caliph and 
the caliphate was born. That is, the Islamic state governing over a territory 
partly in Iraq and partly in Syria, also called ISIS (Islamic State of Iraq and 
al-Sham) o Daesh (al-Dawlah al-Islamyya fial-lraq wa-al-Sham)  [5]. The aim 
is to create a nation for the Sunni part (more radical) of the Islamic world 
The Islamic State pursues two parallel objectives of territorial expansion 
(physical) and communicative (virtual). It involves a very articulated 
organization that is not a defined traditional terrorist group since it strives 
to conquer a territory and uses terrorism as the instrument of a hybrid war. 
The terror, which hits infrastructure and populations, is the instrument to 
modify the order of the world. To do this, Daesh uses a communication 
network that serves for campaigning and recruiting.

Daesh officially goes out in the field on June 26 2015, on its first 
anniversary, despite it being a Friday, a sacred day for Islam and in the 
month of Ramadan. It is the so called “black Friday” and Daesh acts in a 
perfectly coordinated way: three attacks in the same day, in Kuwait, France 
and Tunisia. The only difference is the location and the target but identical 
in terms of impact towards the Nations and populations.  The result 

an extremely conflictual area and very dangerous since directly connected 
to the heart of Europe.

An example is what the German police discovered regarding the criminal 
acts of last July 18 and 24 2016. In the first case, an afghan refugee 
with an axe and knife assaulted Chinese passengers on a train to Wurzburg. 
The second case, a Syrian blew himself up in the plaza in Ansbach during a 
music festival. It is significant in the first case, the exchange of 
communication between the headquarters of the organization (a call 
center) and the attacker where discussions took place on which weapon to 
use and images of the location to attack were verified beforehand. 
Important to note that from the headquarter it is suggested to use a vehicle 
since it provokes more deaths while the terrorist prefers hand weapons 
since faster.

This makes us doubt that the criminal gesture of Berlin on last 
December 19 2016 was not a solitary act6  but was the result of this 
new terroristic phase where Daesh elaborates the data received on its sites 
utilizing key words such as “jihad”. It cross checks them with possible local 
targets and subsequently through safe forms of messaging (Telegram, 
Skype, Facebook, social network) provides instructions to the material 
executor of the attack. It uses operations manuals and instructions for 
manufacturing bombs and digital interactive maps capable of evidencing 
the targets, obstacles, video cameras and police force garrisons  . The 
monitoring of websites or internet forums centered on the 
religious-political situation of a few muslin states or the advertising on 
simple jihadist websites, remain crucial to prevent terrorist attacks.

3. Is it a new type of war? Is it World War III?
A new analysis framework is necessary to understand this new type of 
violence. Terrorism is a war and what type of war? Does it make sense to 
use the expression pronounced by Pope Francis “third world war”? 
In the last period we are witnessing two different facts: a local war in Syria 
and Libya against  a clear and identified enemy – ISIS or Daesh – and 
globalized terrorism through Al Qaeda, Daesh and other various groups 
with names like Boko, Haram, Agmi, etc. In the local war in Syria the 
armed forces of Iraq and the international coalition are re-conquering, in 
alternative phases, the ISIS territory with the aim of conquering the main 

cities and free themselves of the enemy in Iraq and Syria. There is no 
possibility to reach peace with Daesh, who refuses any form of dialogue and 
therefore the only solution is their elimination from that territory. Even if 
the international coalition succeeds in destroying Daesh this may be the 
end of the battle on the field but probably not the end of this terrorism in 
the world.

Daesh demands its territory and for this reason conducts a conventional 
war with an army that in these last years has attracted many foreign 
fighters  . Its ramifications attract terrorists that come from the Western 
countries and from the Middle East. They operate everywhere in the world 
(Ivory Coast, Turkey, Mali, France, Lebanon, Egypt, U.S.A., Nigeria, etc.). 
There are always less lone wolves and always more members of a 
molecular army (such as Paris and Berlin). It is a world war since it involves 
all countries in the world but the term “war” is inappropriate because 
terrorism is a conflict with a peculiar nature, closer to civil war than a 
regular war. It is a civil war of low intensity that involves all the countries in 
the world. Molecular because it is based on persons waiting for instructions 
to attack and in part fought virtually using a computer network. A low 
intensity war that should be distinguished from cyberwar which falls in the 
area of digital espionage .

Terrorism is not a war since a war needs two enemies or at least two 
groups against each other that fight in a specific place with the aim of 
conquering or occupying a territory. The conflict begins with a declaration 
of war and to simplify concludes with a cease-fire and peace. The terrorist 
acts occur by surprise (the surprise factor is fundamental) and without 
declaration of war. The person responsible is not known beforehand but 
after the attack. This can come from civilians who declare themselves 
fighters, who attack other civilians and can take place in a part of the world 
different from the country target of the attack.

4. This terrorism is born in Muslim countries? Does this 
concern the Islamic religion?
It is a product of a structural and multiple social situation. As initially said, 
the structural reasons of terrorism begin with events started 30 years ago. 
Their origins began with extremist Islamic groups which were born in the 
80s after the invasion of Afghanistan by the Soviets. At that time, Al Qaeda 

5. What is the interest on behalf of the roads? Is there the 
possibility of governance?
The phenomenon regarding the mobility of people is part of the globalized 
world and is an integrated part of the historical period we are living. It 
appears inevitable that it will last for decades. It probably has entered a 
phase that due to the effect of inequalities and the economic difficulties 
worldwide, it is destined to increase and no one knows when an 
equilibrium will be found. It can be compared to the phenomenon of 
hydraulic filling of “communicating vessels” where the means are the 
important ways of communication and the fluid is not water but persons 
and the movement is the search for a better “welfare”. It is difficult to 
arrest it with physical barriers since the pressure can be contained but in 
any case remains and increases. In this same way receiving people without 
limits is a problem, in particular for transport.

Everyone (including terrorists) go on the road. Mobility of goods and 
people is an essential characteristic of our time and involves not only the 
routes of continental migration but also the rural areas and cities. In 
Europe, as well as in New York, the preferred location for terroristic 
events is the  city. A neighborhood of an important city such as Brussels 
has a central role as an incubator for potential terrorists. The city is 
capable of camouflaging the terrorist within inaccessible neighborhoods 
and within these walls the street and infrastructure are generally the main 
locations of this hybrid and asymmetrical  war whose target are common 
people using vehicles and trucks as instruments of distruction.

The problem is that the evolution of the relationship terrorism-mobility 
was once slow, while today it is rapid: there are planes, ships and roads that 
take you everywhere also with alternative routes. More than the road itself, 
what matters is that the roads are a transport infrastructure for vehicles. 
Since always, in underdeveloped countries and with strong 
social-political-religious tensions, the road has been the main target of 
criminal acts with or without the use of means of transport .  This risk now 
is of interest also to Europe, threatening places where the road crosses or 
passes near locations normally attended only by a small number of persons 
(refueling stations, bus, markets, malls, vehicles in queue, etc.) or crowded 
due to an extraordinary event. The road which is already a potential 
location for different types of criminal acts and illegal trafficking of various 

nature, can be the site of bad actions and the preferred means to attack 
galleries, bridges and viaducts. But we must consider as well malls, 
libraries and recently as in Paris, Berlin and Nice, also open spaces and 
concert locations.  The terrorist acts can involve means of transport 
(planes, metro, trucks and vehicles) not only as a target in itself but also as 
“weapons” to amplify the devastating effect of the act , especially if 
transporting dangerous goods.

We have to ask ourselves if one day in our company a similar event should 
occur as those occurred in other parts of the world what should we do. The 
rapidity of action in these cases is essential and involves operational 
personnel as well .

The recent criminal acts have stimulated the development of innovative 
solutions regarding control of vehicles and persons: facial recognition and 
video cameras on board vehicles key to security and increased 
performance in control centers. The problem is in acquiring a preventive 
attitude and be capable of reaction when faced with such events when place 
and time is unpredictable. On the road the event is unpredictable. There 
could be a bomb, or as we have seen a vehicle used as a bomb. It is 
considered an efficient means because capable of many victims since it can 
be directed by a suicidal person toward the target differently from a bomb 
placed in a certain location. It is meaningful that a headquarter of Daesh 
suggests to use a vehicle since it provokes more deaths, while the terrorist 
prefers hand weapons since faster . The roads can also accommodate other 
infrastructure such as telecommunication networks, optical fibre, 
electricity network, etc. Therefore roads can provoke a ripple effect, 
concentric circles or domino effect.

It is no coincidence that the investigative forces have passed from search 
of the perpetrators to prevention. “Understanding the continuity and 
discontinuity gives the possibility not to anticipate the future and predict 
possible attacks , but to predict the mechanisms at stake, far away from the 
emergencies and emotions of the moment”.
The latest attacks in Europe have demonstrated that the lines of 
penetration in central Europe travel across the Balkans and frequently 
pass through migrants. Presently we have witnessed that some of these 
migrants have received documents as refugees filling out an application 

1. What is the terrorism we are presently living ?
A universal definition of terrorism does not exist  and the novelty and the 
complexity of this form of  jihadist terrorism with respect to the traditional 
terrorism of the past, in particular in Italy  must be comprehended.

International terrorism, as we are experiencing, with attacks and threats 
toward the western world and Europe, begins with the destruction of the 
Twin Towers in New York on September 11 2001. This was planned 
by Osama Bin Laden, head of Al-Qaeda, Sunni Islamist paramilitary 
terrorist movement. Not many know that 2 days before, September 9, 
Ahmad Shah Massud, commander of the North Alliance  [2] Shiite was 
killed in Afghanistan by Sunni Talibans. Always by the hands of the 
Talibans, in March 2001, all of Buddha’s statues, more than 15 
centuries old and carved on the cliffs in the valley of  Bamiyan , were 
destroyed.

The religious fanaticism of the conflict between Sunnis and Shiites is 
therefore at the origin of the first acts of the so called “hybrid” and 
“asymmetric” war. It started at the beginning of the new millennium and is 
defined with these words since not fought on the field against a deployed 
enemy.

On September 22 2001, after that the USA accused the Talibans of 
protecting the perpetrators of the September 11 attack, the United Arab 

obtained is that of a banner of the black flag: “We are arriving…actually we 
are already here!”  In Kuwait a suicide attack, claimed by Daesh, takes place 
in a mosque during prayer, re-launching the conflict between Sunni and 
Shiites, upsetting the Middle East and the Gulf area countries allied with 
the coalition and supporters of the Caliph. Near Lyons in France, an 
industrial gas plant is attacked. This was a critical infrastructure with 
dangerous effects potential, also achieving the first decapitation on 
European soil.

In Tunisia, after the attack to the Bardo Museum on March 18 2015, to 
further strike tourism, a strategic sector for a Nation that wishes to be an 
alternative to the Caliphate, a number of tourists from a cruise ship were 
killed  while on land.

Previously, in France, there was the attack to “Charlie Hebdo” (January 
7 2015) followed by the attack in Paris of November 13 to the 
Bataclan theatre, when around 9.20 p.m. a terrorist blew himself up near 
gate “D” of the Stade de France during a National French team soccer 
game. After five minutes, another terrorist blew himself up near another 
entrance and in front of another restaurant. At the same time, in another 
neighborhood, other multiple coordinated attacks took place against 
clients of bars and pubs killing various persons.  After about twenty 
minutes, three men invaded the Bataclan theatre, shooting with machine 
guns at spectators, keeping some hostages and, upon the arrival of the 
special forces blew themselves up killing more than 90 persons. At the 
same time, another terrorist blew himself up, in the stadium area, rue de la 
Cokerie but without victims. At the end of the attacks there were 132 dead, 
433 injured, 7 terrorists dead.

After Paris, between August and October 2015, a few explosions 
destroyed two important mausoleums in the archeological site of Palmira, 
protected by Unesco. This was an indication of their intention to hit not 
only innocent civilians but the deep cultural values and symbols such as the 
roman archeology testimony of a rich and fascinating past.

The strategy used to shake the habits of the European citizens, raising 
concerns on the increasing possible targets and level of exposition of the 
people, develops thereafter striking against the urban mobility of Brussels. 

brought its actions to many parts of the world uniting political goals with 
religious preaching. Its role has become important in the Middle East 
relations with Syria but also with the Palestinian issue. The war in Iraq and 
the destruction of the regime of Saddam Hussein, used to “democratize” a 
country suspected  of helping terrorism (as in Libya to remove Gheddafi), 
has destabilized the political framework and in the end the western 
countries have produced more terrorism.

In this land of strong political and religious Daesh tension, is connected to 
Al Qaeda but distinguishes itself since it demands its own territory. Its 
activity began in Iraq and Syria in 2013. Its origins can be placed in 
sentiments of humiliation, sense of injustice, reactions against aggressions 
and search of an identity. They are a mix of culture and politics. This 
explains why religion is so present in this civil war worldwide. Since the 
authors have declared to be Muslims, one has the impression that it 
concerns revenge against the Christian world, but it is not a religious war .

It concerns individuals that enter this process for different personal 
reasons and in any case voluntarily. They come from different areas and 
often concerns isolated individuals in search of motivations and identity 
that is provided on internet across radical Muslim websites. Islam uses the 
moment of “radicalization” as its form of expression. Thus, an individual 
voluntarily and liberally becomes a terrorist. These young people are 
generally second or third generation  Muslims, that live between two 
worlds: the country of birth of their parents and the new nation where they 
are born but where they live with discomfort. They are not tied to a specific 
community or by a sentiment of belonging to a nation. They are isolated, in 
unstable social conditions and are concentrated (radicalized) in the search 
of themselves where they have nothing to lose. Therefore, education, the 
conditions of life in an urban habitat, the economic condition, social 
services, schooling and life in jails are all important factors of social nature 
but do not exclude other causes. Other pressures such as the economical 
type, not only idealistic or fake religious, complete the work.

Often on a journey in a war zone such as Syria they find motivations to 
become active terrorists for the good cause against the bad western 
countries, corrupt and anti-religious. Therefore, the young jihadists 
express a form of insane social and violent dissent which has little to do 
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and travelling through Greece and the Balkans towards the north using 
money tranfers .   Small amounts of money can be collected during the 
journey and transferred serving to finance small activities: acquire 
weapons, hotel expenses and survival till reaching the destination. The 
investigations have brought to light that Anis Amri, author of the Berlin 
massacre, “had taken money from the trafficking of documents and that every 
attack was preceded by money movement through money transfers (…). 
Terrorist organizations are also criminal organizations. The Islamic state is a 
mafia state (…): the international drug traffic, that of hydrocarbons from Iraq, 
the migration trafficking. ISIS and mafia are similar” . It is a chain not 
traceable but leads to the final outcome of free movement and financing. 
This involves the logistic chain of international transport mainly by land 
and sea. This is why the transits are via the Balkans: from Afghanistan 
crossing Turkey, Albania, Romania and Kosovo. In this case we must think 
like a terrorist, “think terrorist”, a vision with a long timeline and a wide 
horizon is needed in order to be not only reactive but pro-active. In crisis 
management the change of ideas should be tackled.

6. Could Italy be involved in terrorist attacks? There is also a 
virtual terrorism, the cyber war.
Italy is not only a sensitive target, but due to its national role and its specific 
nature symbol of Christianity,  it has to face the danger of becoming a real 
target of possible attacks. The risks have a complex matrix and actually 
indecipherable: a threat that derives directly from Daesh through native 
and recruited elements. Possible raids from overseas, first of all Libya and 
also internally  to connect criminality with recruitment of armed cells. The 
Balkan route is a very hot channel for possible jihadist terrorist infiltration 
among migrants. Probably with the complicity of organized local mafia 
branching off at international level.

The Italian reality is no longer controllable with only the classic 
instruments of public security. A net community distinction between 
internal and external no longer exists. This is due to the fact that borders 
become feeble lines that can be crossed just as the white lines on the 
street.  In this framework, cyber war involves institutions, companies, 
persons, all types of infrastructure, vehicles and devices in general. The 
origin of hackers is from all over the world and the spectrum of its targets 
is complete. We talk about electronic warfare, technology concerning 
cognitive computing to support intelligence and contrast crime. According 
to some, the average hacker attacks only in 2016 against the National 
Security Agency (NSA), the American intelligence agency, were over 300 
hundred thousand a day. It is an “asymmetric threat” because a young 
teenager of Kuzminki in the suburbs south of Moscow, “armed” with a 
computer worth a few hundred Rubles in December 2015 was able to shut 
off for a few hours a Ukrainian  electric plant.
In this game we do not know who is David and who is Goliath, since the 
small can overcome the big. Although small, he can create large damage 
and become a very dangerous professional.
Cyber attack is not only aimed at the information system of a government 
or private organization.  It tends to introduce itself taking advantage of 
indirect vulnerabilities according to a criteria of a ripple effect on the 
critical infrastructure. In a world dominated by social media, the target 
could be one of the most common devices, for example the Bluetooth 
connection in a vehicle or the wi-fi network in a restaurant. With a specific 
malware one of the personal devices: mobile, PC or USB  key can be 
infected. Not believing in the solution of closed States, meaning barriers at 
the border that sooner or later the migration flow would overcome, the 
path of strengthening intelligence has to be followed, as an instrument of 
fact-finding and operational prevention.

Rome, 7 April 2017 Road Infrastructure Security
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before the Bataclan massacre of November 13 2015 and after, for the 
following months up, until the attacks in Brussels of March 22 2016.

As said, this concerns a terroristic phenomenon completely different with 
respect to Al-Qaeda, which found the western governments unprepared. 
In fact, this phenomenon is not under the control of the head of a criminal 
organization or originates from social factors such as exclusion, 
unemployment and decline. The new terrorism is activated at a worldwide 
level beginning with the diffusion through web messages, for recruitment 
and inducement to terrorist militancy.  The case of Salah is that of young 
children of Muslim families, second or third immigrant generations that 
are pushed toward illegal combat against any form of “western” life. There 
is no direct relation between the social tensions in the “ghetto” 
neighborhoods, the Islamic fundamentalism and illegal immigration. There 
is a general call via internet to carry out a criminal gesture resulting in 
numerous victims that can be answered by subjects willing to take action. 
There is an audience ready to accept this message and these new criminals 
can also be citizens of western countries, like Salah, or 
immigrants/migrants welcomed in these countries like Italy as in the case 
of Anis Amri , author of the Berlin massacre of last December 19. They 
find resources, suggestions, motivations and protection in the radical 
Sunni Middle Eastern religious area which after Al-Qaeda, today answers 
to ISIS or Daesh. Daesh is a self-proclaimed Islamic state based in the 
territories between Iraq and Siria. For Daesh international terrorism is 
part of their strategy to conquer territories in order to create a Nation for 
the more radical Sunni part of the Islamic world. The scenarios today are 
those of international geopolitics and of the new disloyal frontiers through 
web followed by Islamic fundamentalism. The new operating methods have 
to be taken into account, they assume different forms, hard to control, and 
based on the combined use of mobile phones and web to select and contact 
the subjects to recruit.    To contrast this form of terrorism today requires 
new instruments based on phone and data traffic control in the 
communication network, which by nature is global. Such control is in a few 
cases very difficult or impossible as in the cryptographic communication  
systems today available on internet. Parallel to the virtual element of the 
internet network there is the physical component: in Europe as in New 
York, the stage preferred for terrorist attacks is the city. A neighborhood  
in an important city such as Brussels has a main role as incubator of 

potential terrorists. The city is capable of camouflaging the terrorist within 
neighborhoods almost always inaccessible. The street and the 
infrastructure become the stage of a hybrid and asymmetric war where the 
target of the criminals are the common people also by using cars and 
trucks as instruments of destruction.

It is a war where the attacker is not a hostile nation, where there are no 
formal acts of beginning and end. There are no negotiations, cease-fires or 
fronts. It is completely different from traditional wars under the geographic 
profile, of the actors and of the aims. It is a world war that involves 
unilaterally the Islamic fundamentalism of Sunni root. Starting from a 
nation conquered on the battlefield, it fights, via web, culture differences 
and orientations of its own truth in every part of the world. It is not known 
if and when this unilateral war will end. At this time it is not predictable, 
considering the basic numerous historic-religious motivations and that 
differently from the past there is a State, the Caliphate. Thanks to internet 
there is the possibility to radiate the threat everywhere.

2. What is the Caliphate or ISIS or Daesh?
On June 29 2014 Abu Bakr al-Baghdadi proclaims himself caliph and 
the caliphate was born. That is, the Islamic state governing over a territory 
partly in Iraq and partly in Syria, also called ISIS (Islamic State of Iraq and 
al-Sham) o Daesh (al-Dawlah al-Islamyya fial-lraq wa-al-Sham)  [5]. The aim 
is to create a nation for the Sunni part (more radical) of the Islamic world 
The Islamic State pursues two parallel objectives of territorial expansion 
(physical) and communicative (virtual). It involves a very articulated 
organization that is not a defined traditional terrorist group since it strives 
to conquer a territory and uses terrorism as the instrument of a hybrid war. 
The terror, which hits infrastructure and populations, is the instrument to 
modify the order of the world. To do this, Daesh uses a communication 
network that serves for campaigning and recruiting.

Daesh officially goes out in the field on June 26 2015, on its first 
anniversary, despite it being a Friday, a sacred day for Islam and in the 
month of Ramadan. It is the so called “black Friday” and Daesh acts in a 
perfectly coordinated way: three attacks in the same day, in Kuwait, France 
and Tunisia. The only difference is the location and the target but identical 
in terms of impact towards the Nations and populations.  The result 

an extremely conflictual area and very dangerous since directly connected 
to the heart of Europe.

An example is what the German police discovered regarding the criminal 
acts of last July 18 and 24 2016. In the first case, an afghan refugee 
with an axe and knife assaulted Chinese passengers on a train to Wurzburg. 
The second case, a Syrian blew himself up in the plaza in Ansbach during a 
music festival. It is significant in the first case, the exchange of 
communication between the headquarters of the organization (a call 
center) and the attacker where discussions took place on which weapon to 
use and images of the location to attack were verified beforehand. 
Important to note that from the headquarter it is suggested to use a vehicle 
since it provokes more deaths while the terrorist prefers hand weapons 
since faster.

This makes us doubt that the criminal gesture of Berlin on last 
December 19 2016 was not a solitary act6  but was the result of this 
new terroristic phase where Daesh elaborates the data received on its sites 
utilizing key words such as “jihad”. It cross checks them with possible local 
targets and subsequently through safe forms of messaging (Telegram, 
Skype, Facebook, social network) provides instructions to the material 
executor of the attack. It uses operations manuals and instructions for 
manufacturing bombs and digital interactive maps capable of evidencing 
the targets, obstacles, video cameras and police force garrisons  . The 
monitoring of websites or internet forums centered on the 
religious-political situation of a few muslin states or the advertising on 
simple jihadist websites, remain crucial to prevent terrorist attacks.

3. Is it a new type of war? Is it World War III?
A new analysis framework is necessary to understand this new type of 
violence. Terrorism is a war and what type of war? Does it make sense to 
use the expression pronounced by Pope Francis “third world war”? 
In the last period we are witnessing two different facts: a local war in Syria 
and Libya against  a clear and identified enemy – ISIS or Daesh – and 
globalized terrorism through Al Qaeda, Daesh and other various groups 
with names like Boko, Haram, Agmi, etc. In the local war in Syria the 
armed forces of Iraq and the international coalition are re-conquering, in 
alternative phases, the ISIS territory with the aim of conquering the main 

cities and free themselves of the enemy in Iraq and Syria. There is no 
possibility to reach peace with Daesh, who refuses any form of dialogue and 
therefore the only solution is their elimination from that territory. Even if 
the international coalition succeeds in destroying Daesh this may be the 
end of the battle on the field but probably not the end of this terrorism in 
the world.

Daesh demands its territory and for this reason conducts a conventional 
war with an army that in these last years has attracted many foreign 
fighters  . Its ramifications attract terrorists that come from the Western 
countries and from the Middle East. They operate everywhere in the world 
(Ivory Coast, Turkey, Mali, France, Lebanon, Egypt, U.S.A., Nigeria, etc.). 
There are always less lone wolves and always more members of a 
molecular army (such as Paris and Berlin). It is a world war since it involves 
all countries in the world but the term “war” is inappropriate because 
terrorism is a conflict with a peculiar nature, closer to civil war than a 
regular war. It is a civil war of low intensity that involves all the countries in 
the world. Molecular because it is based on persons waiting for instructions 
to attack and in part fought virtually using a computer network. A low 
intensity war that should be distinguished from cyberwar which falls in the 
area of digital espionage .

Terrorism is not a war since a war needs two enemies or at least two 
groups against each other that fight in a specific place with the aim of 
conquering or occupying a territory. The conflict begins with a declaration 
of war and to simplify concludes with a cease-fire and peace. The terrorist 
acts occur by surprise (the surprise factor is fundamental) and without 
declaration of war. The person responsible is not known beforehand but 
after the attack. This can come from civilians who declare themselves 
fighters, who attack other civilians and can take place in a part of the world 
different from the country target of the attack.

4. This terrorism is born in Muslim countries? Does this 
concern the Islamic religion?
It is a product of a structural and multiple social situation. As initially said, 
the structural reasons of terrorism begin with events started 30 years ago. 
Their origins began with extremist Islamic groups which were born in the 
80s after the invasion of Afghanistan by the Soviets. At that time, Al Qaeda 

5. What is the interest on behalf of the roads? Is there the 
possibility of governance?
The phenomenon regarding the mobility of people is part of the globalized 
world and is an integrated part of the historical period we are living. It 
appears inevitable that it will last for decades. It probably has entered a 
phase that due to the effect of inequalities and the economic difficulties 
worldwide, it is destined to increase and no one knows when an 
equilibrium will be found. It can be compared to the phenomenon of 
hydraulic filling of “communicating vessels” where the means are the 
important ways of communication and the fluid is not water but persons 
and the movement is the search for a better “welfare”. It is difficult to 
arrest it with physical barriers since the pressure can be contained but in 
any case remains and increases. In this same way receiving people without 
limits is a problem, in particular for transport.

Everyone (including terrorists) go on the road. Mobility of goods and 
people is an essential characteristic of our time and involves not only the 
routes of continental migration but also the rural areas and cities. In 
Europe, as well as in New York, the preferred location for terroristic 
events is the  city. A neighborhood of an important city such as Brussels 
has a central role as an incubator for potential terrorists. The city is 
capable of camouflaging the terrorist within inaccessible neighborhoods 
and within these walls the street and infrastructure are generally the main 
locations of this hybrid and asymmetrical  war whose target are common 
people using vehicles and trucks as instruments of distruction.

The problem is that the evolution of the relationship terrorism-mobility 
was once slow, while today it is rapid: there are planes, ships and roads that 
take you everywhere also with alternative routes. More than the road itself, 
what matters is that the roads are a transport infrastructure for vehicles. 
Since always, in underdeveloped countries and with strong 
social-political-religious tensions, the road has been the main target of 
criminal acts with or without the use of means of transport .  This risk now 
is of interest also to Europe, threatening places where the road crosses or 
passes near locations normally attended only by a small number of persons 
(refueling stations, bus, markets, malls, vehicles in queue, etc.) or crowded 
due to an extraordinary event. The road which is already a potential 
location for different types of criminal acts and illegal trafficking of various 

nature, can be the site of bad actions and the preferred means to attack 
galleries, bridges and viaducts. But we must consider as well malls, 
libraries and recently as in Paris, Berlin and Nice, also open spaces and 
concert locations.  The terrorist acts can involve means of transport 
(planes, metro, trucks and vehicles) not only as a target in itself but also as 
“weapons” to amplify the devastating effect of the act , especially if 
transporting dangerous goods.

We have to ask ourselves if one day in our company a similar event should 
occur as those occurred in other parts of the world what should we do. The 
rapidity of action in these cases is essential and involves operational 
personnel as well .

The recent criminal acts have stimulated the development of innovative 
solutions regarding control of vehicles and persons: facial recognition and 
video cameras on board vehicles key to security and increased 
performance in control centers. The problem is in acquiring a preventive 
attitude and be capable of reaction when faced with such events when place 
and time is unpredictable. On the road the event is unpredictable. There 
could be a bomb, or as we have seen a vehicle used as a bomb. It is 
considered an efficient means because capable of many victims since it can 
be directed by a suicidal person toward the target differently from a bomb 
placed in a certain location. It is meaningful that a headquarter of Daesh 
suggests to use a vehicle since it provokes more deaths, while the terrorist 
prefers hand weapons since faster . The roads can also accommodate other 
infrastructure such as telecommunication networks, optical fibre, 
electricity network, etc. Therefore roads can provoke a ripple effect, 
concentric circles or domino effect.

It is no coincidence that the investigative forces have passed from search 
of the perpetrators to prevention. “Understanding the continuity and 
discontinuity gives the possibility not to anticipate the future and predict 
possible attacks , but to predict the mechanisms at stake, far away from the 
emergencies and emotions of the moment”.
The latest attacks in Europe have demonstrated that the lines of 
penetration in central Europe travel across the Balkans and frequently 
pass through migrants. Presently we have witnessed that some of these 
migrants have received documents as refugees filling out an application 

1. What is the terrorism we are presently living ?
A universal definition of terrorism does not exist  and the novelty and the 
complexity of this form of  jihadist terrorism with respect to the traditional 
terrorism of the past, in particular in Italy  must be comprehended.

International terrorism, as we are experiencing, with attacks and threats 
toward the western world and Europe, begins with the destruction of the 
Twin Towers in New York on September 11 2001. This was planned 
by Osama Bin Laden, head of Al-Qaeda, Sunni Islamist paramilitary 
terrorist movement. Not many know that 2 days before, September 9, 
Ahmad Shah Massud, commander of the North Alliance  [2] Shiite was 
killed in Afghanistan by Sunni Talibans. Always by the hands of the 
Talibans, in March 2001, all of Buddha’s statues, more than 15 
centuries old and carved on the cliffs in the valley of  Bamiyan , were 
destroyed.

The religious fanaticism of the conflict between Sunnis and Shiites is 
therefore at the origin of the first acts of the so called “hybrid” and 
“asymmetric” war. It started at the beginning of the new millennium and is 
defined with these words since not fought on the field against a deployed 
enemy.

On September 22 2001, after that the USA accused the Talibans of 
protecting the perpetrators of the September 11 attack, the United Arab 
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obtained is that of a banner of the black flag: “We are arriving…actually we 
are already here!”  In Kuwait a suicide attack, claimed by Daesh, takes place 
in a mosque during prayer, re-launching the conflict between Sunni and 
Shiites, upsetting the Middle East and the Gulf area countries allied with 
the coalition and supporters of the Caliph. Near Lyons in France, an 
industrial gas plant is attacked. This was a critical infrastructure with 
dangerous effects potential, also achieving the first decapitation on 
European soil.

In Tunisia, after the attack to the Bardo Museum on March 18 2015, to 
further strike tourism, a strategic sector for a Nation that wishes to be an 
alternative to the Caliphate, a number of tourists from a cruise ship were 
killed  while on land.

Previously, in France, there was the attack to “Charlie Hebdo” (January 
7 2015) followed by the attack in Paris of November 13 to the 
Bataclan theatre, when around 9.20 p.m. a terrorist blew himself up near 
gate “D” of the Stade de France during a National French team soccer 
game. After five minutes, another terrorist blew himself up near another 
entrance and in front of another restaurant. At the same time, in another 
neighborhood, other multiple coordinated attacks took place against 
clients of bars and pubs killing various persons.  After about twenty 
minutes, three men invaded the Bataclan theatre, shooting with machine 
guns at spectators, keeping some hostages and, upon the arrival of the 
special forces blew themselves up killing more than 90 persons. At the 
same time, another terrorist blew himself up, in the stadium area, rue de la 
Cokerie but without victims. At the end of the attacks there were 132 dead, 
433 injured, 7 terrorists dead.

After Paris, between August and October 2015, a few explosions 
destroyed two important mausoleums in the archeological site of Palmira, 
protected by Unesco. This was an indication of their intention to hit not 
only innocent civilians but the deep cultural values and symbols such as the 
roman archeology testimony of a rich and fascinating past.

The strategy used to shake the habits of the European citizens, raising 
concerns on the increasing possible targets and level of exposition of the 
people, develops thereafter striking against the urban mobility of Brussels. 

brought its actions to many parts of the world uniting political goals with 
religious preaching. Its role has become important in the Middle East 
relations with Syria but also with the Palestinian issue. The war in Iraq and 
the destruction of the regime of Saddam Hussein, used to “democratize” a 
country suspected  of helping terrorism (as in Libya to remove Gheddafi), 
has destabilized the political framework and in the end the western 
countries have produced more terrorism.

In this land of strong political and religious Daesh tension, is connected to 
Al Qaeda but distinguishes itself since it demands its own territory. Its 
activity began in Iraq and Syria in 2013. Its origins can be placed in 
sentiments of humiliation, sense of injustice, reactions against aggressions 
and search of an identity. They are a mix of culture and politics. This 
explains why religion is so present in this civil war worldwide. Since the 
authors have declared to be Muslims, one has the impression that it 
concerns revenge against the Christian world, but it is not a religious war .

It concerns individuals that enter this process for different personal 
reasons and in any case voluntarily. They come from different areas and 
often concerns isolated individuals in search of motivations and identity 
that is provided on internet across radical Muslim websites. Islam uses the 
moment of “radicalization” as its form of expression. Thus, an individual 
voluntarily and liberally becomes a terrorist. These young people are 
generally second or third generation  Muslims, that live between two 
worlds: the country of birth of their parents and the new nation where they 
are born but where they live with discomfort. They are not tied to a specific 
community or by a sentiment of belonging to a nation. They are isolated, in 
unstable social conditions and are concentrated (radicalized) in the search 
of themselves where they have nothing to lose. Therefore, education, the 
conditions of life in an urban habitat, the economic condition, social 
services, schooling and life in jails are all important factors of social nature 
but do not exclude other causes. Other pressures such as the economical 
type, not only idealistic or fake religious, complete the work.

Often on a journey in a war zone such as Syria they find motivations to 
become active terrorists for the good cause against the bad western 
countries, corrupt and anti-religious. Therefore, the young jihadists 
express a form of insane social and violent dissent which has little to do 

and travelling through Greece and the Balkans towards the north using 
money tranfers .   Small amounts of money can be collected during the 
journey and transferred serving to finance small activities: acquire 
weapons, hotel expenses and survival till reaching the destination. The 
investigations have brought to light that Anis Amri, author of the Berlin 
massacre, “had taken money from the trafficking of documents and that every 
attack was preceded by money movement through money transfers (…). 
Terrorist organizations are also criminal organizations. The Islamic state is a 
mafia state (…): the international drug traffic, that of hydrocarbons from Iraq, 
the migration trafficking. ISIS and mafia are similar” . It is a chain not 
traceable but leads to the final outcome of free movement and financing. 
This involves the logistic chain of international transport mainly by land 
and sea. This is why the transits are via the Balkans: from Afghanistan 
crossing Turkey, Albania, Romania and Kosovo. In this case we must think 
like a terrorist, “think terrorist”, a vision with a long timeline and a wide 
horizon is needed in order to be not only reactive but pro-active. In crisis 
management the change of ideas should be tackled.

6. Could Italy be involved in terrorist attacks? There is also a 
virtual terrorism, the cyber war.
Italy is not only a sensitive target, but due to its national role and its specific 
nature symbol of Christianity,  it has to face the danger of becoming a real 
target of possible attacks. The risks have a complex matrix and actually 
indecipherable: a threat that derives directly from Daesh through native 
and recruited elements. Possible raids from overseas, first of all Libya and 
also internally  to connect criminality with recruitment of armed cells. The 
Balkan route is a very hot channel for possible jihadist terrorist infiltration 
among migrants. Probably with the complicity of organized local mafia 
branching off at international level.

the operational capacity of quality for the competent authorities is based 
on a system having the following capacities: integrated to guarantee the 
interconnection with other systems, open in order to have a quicker 
access, multiuser and dynamic in order to consent the analysis of data in 
real time by being more precise and conducting less random controls.
As of today critical events and possible terroristic attacks to analyze have 
been identified as hybrid and asymmetrical threats, where it is difficult to 

The basic principal of the concept of Infrastructure Security is preven-
tion, which in today’s challenges in favor of society, becomes effective and 
efficient after a preliminary analysis where the context is articulated and 
characterized by different factors in our society. It is necessary to achieve 
guidelines whose principal elements are strictly connected to the theme 
of infrastructure security such as : infrastructure, users, information, 
measures, interoperability.
First of all it is useful to identify the transportation system in its two 
fundamental components which are the infrastructure and the users, 
strictly related between themselves. The infrastructure, characterized by 
structural and distinctive elements for the services offered represents the 
principal place for movement. Based on the means of transport (railway, 
naval, road, air) stations, ports, roads, airports and metro can be identi-
fied and reveal where there is a high concentration of demand for 
transport. This is for the eventual waiting time on behalf of the user as 
well as for the transit time used to change the means of transport.
The user can be considered as a means of transport, that in different ways 
can be identified by the vehicle, airplane, train and ship. He is an indivi-
dual that effects the transfers with an origin and a destination. In an urban 
area with different attractions as possible destinations. Besides the 
transport system, for security reasons information tied to the individual is 
essential. Different channels of information exist based on the use of 
internet (from web applications to specific sites) or traditional TV 
channels, radio and newspapers. In particular, since the arrival of social 

networks a lot of information is characterized by large volume of data that 
is represented and comparable in a distributed flow, available in various 
forms of information in real time and in any place on the territory. The 
monitoring of information is also important through the application of : 
GPS for the exact location, Internet of Things technology where objects 
and real places are connected to the network and interact with the 
surrounding environment becoming “intelligent”, and finally, specific 
software that permits to detect the exact volume to analyze and the type 
of data to extract. Since it concerns information and sensitive data 
eventual terrorist attacks and forms of hacking that can compromise a 
system must be considered. Therefore cyber security must also be 
guaranteed in advance. 
A legislation is necessary based on the adoption of measures with the aim 
of: protection of privacy and compliance to BIM (Building Information 
Modelling) criteria in design thanks to present regulation. On a technolo-
gical level control and monitoring in a precise and rapid way by using 
particular systems and finally, concerning governance, the synergy 
between the various subjects involved for the organization and manage-
ment of the criticalities based on increasingly standardized procedures. In 
order to permit a collaboration regarding the organization of the various 
institutions the interoperability must be guaranteed at any time by the 
different systems of each institution of referral. This means the capacity 
of the systems and their components to communicate correct and precise 
information between themselves. The foundation for the development of 
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before the Bataclan massacre of November 13 2015 and after, for the 
following months up, until the attacks in Brussels of March 22 2016.

As said, this concerns a terroristic phenomenon completely different with 
respect to Al-Qaeda, which found the western governments unprepared. 
In fact, this phenomenon is not under the control of the head of a criminal 
organization or originates from social factors such as exclusion, 
unemployment and decline. The new terrorism is activated at a worldwide 
level beginning with the diffusion through web messages, for recruitment 
and inducement to terrorist militancy.  The case of Salah is that of young 
children of Muslim families, second or third immigrant generations that 
are pushed toward illegal combat against any form of “western” life. There 
is no direct relation between the social tensions in the “ghetto” 
neighborhoods, the Islamic fundamentalism and illegal immigration. There 
is a general call via internet to carry out a criminal gesture resulting in 
numerous victims that can be answered by subjects willing to take action. 
There is an audience ready to accept this message and these new criminals 
can also be citizens of western countries, like Salah, or 
immigrants/migrants welcomed in these countries like Italy as in the case 
of Anis Amri , author of the Berlin massacre of last December 19. They 
find resources, suggestions, motivations and protection in the radical 
Sunni Middle Eastern religious area which after Al-Qaeda, today answers 
to ISIS or Daesh. Daesh is a self-proclaimed Islamic state based in the 
territories between Iraq and Siria. For Daesh international terrorism is 
part of their strategy to conquer territories in order to create a Nation for 
the more radical Sunni part of the Islamic world. The scenarios today are 
those of international geopolitics and of the new disloyal frontiers through 
web followed by Islamic fundamentalism. The new operating methods have 
to be taken into account, they assume different forms, hard to control, and 
based on the combined use of mobile phones and web to select and contact 
the subjects to recruit.    To contrast this form of terrorism today requires 
new instruments based on phone and data traffic control in the 
communication network, which by nature is global. Such control is in a few 
cases very difficult or impossible as in the cryptographic communication  
systems today available on internet. Parallel to the virtual element of the 
internet network there is the physical component: in Europe as in New 
York, the stage preferred for terrorist attacks is the city. A neighborhood  
in an important city such as Brussels has a main role as incubator of 

potential terrorists. The city is capable of camouflaging the terrorist within 
neighborhoods almost always inaccessible. The street and the 
infrastructure become the stage of a hybrid and asymmetric war where the 
target of the criminals are the common people also by using cars and 
trucks as instruments of destruction.

It is a war where the attacker is not a hostile nation, where there are no 
formal acts of beginning and end. There are no negotiations, cease-fires or 
fronts. It is completely different from traditional wars under the geographic 
profile, of the actors and of the aims. It is a world war that involves 
unilaterally the Islamic fundamentalism of Sunni root. Starting from a 
nation conquered on the battlefield, it fights, via web, culture differences 
and orientations of its own truth in every part of the world. It is not known 
if and when this unilateral war will end. At this time it is not predictable, 
considering the basic numerous historic-religious motivations and that 
differently from the past there is a State, the Caliphate. Thanks to internet 
there is the possibility to radiate the threat everywhere.

2. What is the Caliphate or ISIS or Daesh?
On June 29 2014 Abu Bakr al-Baghdadi proclaims himself caliph and 
the caliphate was born. That is, the Islamic state governing over a territory 
partly in Iraq and partly in Syria, also called ISIS (Islamic State of Iraq and 
al-Sham) o Daesh (al-Dawlah al-Islamyya fial-lraq wa-al-Sham)  [5]. The aim 
is to create a nation for the Sunni part (more radical) of the Islamic world 
The Islamic State pursues two parallel objectives of territorial expansion 
(physical) and communicative (virtual). It involves a very articulated 
organization that is not a defined traditional terrorist group since it strives 
to conquer a territory and uses terrorism as the instrument of a hybrid war. 
The terror, which hits infrastructure and populations, is the instrument to 
modify the order of the world. To do this, Daesh uses a communication 
network that serves for campaigning and recruiting.

Daesh officially goes out in the field on June 26 2015, on its first 
anniversary, despite it being a Friday, a sacred day for Islam and in the 
month of Ramadan. It is the so called “black Friday” and Daesh acts in a 
perfectly coordinated way: three attacks in the same day, in Kuwait, France 
and Tunisia. The only difference is the location and the target but identical 
in terms of impact towards the Nations and populations.  The result 

an extremely conflictual area and very dangerous since directly connected 
to the heart of Europe.

An example is what the German police discovered regarding the criminal 
acts of last July 18 and 24 2016. In the first case, an afghan refugee 
with an axe and knife assaulted Chinese passengers on a train to Wurzburg. 
The second case, a Syrian blew himself up in the plaza in Ansbach during a 
music festival. It is significant in the first case, the exchange of 
communication between the headquarters of the organization (a call 
center) and the attacker where discussions took place on which weapon to 
use and images of the location to attack were verified beforehand. 
Important to note that from the headquarter it is suggested to use a vehicle 
since it provokes more deaths while the terrorist prefers hand weapons 
since faster.

This makes us doubt that the criminal gesture of Berlin on last 
December 19 2016 was not a solitary act6  but was the result of this 
new terroristic phase where Daesh elaborates the data received on its sites 
utilizing key words such as “jihad”. It cross checks them with possible local 
targets and subsequently through safe forms of messaging (Telegram, 
Skype, Facebook, social network) provides instructions to the material 
executor of the attack. It uses operations manuals and instructions for 
manufacturing bombs and digital interactive maps capable of evidencing 
the targets, obstacles, video cameras and police force garrisons  . The 
monitoring of websites or internet forums centered on the 
religious-political situation of a few muslin states or the advertising on 
simple jihadist websites, remain crucial to prevent terrorist attacks.

3. Is it a new type of war? Is it World War III?
A new analysis framework is necessary to understand this new type of 
violence. Terrorism is a war and what type of war? Does it make sense to 
use the expression pronounced by Pope Francis “third world war”? 
In the last period we are witnessing two different facts: a local war in Syria 
and Libya against  a clear and identified enemy – ISIS or Daesh – and 
globalized terrorism through Al Qaeda, Daesh and other various groups 
with names like Boko, Haram, Agmi, etc. In the local war in Syria the 
armed forces of Iraq and the international coalition are re-conquering, in 
alternative phases, the ISIS territory with the aim of conquering the main 

cities and free themselves of the enemy in Iraq and Syria. There is no 
possibility to reach peace with Daesh, who refuses any form of dialogue and 
therefore the only solution is their elimination from that territory. Even if 
the international coalition succeeds in destroying Daesh this may be the 
end of the battle on the field but probably not the end of this terrorism in 
the world.

Daesh demands its territory and for this reason conducts a conventional 
war with an army that in these last years has attracted many foreign 
fighters  . Its ramifications attract terrorists that come from the Western 
countries and from the Middle East. They operate everywhere in the world 
(Ivory Coast, Turkey, Mali, France, Lebanon, Egypt, U.S.A., Nigeria, etc.). 
There are always less lone wolves and always more members of a 
molecular army (such as Paris and Berlin). It is a world war since it involves 
all countries in the world but the term “war” is inappropriate because 
terrorism is a conflict with a peculiar nature, closer to civil war than a 
regular war. It is a civil war of low intensity that involves all the countries in 
the world. Molecular because it is based on persons waiting for instructions 
to attack and in part fought virtually using a computer network. A low 
intensity war that should be distinguished from cyberwar which falls in the 
area of digital espionage .

Terrorism is not a war since a war needs two enemies or at least two 
groups against each other that fight in a specific place with the aim of 
conquering or occupying a territory. The conflict begins with a declaration 
of war and to simplify concludes with a cease-fire and peace. The terrorist 
acts occur by surprise (the surprise factor is fundamental) and without 
declaration of war. The person responsible is not known beforehand but 
after the attack. This can come from civilians who declare themselves 
fighters, who attack other civilians and can take place in a part of the world 
different from the country target of the attack.

4. This terrorism is born in Muslim countries? Does this 
concern the Islamic religion?
It is a product of a structural and multiple social situation. As initially said, 
the structural reasons of terrorism begin with events started 30 years ago. 
Their origins began with extremist Islamic groups which were born in the 
80s after the invasion of Afghanistan by the Soviets. At that time, Al Qaeda 

5. What is the interest on behalf of the roads? Is there the 
possibility of governance?
The phenomenon regarding the mobility of people is part of the globalized 
world and is an integrated part of the historical period we are living. It 
appears inevitable that it will last for decades. It probably has entered a 
phase that due to the effect of inequalities and the economic difficulties 
worldwide, it is destined to increase and no one knows when an 
equilibrium will be found. It can be compared to the phenomenon of 
hydraulic filling of “communicating vessels” where the means are the 
important ways of communication and the fluid is not water but persons 
and the movement is the search for a better “welfare”. It is difficult to 
arrest it with physical barriers since the pressure can be contained but in 
any case remains and increases. In this same way receiving people without 
limits is a problem, in particular for transport.

Everyone (including terrorists) go on the road. Mobility of goods and 
people is an essential characteristic of our time and involves not only the 
routes of continental migration but also the rural areas and cities. In 
Europe, as well as in New York, the preferred location for terroristic 
events is the  city. A neighborhood of an important city such as Brussels 
has a central role as an incubator for potential terrorists. The city is 
capable of camouflaging the terrorist within inaccessible neighborhoods 
and within these walls the street and infrastructure are generally the main 
locations of this hybrid and asymmetrical  war whose target are common 
people using vehicles and trucks as instruments of distruction.

The problem is that the evolution of the relationship terrorism-mobility 
was once slow, while today it is rapid: there are planes, ships and roads that 
take you everywhere also with alternative routes. More than the road itself, 
what matters is that the roads are a transport infrastructure for vehicles. 
Since always, in underdeveloped countries and with strong 
social-political-religious tensions, the road has been the main target of 
criminal acts with or without the use of means of transport .  This risk now 
is of interest also to Europe, threatening places where the road crosses or 
passes near locations normally attended only by a small number of persons 
(refueling stations, bus, markets, malls, vehicles in queue, etc.) or crowded 
due to an extraordinary event. The road which is already a potential 
location for different types of criminal acts and illegal trafficking of various 

nature, can be the site of bad actions and the preferred means to attack 
galleries, bridges and viaducts. But we must consider as well malls, 
libraries and recently as in Paris, Berlin and Nice, also open spaces and 
concert locations.  The terrorist acts can involve means of transport 
(planes, metro, trucks and vehicles) not only as a target in itself but also as 
“weapons” to amplify the devastating effect of the act , especially if 
transporting dangerous goods.

We have to ask ourselves if one day in our company a similar event should 
occur as those occurred in other parts of the world what should we do. The 
rapidity of action in these cases is essential and involves operational 
personnel as well .

The recent criminal acts have stimulated the development of innovative 
solutions regarding control of vehicles and persons: facial recognition and 
video cameras on board vehicles key to security and increased 
performance in control centers. The problem is in acquiring a preventive 
attitude and be capable of reaction when faced with such events when place 
and time is unpredictable. On the road the event is unpredictable. There 
could be a bomb, or as we have seen a vehicle used as a bomb. It is 
considered an efficient means because capable of many victims since it can 
be directed by a suicidal person toward the target differently from a bomb 
placed in a certain location. It is meaningful that a headquarter of Daesh 
suggests to use a vehicle since it provokes more deaths, while the terrorist 
prefers hand weapons since faster . The roads can also accommodate other 
infrastructure such as telecommunication networks, optical fibre, 
electricity network, etc. Therefore roads can provoke a ripple effect, 
concentric circles or domino effect.

It is no coincidence that the investigative forces have passed from search 
of the perpetrators to prevention. “Understanding the continuity and 
discontinuity gives the possibility not to anticipate the future and predict 
possible attacks , but to predict the mechanisms at stake, far away from the 
emergencies and emotions of the moment”.
The latest attacks in Europe have demonstrated that the lines of 
penetration in central Europe travel across the Balkans and frequently 
pass through migrants. Presently we have witnessed that some of these 
migrants have received documents as refugees filling out an application 

1. What is the terrorism we are presently living ?
A universal definition of terrorism does not exist  and the novelty and the 
complexity of this form of  jihadist terrorism with respect to the traditional 
terrorism of the past, in particular in Italy  must be comprehended.

International terrorism, as we are experiencing, with attacks and threats 
toward the western world and Europe, begins with the destruction of the 
Twin Towers in New York on September 11 2001. This was planned 
by Osama Bin Laden, head of Al-Qaeda, Sunni Islamist paramilitary 
terrorist movement. Not many know that 2 days before, September 9, 
Ahmad Shah Massud, commander of the North Alliance  [2] Shiite was 
killed in Afghanistan by Sunni Talibans. Always by the hands of the 
Talibans, in March 2001, all of Buddha’s statues, more than 15 
centuries old and carved on the cliffs in the valley of  Bamiyan , were 
destroyed.

The religious fanaticism of the conflict between Sunnis and Shiites is 
therefore at the origin of the first acts of the so called “hybrid” and 
“asymmetric” war. It started at the beginning of the new millennium and is 
defined with these words since not fought on the field against a deployed 
enemy.

On September 22 2001, after that the USA accused the Talibans of 
protecting the perpetrators of the September 11 attack, the United Arab 

obtained is that of a banner of the black flag: “We are arriving…actually we 
are already here!”  In Kuwait a suicide attack, claimed by Daesh, takes place 
in a mosque during prayer, re-launching the conflict between Sunni and 
Shiites, upsetting the Middle East and the Gulf area countries allied with 
the coalition and supporters of the Caliph. Near Lyons in France, an 
industrial gas plant is attacked. This was a critical infrastructure with 
dangerous effects potential, also achieving the first decapitation on 
European soil.

In Tunisia, after the attack to the Bardo Museum on March 18 2015, to 
further strike tourism, a strategic sector for a Nation that wishes to be an 
alternative to the Caliphate, a number of tourists from a cruise ship were 
killed  while on land.

Previously, in France, there was the attack to “Charlie Hebdo” (January 
7 2015) followed by the attack in Paris of November 13 to the 
Bataclan theatre, when around 9.20 p.m. a terrorist blew himself up near 
gate “D” of the Stade de France during a National French team soccer 
game. After five minutes, another terrorist blew himself up near another 
entrance and in front of another restaurant. At the same time, in another 
neighborhood, other multiple coordinated attacks took place against 
clients of bars and pubs killing various persons.  After about twenty 
minutes, three men invaded the Bataclan theatre, shooting with machine 
guns at spectators, keeping some hostages and, upon the arrival of the 
special forces blew themselves up killing more than 90 persons. At the 
same time, another terrorist blew himself up, in the stadium area, rue de la 
Cokerie but without victims. At the end of the attacks there were 132 dead, 
433 injured, 7 terrorists dead.

After Paris, between August and October 2015, a few explosions 
destroyed two important mausoleums in the archeological site of Palmira, 
protected by Unesco. This was an indication of their intention to hit not 
only innocent civilians but the deep cultural values and symbols such as the 
roman archeology testimony of a rich and fascinating past.

The strategy used to shake the habits of the European citizens, raising 
concerns on the increasing possible targets and level of exposition of the 
people, develops thereafter striking against the urban mobility of Brussels. 

brought its actions to many parts of the world uniting political goals with 
religious preaching. Its role has become important in the Middle East 
relations with Syria but also with the Palestinian issue. The war in Iraq and 
the destruction of the regime of Saddam Hussein, used to “democratize” a 
country suspected  of helping terrorism (as in Libya to remove Gheddafi), 
has destabilized the political framework and in the end the western 
countries have produced more terrorism.

In this land of strong political and religious Daesh tension, is connected to 
Al Qaeda but distinguishes itself since it demands its own territory. Its 
activity began in Iraq and Syria in 2013. Its origins can be placed in 
sentiments of humiliation, sense of injustice, reactions against aggressions 
and search of an identity. They are a mix of culture and politics. This 
explains why religion is so present in this civil war worldwide. Since the 
authors have declared to be Muslims, one has the impression that it 
concerns revenge against the Christian world, but it is not a religious war .

It concerns individuals that enter this process for different personal 
reasons and in any case voluntarily. They come from different areas and 
often concerns isolated individuals in search of motivations and identity 
that is provided on internet across radical Muslim websites. Islam uses the 
moment of “radicalization” as its form of expression. Thus, an individual 
voluntarily and liberally becomes a terrorist. These young people are 
generally second or third generation  Muslims, that live between two 
worlds: the country of birth of their parents and the new nation where they 
are born but where they live with discomfort. They are not tied to a specific 
community or by a sentiment of belonging to a nation. They are isolated, in 
unstable social conditions and are concentrated (radicalized) in the search 
of themselves where they have nothing to lose. Therefore, education, the 
conditions of life in an urban habitat, the economic condition, social 
services, schooling and life in jails are all important factors of social nature 
but do not exclude other causes. Other pressures such as the economical 
type, not only idealistic or fake religious, complete the work.

Often on a journey in a war zone such as Syria they find motivations to 
become active terrorists for the good cause against the bad western 
countries, corrupt and anti-religious. Therefore, the young jihadists 
express a form of insane social and violent dissent which has little to do 

and travelling through Greece and the Balkans towards the north using 
money tranfers .   Small amounts of money can be collected during the 
journey and transferred serving to finance small activities: acquire 
weapons, hotel expenses and survival till reaching the destination. The 
investigations have brought to light that Anis Amri, author of the Berlin 
massacre, “had taken money from the trafficking of documents and that every 
attack was preceded by money movement through money transfers (…). 
Terrorist organizations are also criminal organizations. The Islamic state is a 
mafia state (…): the international drug traffic, that of hydrocarbons from Iraq, 
the migration trafficking. ISIS and mafia are similar” . It is a chain not 
traceable but leads to the final outcome of free movement and financing. 
This involves the logistic chain of international transport mainly by land 
and sea. This is why the transits are via the Balkans: from Afghanistan 
crossing Turkey, Albania, Romania and Kosovo. In this case we must think 
like a terrorist, “think terrorist”, a vision with a long timeline and a wide 
horizon is needed in order to be not only reactive but pro-active. In crisis 
management the change of ideas should be tackled.

6. Could Italy be involved in terrorist attacks? There is also a 
virtual terrorism, the cyber war.
Italy is not only a sensitive target, but due to its national role and its specific 
nature symbol of Christianity,  it has to face the danger of becoming a real 
target of possible attacks. The risks have a complex matrix and actually 
indecipherable: a threat that derives directly from Daesh through native 
and recruited elements. Possible raids from overseas, first of all Libya and 
also internally  to connect criminality with recruitment of armed cells. The 
Balkan route is a very hot channel for possible jihadist terrorist infiltration 
among migrants. Probably with the complicity of organized local mafia 
branching off at international level.

WORKSHOP 93

the operational capacity of quality for the competent authorities is based 
on a system having the following capacities: integrated to guarantee the 
interconnection with other systems, open in order to have a quicker 
access, multiuser and dynamic in order to consent the analysis of data in 
real time by being more precise and conducting less random controls.
As of today critical events and possible terroristic attacks to analyze have 
been identified as hybrid and asymmetrical threats, where it is difficult to 

identify a single person responsible to fight against or eliminate. An 
efficient communication strategy where there is a victim being the 
principal subject of the way to spread a message, a public that receives 
the message and at the same time becomes testimony of the event. It is 
therefore the task of the competent entities to inform the society of the 
events and methods of prevention from possible attacks, through techno-
logical and communicative means.

The basic principal of the concept of Infrastructure Security is preven-
tion, which in today’s challenges in favor of society, becomes effective and 
efficient after a preliminary analysis where the context is articulated and 
characterized by different factors in our society. It is necessary to achieve 
guidelines whose principal elements are strictly connected to the theme 
of infrastructure security such as : infrastructure, users, information, 
measures, interoperability.
First of all it is useful to identify the transportation system in its two 
fundamental components which are the infrastructure and the users, 
strictly related between themselves. The infrastructure, characterized by 
structural and distinctive elements for the services offered represents the 
principal place for movement. Based on the means of transport (railway, 
naval, road, air) stations, ports, roads, airports and metro can be identi-
fied and reveal where there is a high concentration of demand for 
transport. This is for the eventual waiting time on behalf of the user as 
well as for the transit time used to change the means of transport.
The user can be considered as a means of transport, that in different ways 
can be identified by the vehicle, airplane, train and ship. He is an indivi-
dual that effects the transfers with an origin and a destination. In an urban 
area with different attractions as possible destinations. Besides the 
transport system, for security reasons information tied to the individual is 
essential. Different channels of information exist based on the use of 
internet (from web applications to specific sites) or traditional TV 
channels, radio and newspapers. In particular, since the arrival of social 
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before the Bataclan massacre of November 13 2015 and after, for the 
following months up, until the attacks in Brussels of March 22 2016.

As said, this concerns a terroristic phenomenon completely different with 
respect to Al-Qaeda, which found the western governments unprepared. 
In fact, this phenomenon is not under the control of the head of a criminal 
organization or originates from social factors such as exclusion, 
unemployment and decline. The new terrorism is activated at a worldwide 
level beginning with the diffusion through web messages, for recruitment 
and inducement to terrorist militancy.  The case of Salah is that of young 
children of Muslim families, second or third immigrant generations that 
are pushed toward illegal combat against any form of “western” life. There 
is no direct relation between the social tensions in the “ghetto” 
neighborhoods, the Islamic fundamentalism and illegal immigration. There 
is a general call via internet to carry out a criminal gesture resulting in 
numerous victims that can be answered by subjects willing to take action. 
There is an audience ready to accept this message and these new criminals 
can also be citizens of western countries, like Salah, or 
immigrants/migrants welcomed in these countries like Italy as in the case 
of Anis Amri , author of the Berlin massacre of last December 19. They 
find resources, suggestions, motivations and protection in the radical 
Sunni Middle Eastern religious area which after Al-Qaeda, today answers 
to ISIS or Daesh. Daesh is a self-proclaimed Islamic state based in the 
territories between Iraq and Siria. For Daesh international terrorism is 
part of their strategy to conquer territories in order to create a Nation for 
the more radical Sunni part of the Islamic world. The scenarios today are 
those of international geopolitics and of the new disloyal frontiers through 
web followed by Islamic fundamentalism. The new operating methods have 
to be taken into account, they assume different forms, hard to control, and 
based on the combined use of mobile phones and web to select and contact 
the subjects to recruit.    To contrast this form of terrorism today requires 
new instruments based on phone and data traffic control in the 
communication network, which by nature is global. Such control is in a few 
cases very difficult or impossible as in the cryptographic communication  
systems today available on internet. Parallel to the virtual element of the 
internet network there is the physical component: in Europe as in New 
York, the stage preferred for terrorist attacks is the city. A neighborhood  
in an important city such as Brussels has a main role as incubator of 

potential terrorists. The city is capable of camouflaging the terrorist within 
neighborhoods almost always inaccessible. The street and the 
infrastructure become the stage of a hybrid and asymmetric war where the 
target of the criminals are the common people also by using cars and 
trucks as instruments of destruction.

It is a war where the attacker is not a hostile nation, where there are no 
formal acts of beginning and end. There are no negotiations, cease-fires or 
fronts. It is completely different from traditional wars under the geographic 
profile, of the actors and of the aims. It is a world war that involves 
unilaterally the Islamic fundamentalism of Sunni root. Starting from a 
nation conquered on the battlefield, it fights, via web, culture differences 
and orientations of its own truth in every part of the world. It is not known 
if and when this unilateral war will end. At this time it is not predictable, 
considering the basic numerous historic-religious motivations and that 
differently from the past there is a State, the Caliphate. Thanks to internet 
there is the possibility to radiate the threat everywhere.

2. What is the Caliphate or ISIS or Daesh?
On June 29 2014 Abu Bakr al-Baghdadi proclaims himself caliph and 
the caliphate was born. That is, the Islamic state governing over a territory 
partly in Iraq and partly in Syria, also called ISIS (Islamic State of Iraq and 
al-Sham) o Daesh (al-Dawlah al-Islamyya fial-lraq wa-al-Sham)  [5]. The aim 
is to create a nation for the Sunni part (more radical) of the Islamic world 
The Islamic State pursues two parallel objectives of territorial expansion 
(physical) and communicative (virtual). It involves a very articulated 
organization that is not a defined traditional terrorist group since it strives 
to conquer a territory and uses terrorism as the instrument of a hybrid war. 
The terror, which hits infrastructure and populations, is the instrument to 
modify the order of the world. To do this, Daesh uses a communication 
network that serves for campaigning and recruiting.

Daesh officially goes out in the field on June 26 2015, on its first 
anniversary, despite it being a Friday, a sacred day for Islam and in the 
month of Ramadan. It is the so called “black Friday” and Daesh acts in a 
perfectly coordinated way: three attacks in the same day, in Kuwait, France 
and Tunisia. The only difference is the location and the target but identical 
in terms of impact towards the Nations and populations.  The result 

an extremely conflictual area and very dangerous since directly connected 
to the heart of Europe.

An example is what the German police discovered regarding the criminal 
acts of last July 18 and 24 2016. In the first case, an afghan refugee 
with an axe and knife assaulted Chinese passengers on a train to Wurzburg. 
The second case, a Syrian blew himself up in the plaza in Ansbach during a 
music festival. It is significant in the first case, the exchange of 
communication between the headquarters of the organization (a call 
center) and the attacker where discussions took place on which weapon to 
use and images of the location to attack were verified beforehand. 
Important to note that from the headquarter it is suggested to use a vehicle 
since it provokes more deaths while the terrorist prefers hand weapons 
since faster.

This makes us doubt that the criminal gesture of Berlin on last 
December 19 2016 was not a solitary act6  but was the result of this 
new terroristic phase where Daesh elaborates the data received on its sites 
utilizing key words such as “jihad”. It cross checks them with possible local 
targets and subsequently through safe forms of messaging (Telegram, 
Skype, Facebook, social network) provides instructions to the material 
executor of the attack. It uses operations manuals and instructions for 
manufacturing bombs and digital interactive maps capable of evidencing 
the targets, obstacles, video cameras and police force garrisons  . The 
monitoring of websites or internet forums centered on the 
religious-political situation of a few muslin states or the advertising on 
simple jihadist websites, remain crucial to prevent terrorist attacks.

3. Is it a new type of war? Is it World War III?
A new analysis framework is necessary to understand this new type of 
violence. Terrorism is a war and what type of war? Does it make sense to 
use the expression pronounced by Pope Francis “third world war”? 
In the last period we are witnessing two different facts: a local war in Syria 
and Libya against  a clear and identified enemy – ISIS or Daesh – and 
globalized terrorism through Al Qaeda, Daesh and other various groups 
with names like Boko, Haram, Agmi, etc. In the local war in Syria the 
armed forces of Iraq and the international coalition are re-conquering, in 
alternative phases, the ISIS territory with the aim of conquering the main 

cities and free themselves of the enemy in Iraq and Syria. There is no 
possibility to reach peace with Daesh, who refuses any form of dialogue and 
therefore the only solution is their elimination from that territory. Even if 
the international coalition succeeds in destroying Daesh this may be the 
end of the battle on the field but probably not the end of this terrorism in 
the world.

Daesh demands its territory and for this reason conducts a conventional 
war with an army that in these last years has attracted many foreign 
fighters  . Its ramifications attract terrorists that come from the Western 
countries and from the Middle East. They operate everywhere in the world 
(Ivory Coast, Turkey, Mali, France, Lebanon, Egypt, U.S.A., Nigeria, etc.). 
There are always less lone wolves and always more members of a 
molecular army (such as Paris and Berlin). It is a world war since it involves 
all countries in the world but the term “war” is inappropriate because 
terrorism is a conflict with a peculiar nature, closer to civil war than a 
regular war. It is a civil war of low intensity that involves all the countries in 
the world. Molecular because it is based on persons waiting for instructions 
to attack and in part fought virtually using a computer network. A low 
intensity war that should be distinguished from cyberwar which falls in the 
area of digital espionage .

Terrorism is not a war since a war needs two enemies or at least two 
groups against each other that fight in a specific place with the aim of 
conquering or occupying a territory. The conflict begins with a declaration 
of war and to simplify concludes with a cease-fire and peace. The terrorist 
acts occur by surprise (the surprise factor is fundamental) and without 
declaration of war. The person responsible is not known beforehand but 
after the attack. This can come from civilians who declare themselves 
fighters, who attack other civilians and can take place in a part of the world 
different from the country target of the attack.

4. This terrorism is born in Muslim countries? Does this 
concern the Islamic religion?
It is a product of a structural and multiple social situation. As initially said, 
the structural reasons of terrorism begin with events started 30 years ago. 
Their origins began with extremist Islamic groups which were born in the 
80s after the invasion of Afghanistan by the Soviets. At that time, Al Qaeda 

5. What is the interest on behalf of the roads? Is there the 
possibility of governance?
The phenomenon regarding the mobility of people is part of the globalized 
world and is an integrated part of the historical period we are living. It 
appears inevitable that it will last for decades. It probably has entered a 
phase that due to the effect of inequalities and the economic difficulties 
worldwide, it is destined to increase and no one knows when an 
equilibrium will be found. It can be compared to the phenomenon of 
hydraulic filling of “communicating vessels” where the means are the 
important ways of communication and the fluid is not water but persons 
and the movement is the search for a better “welfare”. It is difficult to 
arrest it with physical barriers since the pressure can be contained but in 
any case remains and increases. In this same way receiving people without 
limits is a problem, in particular for transport.

Everyone (including terrorists) go on the road. Mobility of goods and 
people is an essential characteristic of our time and involves not only the 
routes of continental migration but also the rural areas and cities. In 
Europe, as well as in New York, the preferred location for terroristic 
events is the  city. A neighborhood of an important city such as Brussels 
has a central role as an incubator for potential terrorists. The city is 
capable of camouflaging the terrorist within inaccessible neighborhoods 
and within these walls the street and infrastructure are generally the main 
locations of this hybrid and asymmetrical  war whose target are common 
people using vehicles and trucks as instruments of distruction.

The problem is that the evolution of the relationship terrorism-mobility 
was once slow, while today it is rapid: there are planes, ships and roads that 
take you everywhere also with alternative routes. More than the road itself, 
what matters is that the roads are a transport infrastructure for vehicles. 
Since always, in underdeveloped countries and with strong 
social-political-religious tensions, the road has been the main target of 
criminal acts with or without the use of means of transport .  This risk now 
is of interest also to Europe, threatening places where the road crosses or 
passes near locations normally attended only by a small number of persons 
(refueling stations, bus, markets, malls, vehicles in queue, etc.) or crowded 
due to an extraordinary event. The road which is already a potential 
location for different types of criminal acts and illegal trafficking of various 

nature, can be the site of bad actions and the preferred means to attack 
galleries, bridges and viaducts. But we must consider as well malls, 
libraries and recently as in Paris, Berlin and Nice, also open spaces and 
concert locations.  The terrorist acts can involve means of transport 
(planes, metro, trucks and vehicles) not only as a target in itself but also as 
“weapons” to amplify the devastating effect of the act , especially if 
transporting dangerous goods.

We have to ask ourselves if one day in our company a similar event should 
occur as those occurred in other parts of the world what should we do. The 
rapidity of action in these cases is essential and involves operational 
personnel as well .

The recent criminal acts have stimulated the development of innovative 
solutions regarding control of vehicles and persons: facial recognition and 
video cameras on board vehicles key to security and increased 
performance in control centers. The problem is in acquiring a preventive 
attitude and be capable of reaction when faced with such events when place 
and time is unpredictable. On the road the event is unpredictable. There 
could be a bomb, or as we have seen a vehicle used as a bomb. It is 
considered an efficient means because capable of many victims since it can 
be directed by a suicidal person toward the target differently from a bomb 
placed in a certain location. It is meaningful that a headquarter of Daesh 
suggests to use a vehicle since it provokes more deaths, while the terrorist 
prefers hand weapons since faster . The roads can also accommodate other 
infrastructure such as telecommunication networks, optical fibre, 
electricity network, etc. Therefore roads can provoke a ripple effect, 
concentric circles or domino effect.

It is no coincidence that the investigative forces have passed from search 
of the perpetrators to prevention. “Understanding the continuity and 
discontinuity gives the possibility not to anticipate the future and predict 
possible attacks , but to predict the mechanisms at stake, far away from the 
emergencies and emotions of the moment”.
The latest attacks in Europe have demonstrated that the lines of 
penetration in central Europe travel across the Balkans and frequently 
pass through migrants. Presently we have witnessed that some of these 
migrants have received documents as refugees filling out an application 

1. What is the terrorism we are presently living ?
A universal definition of terrorism does not exist  and the novelty and the 
complexity of this form of  jihadist terrorism with respect to the traditional 
terrorism of the past, in particular in Italy  must be comprehended.

International terrorism, as we are experiencing, with attacks and threats 
toward the western world and Europe, begins with the destruction of the 
Twin Towers in New York on September 11 2001. This was planned 
by Osama Bin Laden, head of Al-Qaeda, Sunni Islamist paramilitary 
terrorist movement. Not many know that 2 days before, September 9, 
Ahmad Shah Massud, commander of the North Alliance  [2] Shiite was 
killed in Afghanistan by Sunni Talibans. Always by the hands of the 
Talibans, in March 2001, all of Buddha’s statues, more than 15 
centuries old and carved on the cliffs in the valley of  Bamiyan , were 
destroyed.

The religious fanaticism of the conflict between Sunnis and Shiites is 
therefore at the origin of the first acts of the so called “hybrid” and 
“asymmetric” war. It started at the beginning of the new millennium and is 
defined with these words since not fought on the field against a deployed 
enemy.

On September 22 2001, after that the USA accused the Talibans of 
protecting the perpetrators of the September 11 attack, the United Arab 

obtained is that of a banner of the black flag: “We are arriving…actually we 
are already here!”  In Kuwait a suicide attack, claimed by Daesh, takes place 
in a mosque during prayer, re-launching the conflict between Sunni and 
Shiites, upsetting the Middle East and the Gulf area countries allied with 
the coalition and supporters of the Caliph. Near Lyons in France, an 
industrial gas plant is attacked. This was a critical infrastructure with 
dangerous effects potential, also achieving the first decapitation on 
European soil.

In Tunisia, after the attack to the Bardo Museum on March 18 2015, to 
further strike tourism, a strategic sector for a Nation that wishes to be an 
alternative to the Caliphate, a number of tourists from a cruise ship were 
killed  while on land.

Previously, in France, there was the attack to “Charlie Hebdo” (January 
7 2015) followed by the attack in Paris of November 13 to the 
Bataclan theatre, when around 9.20 p.m. a terrorist blew himself up near 
gate “D” of the Stade de France during a National French team soccer 
game. After five minutes, another terrorist blew himself up near another 
entrance and in front of another restaurant. At the same time, in another 
neighborhood, other multiple coordinated attacks took place against 
clients of bars and pubs killing various persons.  After about twenty 
minutes, three men invaded the Bataclan theatre, shooting with machine 
guns at spectators, keeping some hostages and, upon the arrival of the 
special forces blew themselves up killing more than 90 persons. At the 
same time, another terrorist blew himself up, in the stadium area, rue de la 
Cokerie but without victims. At the end of the attacks there were 132 dead, 
433 injured, 7 terrorists dead.

After Paris, between August and October 2015, a few explosions 
destroyed two important mausoleums in the archeological site of Palmira, 
protected by Unesco. This was an indication of their intention to hit not 
only innocent civilians but the deep cultural values and symbols such as the 
roman archeology testimony of a rich and fascinating past.

The strategy used to shake the habits of the European citizens, raising 
concerns on the increasing possible targets and level of exposition of the 
people, develops thereafter striking against the urban mobility of Brussels. 

brought its actions to many parts of the world uniting political goals with 
religious preaching. Its role has become important in the Middle East 
relations with Syria but also with the Palestinian issue. The war in Iraq and 
the destruction of the regime of Saddam Hussein, used to “democratize” a 
country suspected  of helping terrorism (as in Libya to remove Gheddafi), 
has destabilized the political framework and in the end the western 
countries have produced more terrorism.

In this land of strong political and religious Daesh tension, is connected to 
Al Qaeda but distinguishes itself since it demands its own territory. Its 
activity began in Iraq and Syria in 2013. Its origins can be placed in 
sentiments of humiliation, sense of injustice, reactions against aggressions 
and search of an identity. They are a mix of culture and politics. This 
explains why religion is so present in this civil war worldwide. Since the 
authors have declared to be Muslims, one has the impression that it 
concerns revenge against the Christian world, but it is not a religious war .

It concerns individuals that enter this process for different personal 
reasons and in any case voluntarily. They come from different areas and 
often concerns isolated individuals in search of motivations and identity 
that is provided on internet across radical Muslim websites. Islam uses the 
moment of “radicalization” as its form of expression. Thus, an individual 
voluntarily and liberally becomes a terrorist. These young people are 
generally second or third generation  Muslims, that live between two 
worlds: the country of birth of their parents and the new nation where they 
are born but where they live with discomfort. They are not tied to a specific 
community or by a sentiment of belonging to a nation. They are isolated, in 
unstable social conditions and are concentrated (radicalized) in the search 
of themselves where they have nothing to lose. Therefore, education, the 
conditions of life in an urban habitat, the economic condition, social 
services, schooling and life in jails are all important factors of social nature 
but do not exclude other causes. Other pressures such as the economical 
type, not only idealistic or fake religious, complete the work.

Often on a journey in a war zone such as Syria they find motivations to 
become active terrorists for the good cause against the bad western 
countries, corrupt and anti-religious. Therefore, the young jihadists 
express a form of insane social and violent dissent which has little to do 

and travelling through Greece and the Balkans towards the north using 
money tranfers .   Small amounts of money can be collected during the 
journey and transferred serving to finance small activities: acquire 
weapons, hotel expenses and survival till reaching the destination. The 
investigations have brought to light that Anis Amri, author of the Berlin 
massacre, “had taken money from the trafficking of documents and that every 
attack was preceded by money movement through money transfers (…). 
Terrorist organizations are also criminal organizations. The Islamic state is a 
mafia state (…): the international drug traffic, that of hydrocarbons from Iraq, 
the migration trafficking. ISIS and mafia are similar” . It is a chain not 
traceable but leads to the final outcome of free movement and financing. 
This involves the logistic chain of international transport mainly by land 
and sea. This is why the transits are via the Balkans: from Afghanistan 
crossing Turkey, Albania, Romania and Kosovo. In this case we must think 
like a terrorist, “think terrorist”, a vision with a long timeline and a wide 
horizon is needed in order to be not only reactive but pro-active. In crisis 
management the change of ideas should be tackled.

6. Could Italy be involved in terrorist attacks? There is also a 
virtual terrorism, the cyber war.
Italy is not only a sensitive target, but due to its national role and its specific 
nature symbol of Christianity,  it has to face the danger of becoming a real 
target of possible attacks. The risks have a complex matrix and actually 
indecipherable: a threat that derives directly from Daesh through native 
and recruited elements. Possible raids from overseas, first of all Libya and 
also internally  to connect criminality with recruitment of armed cells. The 
Balkan route is a very hot channel for possible jihadist terrorist infiltration 
among migrants. Probably with the complicity of organized local mafia 
branching off at international level.
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The purpose of this document is to illustrate the functional features of the 
new Extended Security System of SITRASB S.P.A (the Italian Society of the 
Gran San Bernardo Tunnel).

The main purpose of the system is to trace, by reading the license plates, the 
passage of all vehicles entering and leaving the municipal area, in particular 
on the routes coming from the Swiss territory and and in exit towards the 
same.

As can be seen from the communal map below (Picture 1), with red circles, 
there are the n.5 installations of plate reading equipment that can intercept 
all vehicles in transit both from the direction of the Tunnel Gran San 
Bernardo and those in transit from the same pass.
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before the Bataclan massacre of November 13 2015 and after, for the 
following months up, until the attacks in Brussels of March 22 2016.

As said, this concerns a terroristic phenomenon completely different with 
respect to Al-Qaeda, which found the western governments unprepared. 
In fact, this phenomenon is not under the control of the head of a criminal 
organization or originates from social factors such as exclusion, 
unemployment and decline. The new terrorism is activated at a worldwide 
level beginning with the diffusion through web messages, for recruitment 
and inducement to terrorist militancy.  The case of Salah is that of young 
children of Muslim families, second or third immigrant generations that 
are pushed toward illegal combat against any form of “western” life. There 
is no direct relation between the social tensions in the “ghetto” 
neighborhoods, the Islamic fundamentalism and illegal immigration. There 
is a general call via internet to carry out a criminal gesture resulting in 
numerous victims that can be answered by subjects willing to take action. 
There is an audience ready to accept this message and these new criminals 
can also be citizens of western countries, like Salah, or 
immigrants/migrants welcomed in these countries like Italy as in the case 
of Anis Amri , author of the Berlin massacre of last December 19. They 
find resources, suggestions, motivations and protection in the radical 
Sunni Middle Eastern religious area which after Al-Qaeda, today answers 
to ISIS or Daesh. Daesh is a self-proclaimed Islamic state based in the 
territories between Iraq and Siria. For Daesh international terrorism is 
part of their strategy to conquer territories in order to create a Nation for 
the more radical Sunni part of the Islamic world. The scenarios today are 
those of international geopolitics and of the new disloyal frontiers through 
web followed by Islamic fundamentalism. The new operating methods have 
to be taken into account, they assume different forms, hard to control, and 
based on the combined use of mobile phones and web to select and contact 
the subjects to recruit.    To contrast this form of terrorism today requires 
new instruments based on phone and data traffic control in the 
communication network, which by nature is global. Such control is in a few 
cases very difficult or impossible as in the cryptographic communication  
systems today available on internet. Parallel to the virtual element of the 
internet network there is the physical component: in Europe as in New 
York, the stage preferred for terrorist attacks is the city. A neighborhood  
in an important city such as Brussels has a main role as incubator of 

potential terrorists. The city is capable of camouflaging the terrorist within 
neighborhoods almost always inaccessible. The street and the 
infrastructure become the stage of a hybrid and asymmetric war where the 
target of the criminals are the common people also by using cars and 
trucks as instruments of destruction.

It is a war where the attacker is not a hostile nation, where there are no 
formal acts of beginning and end. There are no negotiations, cease-fires or 
fronts. It is completely different from traditional wars under the geographic 
profile, of the actors and of the aims. It is a world war that involves 
unilaterally the Islamic fundamentalism of Sunni root. Starting from a 
nation conquered on the battlefield, it fights, via web, culture differences 
and orientations of its own truth in every part of the world. It is not known 
if and when this unilateral war will end. At this time it is not predictable, 
considering the basic numerous historic-religious motivations and that 
differently from the past there is a State, the Caliphate. Thanks to internet 
there is the possibility to radiate the threat everywhere.

2. What is the Caliphate or ISIS or Daesh?
On June 29 2014 Abu Bakr al-Baghdadi proclaims himself caliph and 
the caliphate was born. That is, the Islamic state governing over a territory 
partly in Iraq and partly in Syria, also called ISIS (Islamic State of Iraq and 
al-Sham) o Daesh (al-Dawlah al-Islamyya fial-lraq wa-al-Sham)  [5]. The aim 
is to create a nation for the Sunni part (more radical) of the Islamic world 
The Islamic State pursues two parallel objectives of territorial expansion 
(physical) and communicative (virtual). It involves a very articulated 
organization that is not a defined traditional terrorist group since it strives 
to conquer a territory and uses terrorism as the instrument of a hybrid war. 
The terror, which hits infrastructure and populations, is the instrument to 
modify the order of the world. To do this, Daesh uses a communication 
network that serves for campaigning and recruiting.

Daesh officially goes out in the field on June 26 2015, on its first 
anniversary, despite it being a Friday, a sacred day for Islam and in the 
month of Ramadan. It is the so called “black Friday” and Daesh acts in a 
perfectly coordinated way: three attacks in the same day, in Kuwait, France 
and Tunisia. The only difference is the location and the target but identical 
in terms of impact towards the Nations and populations.  The result 

an extremely conflictual area and very dangerous since directly connected 
to the heart of Europe.

An example is what the German police discovered regarding the criminal 
acts of last July 18 and 24 2016. In the first case, an afghan refugee 
with an axe and knife assaulted Chinese passengers on a train to Wurzburg. 
The second case, a Syrian blew himself up in the plaza in Ansbach during a 
music festival. It is significant in the first case, the exchange of 
communication between the headquarters of the organization (a call 
center) and the attacker where discussions took place on which weapon to 
use and images of the location to attack were verified beforehand. 
Important to note that from the headquarter it is suggested to use a vehicle 
since it provokes more deaths while the terrorist prefers hand weapons 
since faster.

This makes us doubt that the criminal gesture of Berlin on last 
December 19 2016 was not a solitary act6  but was the result of this 
new terroristic phase where Daesh elaborates the data received on its sites 
utilizing key words such as “jihad”. It cross checks them with possible local 
targets and subsequently through safe forms of messaging (Telegram, 
Skype, Facebook, social network) provides instructions to the material 
executor of the attack. It uses operations manuals and instructions for 
manufacturing bombs and digital interactive maps capable of evidencing 
the targets, obstacles, video cameras and police force garrisons  . The 
monitoring of websites or internet forums centered on the 
religious-political situation of a few muslin states or the advertising on 
simple jihadist websites, remain crucial to prevent terrorist attacks.

3. Is it a new type of war? Is it World War III?
A new analysis framework is necessary to understand this new type of 
violence. Terrorism is a war and what type of war? Does it make sense to 
use the expression pronounced by Pope Francis “third world war”? 
In the last period we are witnessing two different facts: a local war in Syria 
and Libya against  a clear and identified enemy – ISIS or Daesh – and 
globalized terrorism through Al Qaeda, Daesh and other various groups 
with names like Boko, Haram, Agmi, etc. In the local war in Syria the 
armed forces of Iraq and the international coalition are re-conquering, in 
alternative phases, the ISIS territory with the aim of conquering the main 

cities and free themselves of the enemy in Iraq and Syria. There is no 
possibility to reach peace with Daesh, who refuses any form of dialogue and 
therefore the only solution is their elimination from that territory. Even if 
the international coalition succeeds in destroying Daesh this may be the 
end of the battle on the field but probably not the end of this terrorism in 
the world.

Daesh demands its territory and for this reason conducts a conventional 
war with an army that in these last years has attracted many foreign 
fighters  . Its ramifications attract terrorists that come from the Western 
countries and from the Middle East. They operate everywhere in the world 
(Ivory Coast, Turkey, Mali, France, Lebanon, Egypt, U.S.A., Nigeria, etc.). 
There are always less lone wolves and always more members of a 
molecular army (such as Paris and Berlin). It is a world war since it involves 
all countries in the world but the term “war” is inappropriate because 
terrorism is a conflict with a peculiar nature, closer to civil war than a 
regular war. It is a civil war of low intensity that involves all the countries in 
the world. Molecular because it is based on persons waiting for instructions 
to attack and in part fought virtually using a computer network. A low 
intensity war that should be distinguished from cyberwar which falls in the 
area of digital espionage .

Terrorism is not a war since a war needs two enemies or at least two 
groups against each other that fight in a specific place with the aim of 
conquering or occupying a territory. The conflict begins with a declaration 
of war and to simplify concludes with a cease-fire and peace. The terrorist 
acts occur by surprise (the surprise factor is fundamental) and without 
declaration of war. The person responsible is not known beforehand but 
after the attack. This can come from civilians who declare themselves 
fighters, who attack other civilians and can take place in a part of the world 
different from the country target of the attack.

4. This terrorism is born in Muslim countries? Does this 
concern the Islamic religion?
It is a product of a structural and multiple social situation. As initially said, 
the structural reasons of terrorism begin with events started 30 years ago. 
Their origins began with extremist Islamic groups which were born in the 
80s after the invasion of Afghanistan by the Soviets. At that time, Al Qaeda 

5. What is the interest on behalf of the roads? Is there the 
possibility of governance?
The phenomenon regarding the mobility of people is part of the globalized 
world and is an integrated part of the historical period we are living. It 
appears inevitable that it will last for decades. It probably has entered a 
phase that due to the effect of inequalities and the economic difficulties 
worldwide, it is destined to increase and no one knows when an 
equilibrium will be found. It can be compared to the phenomenon of 
hydraulic filling of “communicating vessels” where the means are the 
important ways of communication and the fluid is not water but persons 
and the movement is the search for a better “welfare”. It is difficult to 
arrest it with physical barriers since the pressure can be contained but in 
any case remains and increases. In this same way receiving people without 
limits is a problem, in particular for transport.

Everyone (including terrorists) go on the road. Mobility of goods and 
people is an essential characteristic of our time and involves not only the 
routes of continental migration but also the rural areas and cities. In 
Europe, as well as in New York, the preferred location for terroristic 
events is the  city. A neighborhood of an important city such as Brussels 
has a central role as an incubator for potential terrorists. The city is 
capable of camouflaging the terrorist within inaccessible neighborhoods 
and within these walls the street and infrastructure are generally the main 
locations of this hybrid and asymmetrical  war whose target are common 
people using vehicles and trucks as instruments of distruction.

The problem is that the evolution of the relationship terrorism-mobility 
was once slow, while today it is rapid: there are planes, ships and roads that 
take you everywhere also with alternative routes. More than the road itself, 
what matters is that the roads are a transport infrastructure for vehicles. 
Since always, in underdeveloped countries and with strong 
social-political-religious tensions, the road has been the main target of 
criminal acts with or without the use of means of transport .  This risk now 
is of interest also to Europe, threatening places where the road crosses or 
passes near locations normally attended only by a small number of persons 
(refueling stations, bus, markets, malls, vehicles in queue, etc.) or crowded 
due to an extraordinary event. The road which is already a potential 
location for different types of criminal acts and illegal trafficking of various 

nature, can be the site of bad actions and the preferred means to attack 
galleries, bridges and viaducts. But we must consider as well malls, 
libraries and recently as in Paris, Berlin and Nice, also open spaces and 
concert locations.  The terrorist acts can involve means of transport 
(planes, metro, trucks and vehicles) not only as a target in itself but also as 
“weapons” to amplify the devastating effect of the act , especially if 
transporting dangerous goods.

We have to ask ourselves if one day in our company a similar event should 
occur as those occurred in other parts of the world what should we do. The 
rapidity of action in these cases is essential and involves operational 
personnel as well .

The recent criminal acts have stimulated the development of innovative 
solutions regarding control of vehicles and persons: facial recognition and 
video cameras on board vehicles key to security and increased 
performance in control centers. The problem is in acquiring a preventive 
attitude and be capable of reaction when faced with such events when place 
and time is unpredictable. On the road the event is unpredictable. There 
could be a bomb, or as we have seen a vehicle used as a bomb. It is 
considered an efficient means because capable of many victims since it can 
be directed by a suicidal person toward the target differently from a bomb 
placed in a certain location. It is meaningful that a headquarter of Daesh 
suggests to use a vehicle since it provokes more deaths, while the terrorist 
prefers hand weapons since faster . The roads can also accommodate other 
infrastructure such as telecommunication networks, optical fibre, 
electricity network, etc. Therefore roads can provoke a ripple effect, 
concentric circles or domino effect.

It is no coincidence that the investigative forces have passed from search 
of the perpetrators to prevention. “Understanding the continuity and 
discontinuity gives the possibility not to anticipate the future and predict 
possible attacks , but to predict the mechanisms at stake, far away from the 
emergencies and emotions of the moment”.
The latest attacks in Europe have demonstrated that the lines of 
penetration in central Europe travel across the Balkans and frequently 
pass through migrants. Presently we have witnessed that some of these 
migrants have received documents as refugees filling out an application 

1. What is the terrorism we are presently living ?
A universal definition of terrorism does not exist  and the novelty and the 
complexity of this form of  jihadist terrorism with respect to the traditional 
terrorism of the past, in particular in Italy  must be comprehended.

International terrorism, as we are experiencing, with attacks and threats 
toward the western world and Europe, begins with the destruction of the 
Twin Towers in New York on September 11 2001. This was planned 
by Osama Bin Laden, head of Al-Qaeda, Sunni Islamist paramilitary 
terrorist movement. Not many know that 2 days before, September 9, 
Ahmad Shah Massud, commander of the North Alliance  [2] Shiite was 
killed in Afghanistan by Sunni Talibans. Always by the hands of the 
Talibans, in March 2001, all of Buddha’s statues, more than 15 
centuries old and carved on the cliffs in the valley of  Bamiyan , were 
destroyed.

The religious fanaticism of the conflict between Sunnis and Shiites is 
therefore at the origin of the first acts of the so called “hybrid” and 
“asymmetric” war. It started at the beginning of the new millennium and is 
defined with these words since not fought on the field against a deployed 
enemy.

On September 22 2001, after that the USA accused the Talibans of 
protecting the perpetrators of the September 11 attack, the United Arab 

obtained is that of a banner of the black flag: “We are arriving…actually we 
are already here!”  In Kuwait a suicide attack, claimed by Daesh, takes place 
in a mosque during prayer, re-launching the conflict between Sunni and 
Shiites, upsetting the Middle East and the Gulf area countries allied with 
the coalition and supporters of the Caliph. Near Lyons in France, an 
industrial gas plant is attacked. This was a critical infrastructure with 
dangerous effects potential, also achieving the first decapitation on 
European soil.

In Tunisia, after the attack to the Bardo Museum on March 18 2015, to 
further strike tourism, a strategic sector for a Nation that wishes to be an 
alternative to the Caliphate, a number of tourists from a cruise ship were 
killed  while on land.

Previously, in France, there was the attack to “Charlie Hebdo” (January 
7 2015) followed by the attack in Paris of November 13 to the 
Bataclan theatre, when around 9.20 p.m. a terrorist blew himself up near 
gate “D” of the Stade de France during a National French team soccer 
game. After five minutes, another terrorist blew himself up near another 
entrance and in front of another restaurant. At the same time, in another 
neighborhood, other multiple coordinated attacks took place against 
clients of bars and pubs killing various persons.  After about twenty 
minutes, three men invaded the Bataclan theatre, shooting with machine 
guns at spectators, keeping some hostages and, upon the arrival of the 
special forces blew themselves up killing more than 90 persons. At the 
same time, another terrorist blew himself up, in the stadium area, rue de la 
Cokerie but without victims. At the end of the attacks there were 132 dead, 
433 injured, 7 terrorists dead.

After Paris, between August and October 2015, a few explosions 
destroyed two important mausoleums in the archeological site of Palmira, 
protected by Unesco. This was an indication of their intention to hit not 
only innocent civilians but the deep cultural values and symbols such as the 
roman archeology testimony of a rich and fascinating past.

The strategy used to shake the habits of the European citizens, raising 
concerns on the increasing possible targets and level of exposition of the 
people, develops thereafter striking against the urban mobility of Brussels. 

brought its actions to many parts of the world uniting political goals with 
religious preaching. Its role has become important in the Middle East 
relations with Syria but also with the Palestinian issue. The war in Iraq and 
the destruction of the regime of Saddam Hussein, used to “democratize” a 
country suspected  of helping terrorism (as in Libya to remove Gheddafi), 
has destabilized the political framework and in the end the western 
countries have produced more terrorism.

In this land of strong political and religious Daesh tension, is connected to 
Al Qaeda but distinguishes itself since it demands its own territory. Its 
activity began in Iraq and Syria in 2013. Its origins can be placed in 
sentiments of humiliation, sense of injustice, reactions against aggressions 
and search of an identity. They are a mix of culture and politics. This 
explains why religion is so present in this civil war worldwide. Since the 
authors have declared to be Muslims, one has the impression that it 
concerns revenge against the Christian world, but it is not a religious war .

It concerns individuals that enter this process for different personal 
reasons and in any case voluntarily. They come from different areas and 
often concerns isolated individuals in search of motivations and identity 
that is provided on internet across radical Muslim websites. Islam uses the 
moment of “radicalization” as its form of expression. Thus, an individual 
voluntarily and liberally becomes a terrorist. These young people are 
generally second or third generation  Muslims, that live between two 
worlds: the country of birth of their parents and the new nation where they 
are born but where they live with discomfort. They are not tied to a specific 
community or by a sentiment of belonging to a nation. They are isolated, in 
unstable social conditions and are concentrated (radicalized) in the search 
of themselves where they have nothing to lose. Therefore, education, the 
conditions of life in an urban habitat, the economic condition, social 
services, schooling and life in jails are all important factors of social nature 
but do not exclude other causes. Other pressures such as the economical 
type, not only idealistic or fake religious, complete the work.

Often on a journey in a war zone such as Syria they find motivations to 
become active terrorists for the good cause against the bad western 
countries, corrupt and anti-religious. Therefore, the young jihadists 
express a form of insane social and violent dissent which has little to do 

and travelling through Greece and the Balkans towards the north using 
money tranfers .   Small amounts of money can be collected during the 
journey and transferred serving to finance small activities: acquire 
weapons, hotel expenses and survival till reaching the destination. The 
investigations have brought to light that Anis Amri, author of the Berlin 
massacre, “had taken money from the trafficking of documents and that every 
attack was preceded by money movement through money transfers (…). 
Terrorist organizations are also criminal organizations. The Islamic state is a 
mafia state (…): the international drug traffic, that of hydrocarbons from Iraq, 
the migration trafficking. ISIS and mafia are similar” . It is a chain not 
traceable but leads to the final outcome of free movement and financing. 
This involves the logistic chain of international transport mainly by land 
and sea. This is why the transits are via the Balkans: from Afghanistan 
crossing Turkey, Albania, Romania and Kosovo. In this case we must think 
like a terrorist, “think terrorist”, a vision with a long timeline and a wide 
horizon is needed in order to be not only reactive but pro-active. In crisis 
management the change of ideas should be tackled.

6. Could Italy be involved in terrorist attacks? There is also a 
virtual terrorism, the cyber war.
Italy is not only a sensitive target, but due to its national role and its specific 
nature symbol of Christianity,  it has to face the danger of becoming a real 
target of possible attacks. The risks have a complex matrix and actually 
indecipherable: a threat that derives directly from Daesh through native 
and recruited elements. Possible raids from overseas, first of all Libya and 
also internally  to connect criminality with recruitment of armed cells. The 
Balkan route is a very hot channel for possible jihadist terrorist infiltration 
among migrants. Probably with the complicity of organized local mafia 
branching off at international level.
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Below, the image of station N.1 with, in red, the position of the 2 v-PLATE
cameras (plate reading and context image).

  

Picture 2

Extended Security System

Below there is the image referencing to station N.2, with in red
the position of the 2 v-PLATE cameras (reading plate and context image)
and in blue the position of the camera reading the v-LANE plates.

  

Picture 3 

All of these devices are handled by a Xscanner platform software desig
ed for the integration of plate reading products so that authorized personnel
can easily and clearly access the vehicle passage information
at the checkpoints.

Extended Security System
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before the Bataclan massacre of November 13 2015 and after, for the 
following months up, until the attacks in Brussels of March 22 2016.

As said, this concerns a terroristic phenomenon completely different with 
respect to Al-Qaeda, which found the western governments unprepared. 
In fact, this phenomenon is not under the control of the head of a criminal 
organization or originates from social factors such as exclusion, 
unemployment and decline. The new terrorism is activated at a worldwide 
level beginning with the diffusion through web messages, for recruitment 
and inducement to terrorist militancy.  The case of Salah is that of young 
children of Muslim families, second or third immigrant generations that 
are pushed toward illegal combat against any form of “western” life. There 
is no direct relation between the social tensions in the “ghetto” 
neighborhoods, the Islamic fundamentalism and illegal immigration. There 
is a general call via internet to carry out a criminal gesture resulting in 
numerous victims that can be answered by subjects willing to take action. 
There is an audience ready to accept this message and these new criminals 
can also be citizens of western countries, like Salah, or 
immigrants/migrants welcomed in these countries like Italy as in the case 
of Anis Amri , author of the Berlin massacre of last December 19. They 
find resources, suggestions, motivations and protection in the radical 
Sunni Middle Eastern religious area which after Al-Qaeda, today answers 
to ISIS or Daesh. Daesh is a self-proclaimed Islamic state based in the 
territories between Iraq and Siria. For Daesh international terrorism is 
part of their strategy to conquer territories in order to create a Nation for 
the more radical Sunni part of the Islamic world. The scenarios today are 
those of international geopolitics and of the new disloyal frontiers through 
web followed by Islamic fundamentalism. The new operating methods have 
to be taken into account, they assume different forms, hard to control, and 
based on the combined use of mobile phones and web to select and contact 
the subjects to recruit.    To contrast this form of terrorism today requires 
new instruments based on phone and data traffic control in the 
communication network, which by nature is global. Such control is in a few 
cases very difficult or impossible as in the cryptographic communication  
systems today available on internet. Parallel to the virtual element of the 
internet network there is the physical component: in Europe as in New 
York, the stage preferred for terrorist attacks is the city. A neighborhood  
in an important city such as Brussels has a main role as incubator of 

potential terrorists. The city is capable of camouflaging the terrorist within 
neighborhoods almost always inaccessible. The street and the 
infrastructure become the stage of a hybrid and asymmetric war where the 
target of the criminals are the common people also by using cars and 
trucks as instruments of destruction.

It is a war where the attacker is not a hostile nation, where there are no 
formal acts of beginning and end. There are no negotiations, cease-fires or 
fronts. It is completely different from traditional wars under the geographic 
profile, of the actors and of the aims. It is a world war that involves 
unilaterally the Islamic fundamentalism of Sunni root. Starting from a 
nation conquered on the battlefield, it fights, via web, culture differences 
and orientations of its own truth in every part of the world. It is not known 
if and when this unilateral war will end. At this time it is not predictable, 
considering the basic numerous historic-religious motivations and that 
differently from the past there is a State, the Caliphate. Thanks to internet 
there is the possibility to radiate the threat everywhere.

2. What is the Caliphate or ISIS or Daesh?
On June 29 2014 Abu Bakr al-Baghdadi proclaims himself caliph and 
the caliphate was born. That is, the Islamic state governing over a territory 
partly in Iraq and partly in Syria, also called ISIS (Islamic State of Iraq and 
al-Sham) o Daesh (al-Dawlah al-Islamyya fial-lraq wa-al-Sham)  [5]. The aim 
is to create a nation for the Sunni part (more radical) of the Islamic world 
The Islamic State pursues two parallel objectives of territorial expansion 
(physical) and communicative (virtual). It involves a very articulated 
organization that is not a defined traditional terrorist group since it strives 
to conquer a territory and uses terrorism as the instrument of a hybrid war. 
The terror, which hits infrastructure and populations, is the instrument to 
modify the order of the world. To do this, Daesh uses a communication 
network that serves for campaigning and recruiting.

Daesh officially goes out in the field on June 26 2015, on its first 
anniversary, despite it being a Friday, a sacred day for Islam and in the 
month of Ramadan. It is the so called “black Friday” and Daesh acts in a 
perfectly coordinated way: three attacks in the same day, in Kuwait, France 
and Tunisia. The only difference is the location and the target but identical 
in terms of impact towards the Nations and populations.  The result 

an extremely conflictual area and very dangerous since directly connected 
to the heart of Europe.

An example is what the German police discovered regarding the criminal 
acts of last July 18 and 24 2016. In the first case, an afghan refugee 
with an axe and knife assaulted Chinese passengers on a train to Wurzburg. 
The second case, a Syrian blew himself up in the plaza in Ansbach during a 
music festival. It is significant in the first case, the exchange of 
communication between the headquarters of the organization (a call 
center) and the attacker where discussions took place on which weapon to 
use and images of the location to attack were verified beforehand. 
Important to note that from the headquarter it is suggested to use a vehicle 
since it provokes more deaths while the terrorist prefers hand weapons 
since faster.

This makes us doubt that the criminal gesture of Berlin on last 
December 19 2016 was not a solitary act6  but was the result of this 
new terroristic phase where Daesh elaborates the data received on its sites 
utilizing key words such as “jihad”. It cross checks them with possible local 
targets and subsequently through safe forms of messaging (Telegram, 
Skype, Facebook, social network) provides instructions to the material 
executor of the attack. It uses operations manuals and instructions for 
manufacturing bombs and digital interactive maps capable of evidencing 
the targets, obstacles, video cameras and police force garrisons  . The 
monitoring of websites or internet forums centered on the 
religious-political situation of a few muslin states or the advertising on 
simple jihadist websites, remain crucial to prevent terrorist attacks.

3. Is it a new type of war? Is it World War III?
A new analysis framework is necessary to understand this new type of 
violence. Terrorism is a war and what type of war? Does it make sense to 
use the expression pronounced by Pope Francis “third world war”? 
In the last period we are witnessing two different facts: a local war in Syria 
and Libya against  a clear and identified enemy – ISIS or Daesh – and 
globalized terrorism through Al Qaeda, Daesh and other various groups 
with names like Boko, Haram, Agmi, etc. In the local war in Syria the 
armed forces of Iraq and the international coalition are re-conquering, in 
alternative phases, the ISIS territory with the aim of conquering the main 

cities and free themselves of the enemy in Iraq and Syria. There is no 
possibility to reach peace with Daesh, who refuses any form of dialogue and 
therefore the only solution is their elimination from that territory. Even if 
the international coalition succeeds in destroying Daesh this may be the 
end of the battle on the field but probably not the end of this terrorism in 
the world.

Daesh demands its territory and for this reason conducts a conventional 
war with an army that in these last years has attracted many foreign 
fighters  . Its ramifications attract terrorists that come from the Western 
countries and from the Middle East. They operate everywhere in the world 
(Ivory Coast, Turkey, Mali, France, Lebanon, Egypt, U.S.A., Nigeria, etc.). 
There are always less lone wolves and always more members of a 
molecular army (such as Paris and Berlin). It is a world war since it involves 
all countries in the world but the term “war” is inappropriate because 
terrorism is a conflict with a peculiar nature, closer to civil war than a 
regular war. It is a civil war of low intensity that involves all the countries in 
the world. Molecular because it is based on persons waiting for instructions 
to attack and in part fought virtually using a computer network. A low 
intensity war that should be distinguished from cyberwar which falls in the 
area of digital espionage .

Terrorism is not a war since a war needs two enemies or at least two 
groups against each other that fight in a specific place with the aim of 
conquering or occupying a territory. The conflict begins with a declaration 
of war and to simplify concludes with a cease-fire and peace. The terrorist 
acts occur by surprise (the surprise factor is fundamental) and without 
declaration of war. The person responsible is not known beforehand but 
after the attack. This can come from civilians who declare themselves 
fighters, who attack other civilians and can take place in a part of the world 
different from the country target of the attack.

4. This terrorism is born in Muslim countries? Does this 
concern the Islamic religion?
It is a product of a structural and multiple social situation. As initially said, 
the structural reasons of terrorism begin with events started 30 years ago. 
Their origins began with extremist Islamic groups which were born in the 
80s after the invasion of Afghanistan by the Soviets. At that time, Al Qaeda 

5. What is the interest on behalf of the roads? Is there the 
possibility of governance?
The phenomenon regarding the mobility of people is part of the globalized 
world and is an integrated part of the historical period we are living. It 
appears inevitable that it will last for decades. It probably has entered a 
phase that due to the effect of inequalities and the economic difficulties 
worldwide, it is destined to increase and no one knows when an 
equilibrium will be found. It can be compared to the phenomenon of 
hydraulic filling of “communicating vessels” where the means are the 
important ways of communication and the fluid is not water but persons 
and the movement is the search for a better “welfare”. It is difficult to 
arrest it with physical barriers since the pressure can be contained but in 
any case remains and increases. In this same way receiving people without 
limits is a problem, in particular for transport.

Everyone (including terrorists) go on the road. Mobility of goods and 
people is an essential characteristic of our time and involves not only the 
routes of continental migration but also the rural areas and cities. In 
Europe, as well as in New York, the preferred location for terroristic 
events is the  city. A neighborhood of an important city such as Brussels 
has a central role as an incubator for potential terrorists. The city is 
capable of camouflaging the terrorist within inaccessible neighborhoods 
and within these walls the street and infrastructure are generally the main 
locations of this hybrid and asymmetrical  war whose target are common 
people using vehicles and trucks as instruments of distruction.

The problem is that the evolution of the relationship terrorism-mobility 
was once slow, while today it is rapid: there are planes, ships and roads that 
take you everywhere also with alternative routes. More than the road itself, 
what matters is that the roads are a transport infrastructure for vehicles. 
Since always, in underdeveloped countries and with strong 
social-political-religious tensions, the road has been the main target of 
criminal acts with or without the use of means of transport .  This risk now 
is of interest also to Europe, threatening places where the road crosses or 
passes near locations normally attended only by a small number of persons 
(refueling stations, bus, markets, malls, vehicles in queue, etc.) or crowded 
due to an extraordinary event. The road which is already a potential 
location for different types of criminal acts and illegal trafficking of various 

nature, can be the site of bad actions and the preferred means to attack 
galleries, bridges and viaducts. But we must consider as well malls, 
libraries and recently as in Paris, Berlin and Nice, also open spaces and 
concert locations.  The terrorist acts can involve means of transport 
(planes, metro, trucks and vehicles) not only as a target in itself but also as 
“weapons” to amplify the devastating effect of the act , especially if 
transporting dangerous goods.

We have to ask ourselves if one day in our company a similar event should 
occur as those occurred in other parts of the world what should we do. The 
rapidity of action in these cases is essential and involves operational 
personnel as well .

The recent criminal acts have stimulated the development of innovative 
solutions regarding control of vehicles and persons: facial recognition and 
video cameras on board vehicles key to security and increased 
performance in control centers. The problem is in acquiring a preventive 
attitude and be capable of reaction when faced with such events when place 
and time is unpredictable. On the road the event is unpredictable. There 
could be a bomb, or as we have seen a vehicle used as a bomb. It is 
considered an efficient means because capable of many victims since it can 
be directed by a suicidal person toward the target differently from a bomb 
placed in a certain location. It is meaningful that a headquarter of Daesh 
suggests to use a vehicle since it provokes more deaths, while the terrorist 
prefers hand weapons since faster . The roads can also accommodate other 
infrastructure such as telecommunication networks, optical fibre, 
electricity network, etc. Therefore roads can provoke a ripple effect, 
concentric circles or domino effect.

It is no coincidence that the investigative forces have passed from search 
of the perpetrators to prevention. “Understanding the continuity and 
discontinuity gives the possibility not to anticipate the future and predict 
possible attacks , but to predict the mechanisms at stake, far away from the 
emergencies and emotions of the moment”.
The latest attacks in Europe have demonstrated that the lines of 
penetration in central Europe travel across the Balkans and frequently 
pass through migrants. Presently we have witnessed that some of these 
migrants have received documents as refugees filling out an application 

1. What is the terrorism we are presently living ?
A universal definition of terrorism does not exist  and the novelty and the 
complexity of this form of  jihadist terrorism with respect to the traditional 
terrorism of the past, in particular in Italy  must be comprehended.

International terrorism, as we are experiencing, with attacks and threats 
toward the western world and Europe, begins with the destruction of the 
Twin Towers in New York on September 11 2001. This was planned 
by Osama Bin Laden, head of Al-Qaeda, Sunni Islamist paramilitary 
terrorist movement. Not many know that 2 days before, September 9, 
Ahmad Shah Massud, commander of the North Alliance  [2] Shiite was 
killed in Afghanistan by Sunni Talibans. Always by the hands of the 
Talibans, in March 2001, all of Buddha’s statues, more than 15 
centuries old and carved on the cliffs in the valley of  Bamiyan , were 
destroyed.

The religious fanaticism of the conflict between Sunnis and Shiites is 
therefore at the origin of the first acts of the so called “hybrid” and 
“asymmetric” war. It started at the beginning of the new millennium and is 
defined with these words since not fought on the field against a deployed 
enemy.

On September 22 2001, after that the USA accused the Talibans of 
protecting the perpetrators of the September 11 attack, the United Arab 

obtained is that of a banner of the black flag: “We are arriving…actually we 
are already here!”  In Kuwait a suicide attack, claimed by Daesh, takes place 
in a mosque during prayer, re-launching the conflict between Sunni and 
Shiites, upsetting the Middle East and the Gulf area countries allied with 
the coalition and supporters of the Caliph. Near Lyons in France, an 
industrial gas plant is attacked. This was a critical infrastructure with 
dangerous effects potential, also achieving the first decapitation on 
European soil.

In Tunisia, after the attack to the Bardo Museum on March 18 2015, to 
further strike tourism, a strategic sector for a Nation that wishes to be an 
alternative to the Caliphate, a number of tourists from a cruise ship were 
killed  while on land.

Previously, in France, there was the attack to “Charlie Hebdo” (January 
7 2015) followed by the attack in Paris of November 13 to the 
Bataclan theatre, when around 9.20 p.m. a terrorist blew himself up near 
gate “D” of the Stade de France during a National French team soccer 
game. After five minutes, another terrorist blew himself up near another 
entrance and in front of another restaurant. At the same time, in another 
neighborhood, other multiple coordinated attacks took place against 
clients of bars and pubs killing various persons.  After about twenty 
minutes, three men invaded the Bataclan theatre, shooting with machine 
guns at spectators, keeping some hostages and, upon the arrival of the 
special forces blew themselves up killing more than 90 persons. At the 
same time, another terrorist blew himself up, in the stadium area, rue de la 
Cokerie but without victims. At the end of the attacks there were 132 dead, 
433 injured, 7 terrorists dead.

After Paris, between August and October 2015, a few explosions 
destroyed two important mausoleums in the archeological site of Palmira, 
protected by Unesco. This was an indication of their intention to hit not 
only innocent civilians but the deep cultural values and symbols such as the 
roman archeology testimony of a rich and fascinating past.

The strategy used to shake the habits of the European citizens, raising 
concerns on the increasing possible targets and level of exposition of the 
people, develops thereafter striking against the urban mobility of Brussels. 

brought its actions to many parts of the world uniting political goals with 
religious preaching. Its role has become important in the Middle East 
relations with Syria but also with the Palestinian issue. The war in Iraq and 
the destruction of the regime of Saddam Hussein, used to “democratize” a 
country suspected  of helping terrorism (as in Libya to remove Gheddafi), 
has destabilized the political framework and in the end the western 
countries have produced more terrorism.

In this land of strong political and religious Daesh tension, is connected to 
Al Qaeda but distinguishes itself since it demands its own territory. Its 
activity began in Iraq and Syria in 2013. Its origins can be placed in 
sentiments of humiliation, sense of injustice, reactions against aggressions 
and search of an identity. They are a mix of culture and politics. This 
explains why religion is so present in this civil war worldwide. Since the 
authors have declared to be Muslims, one has the impression that it 
concerns revenge against the Christian world, but it is not a religious war .

It concerns individuals that enter this process for different personal 
reasons and in any case voluntarily. They come from different areas and 
often concerns isolated individuals in search of motivations and identity 
that is provided on internet across radical Muslim websites. Islam uses the 
moment of “radicalization” as its form of expression. Thus, an individual 
voluntarily and liberally becomes a terrorist. These young people are 
generally second or third generation  Muslims, that live between two 
worlds: the country of birth of their parents and the new nation where they 
are born but where they live with discomfort. They are not tied to a specific 
community or by a sentiment of belonging to a nation. They are isolated, in 
unstable social conditions and are concentrated (radicalized) in the search 
of themselves where they have nothing to lose. Therefore, education, the 
conditions of life in an urban habitat, the economic condition, social 
services, schooling and life in jails are all important factors of social nature 
but do not exclude other causes. Other pressures such as the economical 
type, not only idealistic or fake religious, complete the work.

Often on a journey in a war zone such as Syria they find motivations to 
become active terrorists for the good cause against the bad western 
countries, corrupt and anti-religious. Therefore, the young jihadists 
express a form of insane social and violent dissent which has little to do 

and travelling through Greece and the Balkans towards the north using 
money tranfers .   Small amounts of money can be collected during the 
journey and transferred serving to finance small activities: acquire 
weapons, hotel expenses and survival till reaching the destination. The 
investigations have brought to light that Anis Amri, author of the Berlin 
massacre, “had taken money from the trafficking of documents and that every 
attack was preceded by money movement through money transfers (…). 
Terrorist organizations are also criminal organizations. The Islamic state is a 
mafia state (…): the international drug traffic, that of hydrocarbons from Iraq, 
the migration trafficking. ISIS and mafia are similar” . It is a chain not 
traceable but leads to the final outcome of free movement and financing. 
This involves the logistic chain of international transport mainly by land 
and sea. This is why the transits are via the Balkans: from Afghanistan 
crossing Turkey, Albania, Romania and Kosovo. In this case we must think 
like a terrorist, “think terrorist”, a vision with a long timeline and a wide 
horizon is needed in order to be not only reactive but pro-active. In crisis 
management the change of ideas should be tackled.

6. Could Italy be involved in terrorist attacks? There is also a 
virtual terrorism, the cyber war.
Italy is not only a sensitive target, but due to its national role and its specific 
nature symbol of Christianity,  it has to face the danger of becoming a real 
target of possible attacks. The risks have a complex matrix and actually 
indecipherable: a threat that derives directly from Daesh through native 
and recruited elements. Possible raids from overseas, first of all Libya and 
also internally  to connect criminality with recruitment of armed cells. The 
Balkan route is a very hot channel for possible jihadist terrorist infiltration 
among migrants. Probably with the complicity of organized local mafia 
branching off at international level.
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The Saint-Rhémy-en-Bosses territory control project also includes the installation
of video recording equipment of up to 16 cameras, which can focus and recor
 the images of video surveillance cameras already on the municipal territory.
The above mentioned cameras are deployed close to the road that goes up to
the tunnel and at the service area of Saint-Rhémy-en-Bosses
(customs office area and Agip petrol station

 

 

The video recorder responsible for their management will in turn be run by a
virtualized platform called "Xentinel" that will allow a graphical web view on an
interactive map that can be used by any device with an authorized
internet connection.

Below are some "snapshots" of the cameras already present along the
motorway junction and at the Saint-Rhémy-en-Bosses service area.
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Extended Security System

The company also installed more surveillance cameras at the tunnel pay toll
barrier, in order to increase the safety of workers who work there.
These cameras are also integrated in the above system.

Below is an image of the pay toll barrier.

 

Both software platforms designed for field device management, Xentinel
and Xscanner, are available via web, through a common browser program,
by all authorized users after the assignment of appropriate user profiles and
security credentials. The system has no limitation on the number
of connected users. 

Extended Security System
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No license to use or install software is required for those who connect to the
platform but only the possibility of a minimal performing Internet connection
that allows the display of data. 

It can be also designed, for each user authorized touse the platforms,
how to use software, data, data types, etc. Each of the connected
and logged-in users will be able to use the system in an autonomous way
without the need to interact with other users to the connected system
at the same time. This is thanks to the platform's multi-tennant features that
allow it to be deployed just like the cloud-based internet applications of Gmail.

The platforms can store sensitive data (images, videos, plate numbers) 
or a fixed time.

Other data types that are not sensitive to privacy, such as the number of  daily
transits of vehicles or the typology or, still, the relative transit speed,
will be stored by the system for one year in order to produce statistical data on
a historical basis of 12 months.

Functional features of plate readers.

The plate reading equipment implemented are able to operate in all
meteorological and light conditions. For each vehicle in transit, they can
produce both a picture of the plate read (OCR image) and a color image of the 
omplete vehicle that is passing through; all with a data set such as:
vehicle license plate, nationality, time and date of transit, camera ID,
driving direction, vehicle class
(truck, motorbike, scooter, car, bus, commercial vehicle), color vehicle
(between red, yellow, blue, white, black, gray), estimated vehicle transit speed
(maximum error 15%).

Plate readers  and Xscanner platform  

 

Extended Security System

  

Example of images from plate reading devices.

  

Plate reading devices are connected to the Xscanner platform via IP network.
The platform is installed on a computer site in SITRASB S.P.A. which can be
accessed from an external Internet line protected by firewall equipment that
can block unwanted access and enable authorized VPN connections.

Extended Security System
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Xscanner is a simple and intuitive web / cloud based software application
dedicated to the operation of plate reading cameras, from which it collects
vehicle transit data by focusing the information in a single environment.

Conveying all the information in one point allows Xscanner to perform
complex analysis and data research to support strategic decisions in the
area's security management and understanding of the driving dynamics
that affect it.

Powerful graphical interfaces allow you to operate:

• Plate management, lists, searches, list alarms;

• Hazardous Goods Management, Risk Analysis, Alarm Lists for
Hazardous Goods in transit;

• Production of statistical data for traffic;

• Vehicle flow analysis;

• Verification of license plates in the motor vehicles database of the
Ministry of Transport with the purpose of sanctioning;

• Verification of vehicle license plates stolen through database connection
with the Ministry of Interior;

• Verification of plates with SDI portal (SCNTT of Naples).

Every operator connected to the platform can create their own vehicle lists
(plate numbers) which, in the case of a match with transit plates at the
checkpoints in the territory of Saint-Rhémy-en-Bosses, generate alarms
by sending E-mails, SMS or real-time images to the addresses and numbers
specified at setup time. These lists can also be shared with other structures 
hat benefit from the platform.

Also early warning of events generated by comparison with the
"Ministry of Interior" database can be configured and sent simultaneously
to multiple operators involved in the management.

Extended Security System

  
Here's an image of the "car stolen reporting" session of the Xscanner Platform.

An image of the opening screen of the Xscanner web platform
 

: 

Extended Security System
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The Mercury Project and its integration with the Extended
Security System

In 2010, the Ministry of Interior Territory Control Service presented a project
for the acquisition of on-board equipment for vehicles supplied to U.P.G.S.P.,
to UCTs of the Police Stations and the Crime Prevention Departments.

The initiative was approved for funding in 2011 under the National
Operational Program Security Objective 2007-2013, for a planned spending
commitment of € 6,240,000.

The Mercury project envisaged the acquisition of 500 on board devices that
would have been able to operate on a car park of 700 vehicles supplied to the
said Offices of the Campania, Apulia, Calabria and Sicily regions.

The preliminary administrative steps involved in the implementation
of the project - including the definition of administrative burdens proposed
by the tenderers in the European competition tender - allowed to start
execution in September 2014 and to conclude it in May 2015.

Description

The Mercury on-board system consists of: a removable tablet with an
"android" operating system; a computer placed in the luggage compartment
of cars; a camera located to the right of the rearview mirror; thermal printer
and keyboard.

The infrastructure is completed by monitoring stations installed at all COTs
 at all State Police Stations. Sectional and detached and at the Crime
Prevention Departments and "storage" units for data collection.
The entire system is supported by a centralized server unit installed at the
CEN in Naples.

Functions

The on-board device performs the following functions:

1) real-time transmission of images to the operating room;

 

 

 

 

 

 

 

 

Extended Security System

2) multimedia exchange of movies, photos and documents between
COT and patrols;

3) automated control of the license plates from on-board cameras;

4) access to Polices databases And S.P. directly from the Tablet;

5) exchange of information cards between COT and patrols;

6) messaging and sending alerts to the COT;

7) drafting of the computerized turnaround report and sending via
MIPG Web to the relevant office;

8) access to the “Ready to Use Procedures” from Check Lists of Administrative
Inspection of Public Establishments;

9) GPS location of both the car and the tablet when it operates outside itself.

OPERATIONAL BACKGROUND

The Territory Control Service, during the start-up of the systems, 
translated the technical features into practical aspects of the activity
of a patrol. Practice has given rise to the operational technical specifications.

a) the onboard system allows the COT operator to have a complete perception
of the operating scenarios of the patrol. The control unit can coordinate
interventions by seeing and listening to what is happening inside and in front
of the patrol and, above all, be able to handle the tasks of the nearby patrols at
the place of intervention. Greater coordination of resources means greater
effectiveness of the intervention of the land-use control device;

b) a more operational safe environment for the patrol. At any time,
sending a warning by the patrol allows the COT (who "sees" and "automatically"
listens the alarm) to send assistance to patrols in trouble even in the absence
of any radio communication;
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c) effectiveness in land-use control activities. The SdI control of a car and two
occupants takes place in less than a minute (previously the COT could also wait
for the patrol for 40 minutes). During an hour of territorial patrol,
with the camera device powered by automated license plate control,
the patrol monitors in SdIs and in suspicious car blacklists in use to
the Investigations Offices, no less than 60-90 vehicles. It goes to a tested
maximum of almost a thousand cars checked in a six-hour shift, by the
automatic removal of the license plates whose display is not at least 90% certain
 The automated vehicle control system does not require the attention of operators
(except in the case when the alarm for stolen/signaled SDI is triggered).
So operators can continue to observe the territory.

d) personnel training: all staff training and the ability to use Mercury technology,
including access to the SDI, is carried out by the Managers and the staff of the
Territorial Control Service and a small team composed entirely of personnel
from the Prevention Department, both at the Pescara Territory Control School
and directly at the Police Headquarters where the applications are installed.
  
TECHNOLOGICAL EVOLUTION

Technological innovation introduced has been carefully studied in
terms of cost / benefit. 

Specifically, during the implementation of the project, the Territorial Control
Service has developed a dematerialization system for patrol service end-of-life
relationships that obtains two major operational results. Reduces
the bureaucratic time of return to the office for drafting the report for the benefit
of the crews in the area on the territory. Thanks to the application called
"Policeman's Agenda", each Office can make "on-the-spot" changes between the
various patrol shifts, so, with equal resources, savings are achieved in terms of
hours worked today in bureaucratic activity favoring the 
peration in the territory.

A new integrated plate control function will be issued shortly to allow the
Mercury apparatus to carry out checks on the vehicles reported on the stolen
cars on the SIS platform, powered by the European police force.
The assisted processing of Judicial Police acts It is currently being released, 

Extended Security System

that, thanks to the printer, can be released to the public without the need to
go to the office for notification; and an alert system that allows the patrol t
 report some aspects of possible investigative insights during control
activities. Today the COT is alerted in real time when a patrol detects with
the cameras a stolen vehicle and when a person controlled on the road,
through the tablet, results from the SdI with pending charges against him.

All Mercury features of SdI control, messaging and telematics management
of interventions have been exchanged in the operating rooms of the internal
territory (the upgrading process has been started) and not just in the
South of Italy. These applications, disconnected from the Mercury system
and without the camera part, are now installed on more than 500 additional
cars thanks to the tablet (acquired by the Territory Control Service and the
Police Headquarters as a free utility from some sponsors) and are in use in
all Crime Prevention Departments and some Headquarter patrol cars which,
throughout the territory, carry out controls in total autonomy,
avoiding escalation of work for the COT for the Police Headquarters
and Police Stations.

Evolutionary Aspects: The experimentation of a light Mercury system
is successfully being concluded, which maintains the same performance
by cutting down hardware and cabling costs by around 40-50%.

Extended Security System
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L’Italia si fa strada

SMART ROAD
La strada all’avanguardia
che corre con il progresso

Smart Road

Access Point distribuiti lungo l’infrastruttura stradale per connessioni affidabili
con i dispositivi mobili in movimento a velocità autostradali

4

L’utente potrà usufruire in piena sicurezza e nel rispetto del codice della strada di diversi servizi:

 SICUREZZA

 INFO MOBILITA’ ed INFO UTILITà

 CONDIZIONI METEO

 SOS ON BOARD

 SERVIZI PER LA LOGISTICA

Tutti i servizi fruibili attraverso APP si attiveranno in modalità SOLO
on voice in movimento e con piena fruibilità a veicolo fermo

SMART ROAD - CONNETTIVITÀ

Wi-Fi in motion

Smart Road3

 Rete dati Multi Protocol Label Switch

 Sistema Wireless Wi-Fi in Motion

 Sistema Wireless DSRC- ETSI ITS-G5

 Road Anas Network Internet of Things

 Energy - Green Island

 Servizi Smart per Mobile

 Piattaforma gestione Big Data

SMART ROAD - CARATTERISTICHE

Smart Road2 Smart Road

LA SMART ROAD ANAS - VISION

 Un viaggio sicuro, senza difficoltà, con guida assistita e/o autonoma

 Interventi tempestivi nelle emergenze ed alert attraverso il mobile dell’utente

 Info-mobilità in real time per il monitoraggio e la gestione dei flussi di traffico merci e

persone

 Strade sicure, con adeguati livelli di manutenzione

 Monitoraggio intelligente
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Smart Road

 Intelligent Truck Parking (ITP) per la sosta intelligente dei mezzi pesanti

 Truck Platooning, prevede combinazioni di due o tre veicoli, che procedono a breve distanza l'uno
dall'altro, guidati mediante sistemi di assistenza alla guida automatizzati e collegati tra loro
in modalità wireless. Tali combinazioni di più veicoli consentono di ottenere un miglioramento
nella sicurezza e nell’efficienza nei trasporti a favore di una maggiore tutela dell'ambiente.

8

Soluzioni di trasporto sostenibile

SMART ROAD - SERVIZI PER LA LOGISTICA

 SmarTruck programmazione dei viaggi, segnalazione della
posizione, regolarità di marcia e previsioni di arrivo dei
mezzi, possibilità di comunicazione con i centri logistici loro
la documentazione di trasporto);

 Dangerous Goods, segnalazione a tutti gli utenti nelle
prossimità del trasporto di merci pericolose da parte di un
mezzo pesante.

Smart Road7

Scambio di informazioni tra veicoli e infrastruttura

SMART ROAD – CONNETTIVITÁ V2I

Wi-Fi Vehicle To Infrastructure

OBU (On Board Unit): apparecchiature
a connettività Wi-Fi a bordo veicolo

RSU (Road Side Unit): apparecchiature
a connettività Wi-Fi distribuite 

sull’infrastruttura stradale

 Sicurezza Stradale attiva
 Efficienza Traffico
 Servizi Cooperativi locali
 Servizi Internet

Smart Road6
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Verranno fornite informazioni circa la deviazione dei flussi veicolari su percorsi alternativi suggerendo l’itinerario
ottimale. Il sistema Smart Road sarà anche in grado di calcolare interventi sulle velocità medie (speed control) e
suggerire traiettorie e corsie (lane control) al fine di evitare il persistere o il formarsi di nuove congestioni

Verranno indicati i punti di ristoro lungo il percorso, i servizi offerti nelle aree di servizio (wifi, negozi, assistenze speciali,
ecc.), prezzi del carburante, eventuali punti di ricarica elettrica (con possibilitàdi prenotazione della ricarica e fatturazione
dei consumi tramite smartphone), la presenza di officine per la riparazionedi veicoli, ecc.

M
EZ
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PE
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N
TI

Al fine di evitare situazioni di pericolo sia per il mezzo stesso che per gli altri veicoli, sarà possibile monitorare il tempo
trascorso alla guida, mandare un alert in caso di percorrenza su corsia non dedicata, in caso di superamento delle
dimensioni o del peso consentito, segnalazione delle fasce orarie di circolazione e segnalazione in caso di perdita del
carico o delle merci di trasporto, ecc.
Inoltre, sarà possibile l’erogazione di servizi a valore aggiunto per la logistica.

AL
TR

I 
SE
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Saranno inoltre indicate le distanze e i tempi di percorrenza al fine di offrire una customer experience il più completa
possibile

Wi-Fi in motionServizi per mobile devices

Smart Road

I servizi a maggior valore aggiunto per l’utente che si intende fornire con la realizzazione della Smart
Road Anas attraverso i mobile devices saranno ad esempio:

5

SI
CU

RE
ZZ

A L’infrastruttura sarà in grado di comunicare con i veicoli segnalando la presenza di pericoli generici lungo il tracciato
(incidenti, animali vaganti, oggetti in carreggiata, cadute massi, ecc.), l’eccessivo avvicinamento alle barriere laterali,
le frenate improvvise dei veicoli che precedono evitando così incidenti a catena, allertando in caso di superamento dei
limiti di velocità o di mancato rispetto delle distanze di sicurezza, segnalando i punti pericolosi lungo il tracciato ed
eventuali sbandamenti dei veicoli. Infine sarà anche possibile di effettuare il tracking dei mezzi di soccorso così da
informare in real time gli utenti dei tempi di arrivo e la distanza degli stessi

TR
AF

FI
CO

Tutte le condizioni quali rallentamenti, congestioni, presenza di incidenti, di cantieri e in generale di tutte le
informazioni che possono causare un evento di traffico verranno fornite in real time agli utenti. Tali informazioni
verranno fornite integrando i sistemi convenzionali di comunicazione (pannelli a messaggio variabile, bollettini radio,
ecc.) con i nuovi sistemi di comunicazione I2V. Sarà anche possibile fornire agli utenti degli alert relativi alle
intersezioni stradali (a raso, rotatorie, svincoli, ecc.) che informino l’utente sullo stato prossimo dell’intersezione e
dell’arrivo di vetture da altre direzioni

M
ET

EO Verranno fornite informazioni relative alla presenza di nebbia che ostacoli la visibilità, di ghiaccio, di condizioni
meteorologiche critiche, ecc. Eventi meteorologici eccezionali potrebbero, inoltre, rendere obbligatoria la circolazione
con catene/pneumatici invernali, o causare eventuali divieti temporanei di circolazione e/o percorsi alternativi

SO
S Sarà possibile, in caso di difficoltà, mandare comunicazione di richiesta di soccorso direttamente alle forze dell’ordine,

alla Sala Operativa di ANAS oppure richiedere assistenza per guasti ai veicoli attraverso il proprio dispositivo mobile

Wi-Fi in motionServizi per mobile devices
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Smart Road12

Il dispositivo sarà in grado di interfacciarsi con il Sistema Aziendale Anas RMT
per l'elaborazione dei dati in tempo reale provenienti dal campo

Informazioni in tempo reale sulle aree di lavoro, percorsi, accessi o operazioni di manutenzione su
strada che limitino la viabilità e possano creare code o disagi all’utente della strada.

SMART ROAD - INFOMOBILITÀ

Smart Tracer Road Work 

Dispositivo dotato di sensore di posizione GPS, accelerometro
triassiale, in grado di rilevare urti/ribaltamenti/spostamenti e di
interruttore on/off manuale. Il dispositivo comunicherà dati mediante
sistemi wireless con capacità di comunicare in remoto la propria
posizione almeno ogni ora e ad ogni spostamento.

Smart Road11

Attività di videosorveglianza “intelligente”, con rilevazione di eventi pericolosi, situazioni critiche
su strada e dati di traffico, equipaggiata con funzione di messa a fuoco da remoto, con funzionalità 
per le riprese diurne e notturne in qualsiasi condizione metereologica.

 veicolo fermo in condizioni di traffico fluido 
 il veicolo fermo in condizioni di traffico 

congestionato
 veicolo fermo a causa di un incidente
 veicoli lenti
 veicolo in movimento nel senso contrario di 

marcia
 presenza di pedoni;
 presenza di fumo o la riduzione di visibilità 

 presenza di detriti sulla sede stradale
 lettura e il riconoscimento delle targhe
 cambio di corsia
 traffico in tempo reale ed i dati relativi 
 (velocità media; volume di traffico; occupazione 

corsia; classificazione veicoli; ecc.) 
 pannelli arancione di segnalazione delle merci 

pericolose ADR con decodifica dei Codici Kemler

SMART ROAD - INFOMOBILITÀ

Multi Function Smart Camera 

Smart Road10

Monitoraggio Strutturale

Alert criticità

Monitoraggio Viadotti

Monitoraggio Piano Viabile

Alert urti e 
prossimità

Monitoraggio Ambientale

Alert frane

SMART ROAD - MONITORAGGIO INFRASTRUTTURE

Smart Road9

Gestione e controllo in real time attraverso IOT (internet of things) 
dell’infrastruttura stradale e delle tecnologie presenti

Weigh in Motion

Piano Viabile Galleria

Varchi IntelligentiCondizioni Idrogeologiche

Viadotto

Condizioni Meteo

Merci Pericolose

SMART ROAD - IOT
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Smart Road

I droni possono svolgere l’importante ruolo del
monitoraggio di infrastrutture o della viabilità,
grazie alla possibilità di raggiungere in volo
aree altrimenti inaccessibili, e di effettuare
riprese ad alta risoluzione.

Inoltre in caso di emergenza i Droni potranno
velocemente raggiungere il luogo dove vi è la
necessità di soccorso potendo all’occorrenza
consegnare ai soccorritori kit di emergenza
quali ad esempio defibrillatori portatili.

16

SMART ROAD - PRIMO SOCCORSO CON I DRONI

Le postazioni di atterraggio e ricarica droni 
permetteranno ai droni di svolgere compiti 

di monitoraggio e di primo soccorso

Smart Road

La Green Island è un sito multi-tecnologico per
la generazione e trasformazione di energia da
fonti rinnovabili (fotovoltaico, mini-eolico).
Permetterà un’alimentazione autonoma
dell’infrastruttura di segmento attraverso un
sistema elettrico di distribuzione che massimizza
il rendimento energetico garantendo minori
costi di gestione.

La strada Smart Road sarà composta da moduli di circa 30 km, ciascuno servito da una Green Island per  

15

Nel sito saranno installate colonnine di ricarica
elettrica ad esclusivo servizio dei soli mezzi
ANAS (autovetture, droni, apparecchiature
varie)

SMART ROAD - ENERGIA – GREEN ISLAND

Smart Road14

 Barriera Veicolare

 Colonnina SOS

 Controllo veicoli contromano

 Postazione con Multifunction Smart Camera

 Postazione semaforica

SMART ROAD - GESTIONE INTELLIGENTE ACCESSI

Smart Road13

Gestione intelligente delle gallerie attraverso la metodologia Smart Tunnel si fonda sull’analisi di rischio “dinamica”

Strumento che permette al gestore di verificare il livello di sicurezza delle proprie gallerie, su orizzonti temporali ben
definiti, in funzione delle reali condizioni di esercizio, dello stato attuale dell’opera e degli impianti

GATEWAY

Calcolo del livello di 
sicurezza

Real Time

Middle Time

Long Time

Li
nk

SMART ROAD - SMART TUNNEL
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Press
Attack in Stockholm

Sweden, the killer admits: “I acted for Daesh”
The 39 year old Uzbek: "I invested the infidels"

The wound in Stockholm

ISLAMIC TERRORISM
Truck on the crowd, horror in Stockholm
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An Uzbek the man of the massacre
“In the truck also explosive”.
The premier: they will not change us
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